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About This Guide

Welcome to the Metadefender v4 guide. This guide is intended to provide the information you
need to:

® |Install, configure, and manage Metadefender Core v4.x. If you are using Metadefender
Core v3.x, refer to Metadefender Core v3.x user guide.

® Learn about new features, updated features, and bug fixes on each Metadefender
Release (i.e. each product version's release notes)

® Learn about frequently asked questions and additional concepts through our library of
knowledge base articles

While we offer the option to download this guide to a PDF file, it is optimized for online browser
viewing. OPSWAT updates the online version of the guide regularly on an "as needed" basis.
By viewing the document online, you are assured that you are always seeing the most recent
and most comprehensive version of the guide.

v4.17.3 13
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Key Features of MetaDefender Core

® File sanitization (aka Content Disarm and Reconstruction) using 90 data sanitization
engines

® Multi-scanning for malware with more than 30 leading anti-malware engines
® Heuristic analysis to detect more unknown and targeted attacks

® Vulnerability Engines

® File Type Verification

® Archive Extraction

® Workflow Engine (simple or advanced)

® High performance processing

v4.17.3
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1. Quick Start with MetaDefender Core

This guide describes the basic steps for installing and scanning files with MetaDefender Core:
® 1.1. Installation
® 1.2. License Activation
® 1.3. Process Files with MetaDefender Core

This Quick Guide assumes that the test machine has working Internet connection.

1.1. Installation

Before starting the installation please make sure your test computer or virtual machine meets
the minimum hardware and software requirements.

Operating system invariant initial steps

1. Download the OPSWAT Central Management package from the OPSWAT Portal. Make
sure that you download the applicable package for your operating system (and
distribution).

2. Upload the installation package to your server computer.

3. Follow the installation steps according to your operating system (and distribution).

Installing Metadefender on Ubuntu or Debian computers
1. Download ometascan package from the OPSWAT Portal. Make sure that you download
the applicable package for your distribution.
2. Upload the installation package to your test computers

3. Install the product with sudo dpkg -i <fil enane>, where filename is the
Metadefender Core package you downloaded from our portal

4. If dpkg shows error messages about missing dependencies you should execute sudo
apt-get install -f
Installing Metadefender on Red Hat Enterprise Linux or CentOS computers

1. Download ometascan package from the OPSWAT Portal. Make sure that you download
the applicable package for your distribution.

2. Upload the installation package to your test computers

v4.17.3
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3. Install the product with sudo yum i nstal |l <fil enane>, where filename is the
Metadefender Core package you downloaded from our portal

Installing Metadefender on Windows computers
1. Download ometascan installer from the OPSWAT Portal. Make sure that you download
the applicable package for your distribution.
2. Upload the installation package to your test computers

3. Install the product with running the downloaded <f i | enanme>. nsi , where filename is
the Metadefender Core installer you downloaded from our portal

Basic setup

1. Open a web browser and pointto htt p: // <server nane or |P>:<port>
® Default port is 8008
® In case of problem check Inaccessible Management Console page

2. The basic configuration wizard will guide you through the rest of the basic setup.

For more information on Installation procedures see Installing Metadefender

1.1.1. Configuration wizard
® Introduction
® Basic configuration steps
® End-User License Agreement
® Admin User Setup
® License activation
® Wizard completion
® Transport Layer Security

® User directories

Introduction

When trying to access the Web Management Console for the first time, you are to complete a
basic configuration wizard in order to be able to use the product. The Web Management
Console will be available only after you have successfully finished this wizard.

v4.17.3



WARNING!

This wizard may transfer sensitive information over an unencrypted connection. Always use this
wizard on a secure, closed network or localhost, and with care!

CONTINUE

To start the wizard click CONTINUE.

@ Sensitive information

This wizard may transfer sensitive information over an unencrypted connection.
Always use this wizard on a secure, closed network or localhost, and with care!

Basic configuration steps

End-User License Agreement

End-User License Agreement

venue in, and the exclusive jurisdiction of, the federal and state courts, as
applicable, located in San Francisco, California (except that a party may
enforce a judgment in any court of competent jurisdiction).

Attribution and Additional Rights

The Server You licensed may include files or data from OPSWAT's suppliers
which grant You additional rights specific to the files suppliers provide
OPSWAT, when used separately from the Server. Attribution of such suppliers
and material terms of additiomal rights awvailable to You may be found at
https://onlinehelp.opswat.com/eulas3rd_Party EULA.html.

OPSWAT, the OPSWAT logo, Metadefender and Metascan are trademarks or
registered trademarks of OPSWAT, Inc. Trademarks not owned by OPSWAT are
owned by their respective owners.

(C) 2002-2018 OPSWAT Inc. All rights reserved

| ACCEPT THE TERMS IN THE LICENSE AGREEMENT

BACK NEXT

In the first page you can find the End-User License Agreement. You have to accept the terms
before moving on. Please read through the EULA carefully and if you agree with it, check |
ACCEPT THE TERMS IN THE LICENSE AGREEMENT and click NEXT to continue.

v4.17.3



Admin User Setup

The next step is to set up an administrator account. This account will be the first one being able
to access the Web Management Console and to create accounts for other users. You have to
fill all fields in this page to be able to move forward. When you are done, click NEXT to
continue.

® User directory

The administrator account, that is created via the basic configuration wizard, is always
added to the LOCAL user directory as a member.

The following information is required for the administrator account:

ACCOUNT The unique name of the account that is used at the time of login and in log
NAME messages for accountability.

ACCOUNT Name of the person bound to this account. This name (appended to the name
DISPLAY of the account's user directory) is displayed in the top right corner of the Web
NAME Management Console.

PASSWORD Password of the user bound to this account that is used at the time of login.

@ Passwords sent clear-text

As long as TLS is not configured for the basic configuration wizard,
passwords are sent clear-text over the network and may be
disclosed to unauthorized parties.

As a mitigation action:

1. Either use the wizard on localhost or on a direct network
connection, or

2. Enable TLS as soon as possible and change the password
immediately if it has already been set.

EMAIL Email address of the person bound to this account.

v4.17.3 18



Admin User Setup

ACCOUNT NAME
ACCOUNT DISPLAY NAME
PASSWORD

RETYPE PASSWORD

EMAIL

BACK NEXT

License activation

For license activation details see 2.4.1. Activating MetaDefender licenses.

Wizard completion

After you have completed every steps you are ready to finish the wizard and start using the
product. Click the FINISH button to complete the wizard.

0 The product's service will be restarted and the browser will be redirected to the Web
Management Console. This could take several seconds.

You can login to the Web Management Console with the administrator user that have just been

created in the previous steps.

v4.17.3
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Wizard completed

Congratulations! You have completed the welcome wizard. Click the FINISH button and wait for the
web management console to load.

WARNING!

Clicking the FINISH button restarts MetaDefender Email Security services. This may take
several seconds.

Transport Layer Security

Transport Layer Security (TLS) is a cryptographic protocol that provides communications
security over a computer network. Websites, like the Web Management Console, are able to
use TLS to secure all communications between their servers and web browsers.

The TLS protocol aims primarily to provide confidentiality (privacy) and data integrity between
two communicating computer applications.

@ No TLS for the wizard

By default, TLS is not enabled for the basic configuration wizard. As a consequence
sessions between the wizard's backend and the browser may be insecure.

® Performing the same steps as for the Web Management Console, it is possible to set
up TLS for the basic configuration wizard. Remember completing the TLS setup
before launching the wizard.

For instructions to set up TLS see 3.8.1 Enabling HTTPS.

User directories

Users can be organized into separate user directories. User directories help to enforce certain
login policies.

For further details about user directories see 3.3.3. User directories.
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1.2. License Activation

To activate your installation go to the Settings > License menu in the Web Management
Console. If you have no valid license, you will only see your installation's Deployment ID. You
will also see a warning in the Web Management Console header.

Press the ACTIVATE button to bring up the Activation menu, where you should choose from
the available modes:

® Online: the product will contact the OPSWAT license server online, and acquire its
license based on your Activation key and Deployment ID.

® Offline: you can upload a manually acquired license file.

® Request trial key online: if you want to try out the product first, you can receive a trial
Activation key via email.

If you selected the Request trial key onli ne option then follow the on-screen
instructions.

After successful activation the product will start downloading the latest available scan engines
and malware databases. You can follow the status of the scan engine installation on the
Inventory > Engines page.

When scan engines are installed you can start using the installed Metadefender Core to scan
files with multiple anti-malware engines.

For more information on how to scan files with Metadefender Core see Scan Files with
Metadefender Core

When your hardware information changes, for example your mac address changes because
the product runs in a virtual machine, the license get automatically reactivated on the first
update attempt.

1.3. Process Files with MetaDefender Core

There are several ways to scan files with MetaDefender Core:
® Process Files via Web Interface

® Process Files via REST API

v4.17.3 21



2. Installing or Upgrading MetaDefender Core

This part of the guide describes in detail the installation and upgrade process of Metadefender

Core
® 2.1. Recommended System Configuration
® 2.2. Installing MetaDefender
® 2.3. Upgrading MetaDefender Core
® 2.4 MetaDefender Core Licensing
® 2.5. Performance and Load Estimation

® 2.6. Special installation options

2.1. Recommended System Configuration

Before installing Metadefender Core v4, please refer to the recommended system
configuration listed below. Please note that the server specifications are built to allow a high
volume daily processing.

For certain use cases these might be adjusted and customized on their specific needs. We
highly recommend to engage our ProServ team to assist in fine tuning MetaDefender and get
the maximum performance out of your systems.

The recommendations below are for MetaDefender Core, API usage only.

For any other use cases, please consult the user guide of the licensed products for
accurate recommendations.

Microsoft Windows Deployments

Supported Operating Systems
® Windows 7, 8, 8.1, 10
® Windows Server 2008, 2008 R2, 2012, 2012 R2, 2016, 2019

Disclaimer: End-customer is responsible of verifying the OS license agreement and
choose the right OS based on their planned usage of MetaDefender.

v4.17.3
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Recommended System Configuration

The following amount of resources (CPU, RAM, disk space) are recommended for
Metadefender Core v4:

Package CPU Free System Free Disk
cores RAM Space
MetaDefender Core 8 8 8 GB 16 GB
MetaDefender Core 12 16 16 GB 24 GB
MetaDefender Core 16 16 16 GB 32 GB
MetaDefender Core 20 32 16 GB 40 GB
MetaDefender Core 32 32 32GB 120 GB

In case Metadefender Core Node runs on a separate instance, the following resources are
recommended:

Package CPU Free System Free Disk
cores RAM Space
MetaDefender Core 8 8 8 GB 16 GB
MetaDefender Core 12 16 16 GB 24 GB
MetaDefender Core 16 16 16 GB 32 GB
MetaDefender Core 20 32 16 GB 40 GB
MetaDefender Core 32 32 32 GB 120 GB

It is suggested to use SSD for the Core and Node products.

Third Party Dependencies
® Microsoft Visual C++ Redistributable for Visual Studio 2010
® Microsoft Visual C++ Redistributable for Visual Studio 2013

v4.17.3



® Microsoft Visual C++ Redistributable for Visual Studio 2017

Some engines also have dependencies as described below:

VirIT

ESET

CrowdStrike
Falcon ML

RocketCyber

Microsoft
Security

Essentials

Symantec

Systweak

Proactive DLP

Deep CDR

Installation Details

Microsoft Visual C++ 2010 Redistributable Package
.NET framework 4

MetaDefender Core v4 temporary directory should have more than
200MB free disk space

Microsoft Visual C++ 2015 Redistributable Package

Microsoft Visual C++ 2015 Redistributable Package

.NET framework 4.5

Only available on Windows Server edition

Only available on Windows Server edition

Needs at least one NIC with static IP address running TCP/IP

.NET framework 3.5

Microsoft Visual C++ 2017 Redistributable Package (Only applicable to
engine version 2.0 or above)
.NET framework 4.5 or newer

Microsoft Visual C++ 2017 Redistributable Package (Only applicable to
engine version 5.8.0 or above)
.NET framework 4.5 or newer

Metadefender Core on Windows uses C:\Program Files\OPSWAT folder for storing resources
or the installation directory.

MetaDefender will use its resources folder to store temp files as part of the analysis. It's
recommended to exclude this folder from real-time protection monitoring.

v4.17.3

24



Unix Based Deployments

Supported Operating Systems
® CentOS 6.6+, 7.0+
® Red Hat Enterprise Linux 6.6+, 7.0+
® Debian 8.0+,
® Ubuntu 16.04, 18.04

Disclaimer: End-customer is responsible of verifying the OS license agreement and
choose the right OS based on their planned usage of MetaDefender.

Recommended System Configuration

The following amount of resources (CPU, RAM, disk space) are recommended for
Metadefender Core v4:

Package CPU cores  Free System RAM Free Disk Space
Metadefender Core 5 4 4 GB 10 GB
Metadefender Core 10 8 8 GB 20 GB

In case Metadefender Core Node runs on a separate instance, the following resources are
recommended:

Package CPU cores  Free System RAM Free Disk Space
Metadefender Core 5 4 4GB 10 GB
Metadefender Core 10 8 8 GB 20 GB

It is suggested to use SSD for the Core and Node products.

v4.17.3



Third Party Dependencies
® Dependencies list:

® openssl
® grep
® [ib32stdc++6 (>=4.5)
® libc6-i386 (>=2.10)
® procps
® zlib1g
® libcurl3 (>=7.19.7)
® libcurl4
® ncurses-compat-libs

Not all above dependencies will need to be installed, it is depending on different Unix distro &
version

Installation details

Metadefender Core default installation path is using /var folder for storing resources:
® /var/lib/ometascan(-node): installation folder with all its resources
® /var/log/ometascan(-node): application logs

® /etc/lib/ometascan(node): application config files

Data Retention

Based on the configuration, MetaDefender Core could need additional disk space to store
analysis data:

® Analysis Reports: full analysis report is stored in the database and can be retrieved any
time (within the defined data retention policy)

® Approximate 1.5GB for each 1M analysis reports is required

® Quarantine: blocked files can be stored in the dedicated Quarantine section to allow
further analysis (within the defined data retention policy)

® Depends on the customers' dataset

® Sanitized files: Files that were cleansed using Deep CDR will be stored and made
available within the defined data retention policy

® Depends on customers' dataset

v4.17.3 26



Custom Engines

The recommendations above are specific for MetaDefender pre-packaged bundles.

However for additional Custom Engines, please review the Knowledge base to review
additional requirements (if any) for the selected engine.

Browser Requirements for the Metadefender Core Management Console

One of the following browsers is suggested to view the Metadefender Core Management
Console:

Internet Explorer 11
Microsoft Edge
Chrome

Firefox

Safari

Chrome, Firefox, Safari and Edge browsers are tested with the latest available version at the
time of release.

2.2.

Installing MetaDefender

Installation

1.
2.

Download the package of your choice from the OPSWAT portal
Install the package on your computer via the Command Line or via the Install Wizard
Open a web browser and pointto htt p: // <server nanme or |P>:<port>
® The default port is 8008
® In case of problem check Inaccessible Management Console page
Complete the required steps of the basic configuration wizard

You must activate this deployment to use its features

Installation notes

v4.17.3

If the Metadefender package dependencies are not installed on your system you may
need to have a working Internet connection or you may have to provide the Installation
media during the installation. Consult your Operating System documentation on how to
use Installation media as a package repository.
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® Metadefender installer already contains the Node part of the system. In a single
computer deployment you don't need to separately install the Metadefender Node on
your computer. To install additional instances, please see Multi-node deployment page.

® During installation the databases might need to be upgraded. This could take noticeable
time depending on database size (eg.: length of scan history).

® |f Metadefender Kiosk is installed on the host where Metadefender v4 is to be installed
on, then be aware the default port (8009) used by Metadefender Kiosk and
Metadefender (before version v4.9.0) for accepting external node connections is the
same.

2.2.1. Installing Metadefender Core using command line

Preliminary notes

® |f the Metadefender Core package dependencies are not installed on your system you
may need to have a working Internet connection or you may have to provide the
Installation media during the installation. Consult your Operating System documentation
on how to use Installation media as a package repository.

Debian package (.deb)

sudo dpkg -i <filenane> || sudo apt-get install -f

On Red Hat Enterprise Linux / CentOS package (.rpm)

sudo yuminstall <fil enanme>

For systems which enabled GPD check flag:

sudo yuminstall --nogpdcheck <fil enanme>

Windows package (.msi)
On Windows systems it is possible to install the product by running the corresponding .msi file.

From command line interface it is also possible to install the product by executing
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nmsi exec /i <nsi

file nane> <option key>=<option val ue>

where the possible keys and their default values are the following:

Key

INSTALLFOLDER

RESTADDRESS

RESTPORT

EXTERNALNODE

v4.17.3

Default Value

\Program
Files\OPSWAT\MetaDefender
Core

8008

Description

Customize installation folder
for product

Example: INSTALLFOLDER="
D:\Products"

REST interface binding IPv4 or
IPv6 address ( ™' means that
service listens on all IPv4 and
IPV6 interfaces)

REST interface binding port

Whether to enable external
processing nodes or not.

® To enable external
processing nodes, set
EXTERNALNCDE=1.

ADDRESS and PORT
values below are
admitted only if
EXTERNALNODE=1 is

set.
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Key

ADDRESS

PORT

v4.17.3

Default Value

Description

Address of the computer to
accept external scan node
connections

ADDRESS value is
only admitted if
EXTERNALNCODE=1 is
set.

If EXTERNALNCDE=1
is set but ADDRESS is
not, then ADDRESS
defaults to * (all IPv4
and IPv6 interfaces)

Designated port number to
accept external scan node
connections

PORT value is only
admitted if
EXTERNALNCDE=1 is
set.

If EXTERNALNODE=1
is set but PORT is not,
then PORT defaults
to 8007.
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Key Default Value Description

REPORT_ENGINE_ISSUE true Enable reporting of engine
issue count. (possible values:
"true" or "false").

If reporting of engine issue count is enabled, Metadefender Core v4 server will send only
the number of initialization errors and number of unexpected stops for the specific db
/engine version. This information is sent over a HTTPS channel when the product
downloads the latest package descriptors. This information is used for early detection of
any specific 3rd party engine quality issues.

For details on using msiexec please consult Windows installer documentation.

2.2.2. Installing Metadefender Core using the Install Wizard
The Install Wizard is only for the Windows installer (.msi file).

To install Metadefender Core run the installer and follow the instructions.

2.3. Upgrading MetaDefender Core

Upgrading from MetaDefender Core 3.x
To upgrade from MetaDefender Core 3.x a separate license is necessary.

Your configuration cannot be migrated to the new version. Read through the configuration
section for your possibilities.

The two versions have different feature sets. It is advisable to check the differences and your
requirements before upgrading.

If you decide to upgrade to MetaDefender Core 4.x, you will need a separate installation. Note
that no database migration tool exists yet.

Upgrading from MetaDefender Core 4.x

To upgrade from a former version of MetaDefender Core 4.x a simple installation of the latest
version is enough.

All existing MetaDefender Core configuration and data will be kept during the upgrade.
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Downgrading your MetaDefender Core 4.x is not supported.

Please note that only those default workflow templates will be upgraded on
MetaDefender Core v4 upgrade that have been not edited via workflow editor.

2.4. MetaDefender Core Licensing

In order to use Metadefender Core you need to activate the product. If you don't have an
activation key you can request a 14 day evaluation key during the activation process.

® 2.4.1. Activating Metadefender Licenses

® 2.4.2. Checking Your Metadefender Core License

2.4.1. Activating Metadefender Licenses

To activate your installation go to the Settings > License menu in the Web Management
Console. If you have no valid license, you will only see your installation's Deployment ID. You
will also see a warning in the Web Management Console header.

OPSWAT. (@ Help Center & Local/admin LOGOUT
Dashboard
License Information [ onvare | v |
Process
Deployment ID MSCWJegROZNB4epL5mxelvh00vgk0aUxS1T9

Policies

Inventory

Settings

Update Settings
Data Retention
Security

User Management
License
Configuration
Password

Email Configuration

4.16.0.65

License Expiration
Not licensed

Settings/License page, when no valid license exists
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Press the ACTIVATE button to bring up the Activation menu, where you should choose from
the available modes:

® Online: the product will contact the OPSWAT license server online, and acquire its
license based on your Activation key and its Deployment ID.

® Offline: you can upload a manually acquired license file. Follow the displayed
instructions.

® Request trial key online: if you want to try out the product first, you can receive an trial
Activation key via email. Follow the displayed instructions.

Activation

ACTIVATION MODE

o ONLINE OFFLINE REQUEST TRIAL KEY ONLINE

ACTIVATION KEY

Activation key

REQUESTED NUMBER OF SCAN NODES
QO SsINGLENODE DEPLOYMENT

MULTI-NODE DEPLOYMENT (SPECIFY COUNT OF NODE INSTANCES BEHIND THIS CORE SERVER)

fy this host on OPSWAT License Porta

CANCEL

Settings/License/ACTIVATE page

If you activated your installation online, but your license becomes invalid or expired, you will
see a RE-ACTIVATE button. After clicking it, the product tries to activate the license with the
formerly entered activation information.
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Offline activation

With no internet connection on the server the Metadefender v4 instance may be activated
indirectly from a different machine, that has internet connection. The Deployment ID of the
Metadefender v4 instance and the the Activation key received at the time of purchasing the
product will be required. Follow the steps on the screen to activate the product offline.

Activation

ACTIVATION MODE

ONLINE O OFFLINE REQUEST TRIAL KEY ONLINE

Offline activation steps:

1. Copy down your Deployment ID: MSCWVN8iW4edviVJ1kDEZXLsYc36ZYGARBhS

2. Go to OPSWAT portal: https://portal.opswat.com/activation

3. Activate and download your license file (you will need your Activation key and the Deployment ID of this instance)
4. Upload the license file here

5. Check license details in the license menu

6. Tell your friends, enemies and competitors how much you enjoy using MetaDefender Core

ACTIVATION FILE

SELECT A FILE

Offline activation details

1. Log on to https://portal.opswat.com/activation

v4.17.3
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Fill in the requested information about your deployment

Metadefender Offline Activation

Metadefender Package

Metadefender Core v4.x - all packages

Activation Key *

Reguested Mumber of Nodes *

1

Deployment ID *

MSCWVN8iW4edviV]1kDEZXLsYc36ZYGARBhS8

Optional Description

Request Unlock Key

Activation page on OPSWAT portal

v4.17.3
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1. Click the Request unlock key button. The download section appears.
Click the Download button and save the activation file.

2. Go back to Metadefender Web Management Console. Browse for the activation file and
click the SEND button.

Activation

ACTIVATION MODE

ONLINE o OFFLINE REQUEST TRIAL KEY ONLINE

Offline activation steps:

1. Copy down your Deployment ID: MSCWVN8iW4edviVJ1kDEZXLsYc36ZYGdRBhE

2. Go to OPSWAT portal: hitps:/portal.opswat.com/activation

3. Activate and download your license file (you will need your Activation key and the Deployment ID of this instance)
4. Upload the license file here

5. Check license details in the license menu

6. Tell your friends, enemies and competitors how much you enjoy using MetaDefender Core

kDEZXLsYc36ZYGdRBhS.ym SELECT A FILE

ACTIVATION FILE

Request trial key online

An evaluation license could be acquired by contacting our sales team.

Activation

ACTIVATION MODE

ONLINE OFFLINE o REQUEST TRIAL KEY ONLINE

To request a quote or trial license key for OPSWAT MetaDefender Core, please contact our sales team at
https://www.opswat.com/contact

CANCEL

v4.17.3
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Notes

If you activated your installation, but your license becomes invalid or expired, you will

see a RE-ACTIVATE button. After clicking it, the product tries to activate the license

with the formerly entered activation information.

2.4.2.
The lic

Checking Your Metadefender Core License

ense expiration date (last day of license validity) can be seen in the lower left corner of

the Web Management Console.

For more license details and activating your installation go to Settings > License menu on the
Web Management Console:

v4.17.3

Product ID: product identification as on your order

Product name: product name as on your order

Expiration: last day of license validity

Max nodes: maximum number of nodes that can connect simultaneously
Deployment ID: identification of this installation

Activation key: key used for activating product
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OPSWAT @ repcen @ oowmmn  ocour

Dashboard

License Information n

Process

Product ID: MSCW-4c-EVAL-UNLIMITED

Policies Product name: MetaDefender Core for Windows - 4 engine package (Rev.C) - Evaluation
Expiration: 2026-12-31

Inventory Max nodes: 1
Deployment ID: MSCWJegROZN84epL5mxelvh00vgkOaUxS1Ta

Settings Activation key:

Update Settings
Data Retention
Security

User Management

License

Configuration

Password

Email Configuration

4.16.0

License Expiration
2026-12-31

Settings/License page

2.5. Performance and Load Estimation

® Disclaimer: These results should be viewed as guidelines and not performance
guarantees, since there are many variables that affect performance (file set, network
configurations, hardware characteristics, etc.). If throughput is important to your
implementation, OPSWAT recommends site-specific benchmarking before
implementing a production solution.

What to know before reading the results: Some factors that affect performance
® Metadefender product version
® Metadefender package and configuration
® set of engines (which and how many)
® product configuration (e.g., thread pool size)
® system environment

® server profile (CPU, RAM, hard disk)
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® client application location - remote or local
® system caching and engine level caching
® dataset

® encrypted or decrypted

® file types
® different file types (e.g., document, image, executable)
® archive file or compound document format files

® file size

® bad or unknown (assume to be clean)

® performance tool itself

How test results are calculated

Performance (mainly scanning speed) is measured by throughput rather than unit speed. For
example, if it takes 10 seconds to process 1 file, and it also takes 10 seconds to process 10
files, then performance is quantified as 1 second per file, rather than 10 seconds.

® total time / total number of files processed: 10 seconds / 10 files = 1 second / file.

Test Reports
® Performance Report - Multi-Scanning On Linux

® Performance Report - Multi-Scanning On Windows

Performance Report - Multi-Scanning On Linux

® Disclaimer: These results should be viewed as guidelines and not performance
guarantees, since there are many variables that affect performance (file set, network
configurations, hardware characteristics, etc.). If throughput is important to your
implementation, OPSWAT recommends site-specific benchmarking before
implementing a production solution.

v4.17.3
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Setup / Configuration

Metadefender version

System environment

Product configuration

Dataset

Method

Others

Test results

DOC <500KB
(4992)
500kb~1m
Tm~5m
5m~10m

v4.17.3

v4.9.0 Linux

OS: Centos 6.8

CPU: 2.10GHz 4 core vCPUs

RAM: 8GB
Hard disk: HDD

No. of threads: 20
Archive library: disabled

Workflow: File scan

All decrypted
Mixed 4% infected

REST

System caching and engine-level caching is ignored

Auto update disabled
Caching disabled

Number Total Average

of Flles  Size File Size
(MB) (MB)

4645 533 0.12

153 101 0.66

180 382 212

14 101 7.21

M5
(sec
[file)

0.06

0.08

0.37

0.64

M10
(sec
[file)

0.08

0.12

0.22

0.71

DS
Overhead

0.01

0.36

0.34

3.56
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DOCX
(5134)

PPT
(1925)

PPTX
(1355)

XLS
(2939)

XLSX
(2153)

v4.17.3

<500KB

500kb~1m

Tm~5m

5m~10m

<500KB

500kb~1m

1Tm~5m

5m~10m

<500KB

500kb~1m

1Tm~5m

5m~10m

<500KB

500kb~1m

1Tm~5m

5m~10m

<500KB

500kb~1m

Number
of Flles

4737

130

198

69

568

430

912

15

670

243

404

38

2354

198

357

30

1881

203

Total

Size

(MB)

384

89.2

431

522

142

323

2027.52

101

100

173

846

341

240

144

657

237

133

133

Average
File Size
(MB)

0.08

0.69

2.18

7.57

0.25

0.75

2.22

6.73

0.15

0.71

2.09

8.97

0.1

0.73

1.84

7.9

0.07

0.66

M5

(sec
[file)
0.05
0.07
0.28
0.35
0.06
0.09
0.26
0.73
0.06
0.07
0.12
0.50
0.06
0.14
0.28
1.00

0.06

0.06

M10
(sec
[file)

0.06

0.17

0.23

0.55

0.07

0.10

0.20

0.60

0.06

0.14

0.22

0.58

0.06

0.12

0.24

0.83

0.06

0.17

DS
Overhead

0.05

1.51

0.94

414

n/a

0.12

0.31

0.89

1.82

n/a

0.08

1.21
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Number Total Average M5 M10 DS

of Flles  Size File Size (sec (sec Overhead
(MB) (MB) [file) [file)

1m~5m 49 122 2.49 0.16 0.33 5.98

5m~10m 20 140 7 0.45 0.70 14.64
RTF <500KB 2391 91 0.04 0.06 0.07 n/a
(2513)

500kb~1m 55 41 0.75 0.16 0.46

1m~5m 39 76 1.95 0.23 0.87

5m~10m 28 228 8.14 0.68 2.18
Executables <500KB 483 87.3 0.18 0.08 0.26
(1249 files)

500kb~1m 129 90.2 0.7 0.19 1.16

1Tm~5m 368 886 2.41 0.40 1.53

5m~10m 239 1689.6  7.07 0.73 1.52
Graphic <500KB 17607 1157.12 0.07 0.06 0.06 0.03
Images
(20936 files) 500kb~1m 1049 751 0.72 0.08 0.12 0.15

1Tm~5m 1638 3614.72  2.21 0.18 0.17 0.36

5m~110m 642 8427.52 13.13 0.70 0.61 0.39
Media <500KB 499 89.3 0.18 0.06 0.06 n/a
(1249 files)

500kb~1m 141 93 0.66 0.09 0.14

1m~5m 368 935 2.54 0.17 0.18

5m~10m 241 1689.6  7.01 0.34 0.30

v4.17.3 42



Number Total Average M5 M10 DS

of Flles  Size File Size (sec (sec Overhead
(MB) (MB) [file) [file)
Other Misc  <500KB 477 82.8 0.17 0.07 0.08
(1031 files)
500kb~1m 124 89.1 0.72 0.12 0.19
1Tm~5m 260 604 2.32 0.62 0.69
5m~10m 169 1259.52 7.45 0.49 0.85
PDF <500KB 4864 431 0.09 0.20 0.16 0.34
(5990 files)
500kb~1m 349 247 0.71 0.16 0.24 0.79
1m~5m 542 1239.04 2.29 0.38 0.41 1.73
5m~10m 232 1669.12 7.19 0.61 0.67 414
Text <500KB 500 92.3 0.19 0.19 0.16 n/a
(1248 files)
500kb~1m 134 94.5 0.71 0.27 0.23
1m~5m 378 906 24 0.33 0.37
5m~10m 236 1628.16 6.9 0.64 0.69
Average scan time 0.27 0.40

Performance Report - Multi-Scanning On Windows

® Disclaimer: These results should be viewed as guidelines and not performance
guarantees, since there are many variables that affect performance (file set, network
configurations, hardware characteristics, etc.). If throughput is important to your
implementation, OPSWAT recommends site-specific benchmarking before
implementing a production solution.
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Setup / Configuration

Metadefender Product + Version

System Environment

Product Configuration

Exclusions/Other

v4.17.3

4.13.2

OS: Windows Server 2016
CPU:
2.10GHz 8 core vCPUs (for 8 engine package)

2.10GHz 16 core vCPUs (for 12, 16 engine
packages)

2.10GHz 32 core vCPUs (for 20 engine package)
RAM:
® 16 GB RAM (for 12,16, 20 engine packages)
® 8 GB RAM (for 8 engine package)
HD: 99.5 GB

Performance tool setting:

1. No. of threads: 20

2. Workflow: File Process
Core setting:

1. Archive:
® max size:20000
® max number:20000
® max level:50000
2. Scan:
® max file size for files scanned: 2000 MB
3. Data sanitization: All enabled except Text
4. Data retention policy: All Default except:

® Sanitized file clean up : 1h

No sanitization for text file types
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Test Results

File Number  Weight of
Category of Files File Type

(777,531 Y

Files) Category

(%)

Documents 565,606 72.7%
Archive 82,156 10.56%
Graphic 54,537 7.01%
PDF 53,915 6.93%
Text* 21,317 2.74%

Average Scan Time (sec)

Total Scan Time (sec)

Throughput/day

Average Memory Usage (GB)

Average CPU Usage (%)

Note*

no data sanitization for text file

v4.17.3

CDR + 8
Anti-

malware
engines

(sec/file)

0.825

0.053

0.354

1.184

0.058

0.495

34,340

1,956,280
files/day

3.92 GB
out of 8GB

77.03%
outof 8
CPU
Cores

CDR + 12
Anti-
malware
engines

(secffile)

0.927

0.096

0.277

0.982

0.055

0.467

35,633

1,885,259
files/day

7.29 GB
out of 16
GB

53.088%
out of 16
CPU Cores

CDR + 16
Anti-
malware
engines

(secf/file)

1.113

0.112

0.279

1.030

0.056

0.516

42,062

1,597,104
files/day

8.61 GB
out of 16
GB

53.368%
out of 16
CPU Cores

CDR + 20
Anti-
malware
engines

(secffile)

1.504

0.142

0.762

1.196

0.074

0.735

57,011

1,178, 329
files/day

7.40 GB
out of 16
GB

31.982%
out of 32
CPU Cores
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2.6. Special installation options

Use RAMDISK for the tempdirectory

In order to improve the file scan speed, a custom tempdirectory can be set for Metadefender
Core.

Instructions for windows
Step 1:
Create a RAMDISK on your system.

We recommend the following tool for this: http://www.ltr-data.se/opencode.html/#mDisk

After installation, use the ImDisk Virtual Disk Driver application, to create a new RAMDISK.

o ImDisk Virtual Disk Driver - =
File Selected Window About...
Currently mounted irtual dizkz
Drive  Image file Size Froperties Filezypztem
kaunt new... Remove Estend zize... Farmat. .. Save image... Refresh list

Mount new virtual disk:

v4.17.3
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Mount new virtual disk

[f wou want to create a virtual disk backed by memony instead of an [f you select 'Copy image file to virtual memony’ o
image file, leave the image file field blank and just enter a size inthe  'Copy image file to phyzical memany’, the driser wil
gize field. vaork, with a memorny copy of the image file. The
Image e Dirive etter arginal image file will nat change. Any changes are

lozt vahen the drive iz dismounted.

Z ¥ | Image file access
Size of virtual disk Wirtwal disk drive acceszzes image file directly
4000 (") Create virtual disk in wirtual meman
() Bytes () Blocks () Kilobytes (®) Megabytes () Gigabytes () Create virual digk in physical memary

Image file offzet [for non-raw disk image file formats] If you check the Femavable media' checkbox the

0 wirtual device will be created with removable and
hat-plug characteristics. Thiz affects for example how
filezpstems cache write operationz on the device.

Device ppe [ ] Removable media [ | Read-only media
() Auto (@ Harddisk volume () Floppe () CO/DVD-ROM

(®) Bytez () Blocks () Kilobytes () Megabytes () Gigabytes
ak Cahcel

After disk creation, windows will ask you to format the new disk.

Format Local Disk (£

Capacity:

1.17 GB W
File system

MTFS (Default) W

Allocation unit size

4096 bytes W

Restore device defaults

Volume label
FAMDISK]

Format options

Quick Format

e

e =m ME YOS ebart d
Lreate an Moa-UUo STart-up disk

Step 2:

Create, or edit the following registry entry:
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HKEY _LOCAL_MACHI NE\ SOFTWARE\ OPSWAT\ Met ascan Node\ gl obal \ t enrpdi rect ory

® In versions older that v4.6.0 the location of the configuration option is
HKEY_LOCAL_MACHINE\SOFTWARE\OPSWAT\Metascan

Agent\global\tempdirectory

where tempdirectory should be a string value with a desired location, for example: Z:\tempDir

5. | HKEY_CURRENT_USER
4- || HKEY LOCAL MACHINE
5- 1) BCDOODODDOO

5 |, HARDWARE

b)) SAM

L. ]| SECURITY

4- ) SOFTWARE

. Classes

.. Clients

J Intel

f_?jtempdirector}r

; Macromedia

- Microsoft

- 0DBC

; OPSWAT

a- || Metascan

-1, global

Ll legger

- |, Metascan Agent
L lagger

[ global

s - 1y Oracle

T

w1 Policies
| RegisteredApplications
oo | WowB432Mode

s L0 SYSTEM

s - | HKEY_USERS

> || HKEY_CURRENT_CONFIG

i Registry Editor = B
File Edit VYiew Favorites Help
‘"IE—' Computer Mame Type Data
> - HKEY_CLASSES_ROOT ab) (Default) REG_SZ (value not set)

REG_SZ ZhtempDir

£ >
Computer\HKEY_LOCAL_MACHINE\SOFTWAREVOPSWAT \Metascan Agentiglobal
Edit 5tring n

Value name:

tempdirectony

Value data:

|Z:"'-:temp Diir

Cancs
v4.17.3 48



The Recommended minimum size for the tempdirectory is:
® For non archive files: the average file size * 40, at least 10GB
® For archive files: the average archive size * 200
Step 3:
The changes to take effect restart the OPSWAT Metadefender Code Node service.

After the service restart, your custom directory will be used for temporary file storage during file
scan.
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3. Configuring MetaDefender Core

® 3.1. Management Console

® 3.2. MetaDefender Configuration

® 3.3. User management

® 3.4. Update settings

® 3.5. Clean up scan database

® 3.6. Policy configuration

® 3.7. Logging

® 3.8 Security settings on web console
® 3.9. Configuring proxy settings

® 3.10. External Scanners And Post Actions
® 3.11. Yara rule sources

® 3.12. Configuring mail settings

3.1. Management Console

The management console is available at: htt p: / / <Met aDef ender Core Server >:
<port >/

where <MetaDefender Core Server> is the name or IP address of the system where
MetaDefender Core is installed.

Every change made in the MetaDefender Core configuration via the Management console is
applied when you select Save settings or OK, except if the change cannot be applied.
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MetaDefender

Sign In

USERNAME

PASSWORD Forgot password?

© 2002-2019 OPSWAT, Inc. All rights reserved.

Documentation - Privacy Policy

OPSWAT. =

Login screen
Typical issues related to the Web Management Console:

® |naccessible Management Console

3.1.1. Password Recovery

Prerequisites:

® Only supports local users, not applicable to Active Directory / LDAP users
where all their credential settings should be managed on Domain controller /
LDAP server.

® The feature authenticates local users via email to reset their own password
(assuming user was registered with a valid email on MetaDefender Core, if not
then user should update their email properly on User Management page), and

v4.17.3
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therefore it is mandatory for MetaDefender Core's administrators to follow steps
at 3.12. Configuring mail settings and ensure all SMTP configurations set
properly beforehand. Otherwise, expecting users to hit following warning
message when trying to reset their password:

OPSWAT. = EX

MetaDefender

Forgot Password

USERNAME

opswat

® 2002-2019 OPSWAT, Inc. All rights reserved.
Documentation + Privacy. Policy:

How This Feature Works

Just in case MetaDefender Core user credentials are lost or forgotten, basically any local user
(not AD / LDAP) will be supported to reset their password by either one of two methods:

® Forgot password (active): Any local user can choose to reset their own password.

® Reset password by administrators (passive): Any local user's password can be reset
by administrators.

Both methods requires authentication via email, and force the affected user to change their
password at the first login time for security reason.

Forgot Password

Any local user registered with email on MetaDefender Core should be able to reset their own
password by clicking on Forgot password? link on login page.
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OPSWAT.

MetaDefender

Sign In

USERNAME

Enter your username

PASSWORD Forgot password?

Enter your password

© 2002-2019 OPSWAT, Inc. All rights reserved.
Documentation - Privacy Policy

Login page

You will be redirected to Recover Password page.
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OPSWAT. | ooess Jfoon |

MetaDefender

Forgot Password

USERNAME

© 2002-2019 OPSWAT, Inc. All rights reserved.
Documentation + Privacy Policy

Forgot Password page

An email with password reset link will be sent to user's registered email entitled "MetaDefender
Core Password Reset".

Hi,
You're receiving this email because you requested a password reset for your MetaDefender Core's user account: test-user
If you did not request this change, you can safely ignore this email, your password will not be changed.

To choose a new password and complete your request, please follow the link below:
http://localhost:8008/#/rspw?u=58&t=a45b4f2¢32a64905993f5f127c1ebabb
If it is not clickable, please copy and paste the URL into your browser's address bar.

For any questions or concerns, please contact your MetaDefender Core's local administrator.
The MetaDefender Core Team.

Email with link to reset password

If that user don't take any action, the link on email will be expired in 3 days, and since then if
that user uses that expired link will result in following message on MetaDefender Core

management console:
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OPSWAT. =

MetaDefender

Reset Password

© We are sorry, the password reset link seems
expired or invalid.

© 2002-2019 OPSWAT, Inc. All rights reserved.
Documentation - Privacy Policy

While the link is still valid, clicking on link will redirected to MetaDefender Core management
console where user will be forced to create a new password:

OPSWAT. =1

MetaDefender

Reset Password

NEW PASSWORD

CONFIRM NEW PASSWORD

@ 2002-2019 OPSWAT, Inc. All rights reserved.

Documentation + Privacy Policy
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Reset Password page

You will be automatically redirected to MetaDefender Core dashboard after resetting password
successfully.

Reset Password By Administrators

As an administrator, you are now supported to reset password of any local user on
MetaDefender Core, it could be either other local user (admin / non-admin) or even oneself.

Go to User Management — under USER AND GROUPS, choose which user to reset password
— click RESET PASSWORD button

OPSWAT. (@ Help Centes &  Locauadmin LoGOUT

Dashboard Modify user
User Management

Process

USER DIRECTORY
USERS AND GROUPS

Policies

USERS AND GROUPS NAME
— ACCOUNT NAME
nventory u LOCAL/admin admin
Settings B suPPORTLAB/Administrator Administrator

ACCOUNT DISPLAY NAME
Update Settings u LOCAL/test-user test-user >
test-user
Data Retention M Locastivu trivu 2
5 ASSIGN TO ROLES
Security
Security auditor - x
User Management
L= Add new role
Configuration APIKEY @
Passwo Generate
Email Configuration
415.0
License Expiration n CANCEL RESET PASSWORD
2026-12-31

Admin to RESET PASSWORD

Then administrator must create a new password by clicking Generate link or typing any text in
the text-box.

Click RESET PASSWORD button once done.
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Reset Password

NEW PASSWORD

& Generate

RESET PASSWORD CANCEL

Admin to generate a new password

An email titled "MetaDefender Core Password Reset" will be sent to user's email. Please check
the inbox to collect a temporary password.

Hi,
You're receiving this email because your administrator just reset password on your MetaDefender Core's user account: test-user.

Here is your temporary password: xtpOm7UJ67AS8

At the first time you log in back with this temporary password under your account, you will be asked to change this password for security reasons.

For any questions or concerns, please contact your MetaDefender Core's local administrator.

The MetaDefender Core Team.

Email with temporary password

When the impacted user tries to log into MetaDefender management console afterwards with
the provided temporary password in the email at the first time, that user will be redirected to

page where they are required to change their password.

v4.17.3

57



OPSWAT. =3

MetaDefender

Change Password

CURRENT PASSWORD

NEW PASSWORD

CONFIRM NEW PASSWORD

© 2002-2019 OPSWAT, Inc. All rights reserved.
Documentation - Privacy Policy

Change Password page

Once successfully changed the password, the user will be automatically redirected to the
MetaDefender dashboard.

3.2. MetaDefender Configuration

The Metadefender Core configuration is separated into two parts. The basic server
configurations are stored in the configuration files. Other configuration values can be set via the
Web Management Console.

® 3.2.1. Startup Core Configuration
® 3.2.2. Startup Node Configuration
® 3.2.3 Nginx related configuration (for API Rate Limiting)
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3.2.1. Startup Core Configuration

Linux

The configuration file for the server is located in /etc/lometascan/ometascan.conf

After modifying the server configuration file you must restart the Metadefender Core service in
order for the changes to take effect. You should use the distribution-standard way to restart the

service.

[global] section

parameter default
value

restaddress 0.0.0.0

restport 8008

address

port

report_engine  true

issue

quarantinepath [Core data
directory]
/quarantine

sanitizepath [Core data
directory]
/sanitized

v4.17.3

required

required

required

optional

optional

optional

optional

optional

description

One of the IP addresses of the computer that runs
the product to serve REST API and web user
interface (0.0.0.0 means all interface)

Designated port number for the web and REST
interface

Address of the computer to accept external scan
node connections

Designated port number to accept external scan
node connections

Enable reporting of engine issue count. (possible
values: "true" or "false").

Directory for quarantine database and quarantined
items

Directory for sanitized database and sanitized
items
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[logger] section

key default value

logfile Ivar/log
/ometascan
/ometascan.
log

loglevel info

syslog

syslog_level

local_timezone false

override

cef false

nginx_logdfile Ivar/log
/ometascan
/nginx-

ometascan.log

required

optional

optional

optional

optional

optional

optional

optional

optional

description

Full path of a logdfile to write log messages to

Level of logging. Supported values are: debug,
info, warning, error

Switch on logging to a local ('local') or remote
(‘protocol://<hostname>:<port>") syslog server

(Multiple server can be specified separated
with comma)

Level of logging. Supported values are: debug,
info, warning, error

Set local timezone for events sending to local
syslog server

Override specific log ids to display them on
another level e.g.: "1723:error,663:info"

If true, the log format is Common Event
Format.

File name and path to store the NGINX logs. If
this value is changed, the /etc/logrotate.d
/ometascan should be changed accordingly.

You should set both of syslog and syslog_level or none of them and you should set both of

logfile and loglevel or none of them.

For override a list of log message ids needed with optionally a level. If there is no level set for
an id, it will be displayed on every occasion. e.g.: "1723,663:info" means id 1723 dump
message will be displayed every time and id 663 warning message is reduced to info level.
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[internal] section

key

data_directory

db_optimization

v4.17.3

default
value

/varl/lib
/ometascan

required

optional

optional

description

Full path for MD Core’s data (datat
etc.)

E.g. /var/lib/ometascan/test

This setting is only applicable Meta
Core version 4.17.3 or above.

Database optimization has been in'
since Core 4.17.0 to help run datat
faster on MetaDefender Core. The
could be, while this task is running
seconds), further data queries nee(
and possibly causing timeout on cli

If this parameter is enabled (set to
MetaDefender Core performs a dat
optimization task.

Supported values:

® 0 (default mode, same beha
4.16.3 or older):
scheduled_db_optimizatio
setting will be ignored.

® 1 (enabled to run optimize):

® If
scheduled_db_optir
setting is not set: MD
database optimizatior
10,000 records, not ti
specified time.

® Otherwise if
scheduled_db_optir
is set to X (from 0:00
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key default
value

scheduled_db_optimization_time <hh>:

required description

Core performs the op
(e.g. 3:00 am) each d
run optimization even
records.

optional  This setting is only applicable Meta

<m® (24

hour
format)

Windows

Core version 4.17.3 or above.

This setting is only applicable wher
when db_optimization setting is s
(enabled). When being set, then M
Core performs a database optimize
time configured.

E.g.: Configure MetaDefender Core
the optimization at 10:35 PM every

® scheduled_db_optimizatic
=22: 35

The configuration for the server is located in Windows Registry

After modifying the server configuration file you must restart the MetaDefender Core service in

order for the changes to take effect.

Default logging target is Windows event log with default level of info (see below).

HKEY_LOCAL_MACHINE\SOFTWARE\OPSWAT\Metascan\global

parameter default value type
restaddress 0.0.0.0 string
value
restport 8008 string
value
v4.17.3

required

required

required

description

One of the IP addresses of the
computer that runs the product to
serve REST API and web user
interface (0.0.0.0 means all interface)

Designated port number for the web
and REST interface
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parameter default value type
address string
value
port string
value
report_engine  true string
issue value
quarantinepath [installdir] string

\data\quarantine value

sanitizepath [installdir] string
\data\sanitized value

required

optional

optional

optional

optional

optional

description

Address of the computer to accept
external scan node connections

Designated port number to accept
external scan node connections

Enable reporting of engine issue
count. (possible values: "true" or
“false").

Directory for quarantine database and
quarantined items

Directory for sanitized database and
sanitized items

If reporting of engine issue count is enabled, Metadefender Core v4 server will send only
the number of initialization errors and number of unexpected stops for the specific db
/engine version. This information is sent over a HTTPS channel when the product
downloads the latest package descriptors. This information is used for early detection of
any specific 3rd party engine quality issues.

HKEY_LOCAL_MACHINE\SOFTWARE\OPSWAT\Metascan\logger

key default value type

logfile string
value

loglevel string
value

v4.17.3

required

optional

optional

description

Location of a logfile to write log
messages to.

Level of logging. Supported values
are: debug, info, warning, error.

Must set value on this key when
logfile key is also set accordingly.
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key

log_rotation

wineventlog_level

v4.17.3

default value

info

type

string
value

required description

This setting is only applicable

MetaDefender Core version 4.17.3
or above, Windows OS only (on
Linux, we use already-supported OS

Should only set this key when logdfile

® (0 (default mode, same
behavior like MetaDefender
Core 4.17.2 or older): Core
logs are not rotated.

® 1 (enable to rotate log):

Rotation process will
be performed every
day, regardless of file

Limit rotated log to be
stored is 30 files, the
oldest log will be
deleted if file number
reaches the limit.

Rotated log name
format: <logname>-
<yyyyMMdd>.gz (e.g.:
core.log-20200330.9z),
all saved in same
location with what you
set in lodfile.

All generated log
packages included in
MetaDefender Core
support package.

optional
log rotation).
key is also set accordingly.
Supported values:
[ J
size.
[ ]
[ ]
[}
optional
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key default value type required description

string Level of logging. Supported values

value are: debug, info, warning, error.
syslog string  optional Value can only by in form of

value 'udp://<hosthame>:<port>'

(Multiple server can be specified
separated with comma)

syslog_level string  optional Level of logging. Supported values
value are: debug, info, warning, error.

Must set value on this key when
syslog key is also set accordingly.

local_timezone false string optional Set local timezone for events
value sending to local syslog server.

override string optional Override specific log ids to display
value them on another level e.g.: "1723:

error,663:info".

cef false string  optional If true, the log format is Common
value Event Format.
nginx_logfile [installdir] string  optional File name and path to store the
\nginx\nginx.  value NGINX logs.
log
nginx_log_rotation 0 string  optional This setting is only applicable
value MetaDefender Core version 4.17.3

or above, Windows OS only (on
Linux, we use already-supported OS
log rotation).

Should only set this key when
nginx_lodfile key is also set
accordingly.

Supported values:
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key default value type required description

® (0 (default mode, same
behavior like Core 4.17.2 or
older): Nginx logs are not
rotated.

® 1 (enable to rotate log):

® Rotation process will
be performed every
day, regardless of file
size.

® Limit rotated log to be
stored is 30 files, the
oldest log will be
deleted if file number
reaches the limit.

® Rotated log name
format: <logname>-
<yyyyMMdd>.gz (e.g.:
nginxlog.log-20200330.
gz), all saved in same
location with what you
set in nginx_logdfile.

® All generated log
packages included in
MetaDefender Core
support package

Please note, if a data entry to be used does not exist, it should be created first.

HKEY_LOCAL_MACHINE\SOFTWARE\OPSWAT\Metascan\internal

key default type required description
value

data_directory <MD Core string optional  Full path for MD Core’s da
installation  value etc.)

folder>\data E.g. D:\custom_path
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key

db_optimization

default
value

scheduled_db_optimization_time <hh>:

v4.17.3

< (24

hour

format)

type  required description

string  optional
value

string  optional
value

This setting is only applical
Core version 4.17.3 or abo

Database optimization has
since Core 4.17.0to help r
faster on MetaDefender Cc¢
could be, while this task is
seconds), further data que
and possibly causing timec

If this parameter is enablec
MetaDefender Core perfor
optimization task.

Supported values:

® (O (default mode, satr
4.16.3 or older):
scheduled_db_opt
setting will be ignore

® 1 (enabled to run og

® If
scheduled_¢
setting is not
Core run dat:
every 10,000
any specified

® Otherwise if
scheduled_¢
is set to X (fr«
Core perform
(e.g. 3:00 am
run optimizat
records.

This setting is only applical
Core version 4.17.3 or abo
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key default type  required description
value

This setting is only applical
when db_optimization se
being set, then MD Core pi
optimization at the time col

E.g.: Configure MetaDefen
the optimization at 10:35 P

® scheduled_db_opt
=22: 35

3.2.2. Startup Node Configuration

Linux
The configuration file for the node is located in /etc/ometascan-node/ometascan-node.conf

After modifying the node configuration file you must restart the Metadefender Core Node
service in order for the changes to take effect. You should use the distribution-standard way to
restart the service.

[global] section

parameter default required description
value

serveraddress optional  Address of the computer to accept
external scan node connections

serverport optional Designated port number to accept
external scan node connections

tempdirectory optional  Full path of a directory to use for storing
temporary files (Node creates a
subfolder called resources in this folder)

tempdirectory_create_timeout optional
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parameter default
value

required description

If node cannot create the resources
folder, it will retry for the specified
amount of milliseconds

In case the serveraddress and serverport are not provided, the scan node will try to connect the
Metadefender Core server on the local machine. You should set both or none of them.

[logger] section

key default value

logfile /var/log/ometascan
/ometascan-node.
log

loglevel info

syslog

syslog_level

local_timezone false

override

cef false

v4.17.3

required

optional

optional

optional

optional

optional

optional

optional

description

Full path of a logfile to write log messages
to

Level of logging. Supported values are:
debug, info, warning, error

Switch on logging to a local ('local') or
remote ('protocol://<hostname>:<port>')
syslog server

(Multiple server can be specified
separated with comma)

Level of logging. Supported values are:
debug, info, warning , error

Set local timezone for events sending to
local syslog server

Override specific log ids to display them
on another level e.g.: "1723:error,663:info"

If true, the log format is Common Event
Format.
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key default value

archive_debug 0

optional

required description

When enabled (set to 1), verbose debug

info will be written into the Core log file

You should set both of syslog and syslog_level or none of them and you should set both of

logfile and loglevel or none of them.

For override a list of log message ids needed with optionally a level. If there is no level set for
an id, it will be displayed on every occasion. e.g.: "1723,663:info" means id 1723 dump
message will be displayed every time and id 663 warning message is reduced to info level.

[internal] section

key default
value

/ometascan-

data_directory /var/lib
node
parallelcount 20

parallelcount_<enginename>

v4.17.3

required

optional

optional

optional

description

Full path for Node’s data (engines,
resources etc.)

E.g. /var/lib/ometascan-node/test

Set maximum number of threads (files'
sending to engine at the same time,
applicable to all engines except Archi
engine (extraction, default = -1
unlimited) and Proactive DLP engin¢
(default = 5)

<enginename> is the first part of engin
which all can be found in <MD Core
folder>\data\updates\metadescriptor

For example:

engine id: symantec_1_windows —
<enginename> = symantec

Some common use-cases:

® ds (parallelcount_ds): Deep C
engine. By default, parallelcoun
=20
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key default

value

Windows

required description

® 7z (parallelcount_7z): Archive
engine, applicable to archive
extraction only. By default,
parallelcount_7z = -1 (unlimited
threads)

® 7z _extract
(parallelcount_7z_extra
Archive engine, extractiol
only. By default,
parallelcount_7z_extract
(unlimited threads)

® 7z _compress
(parallelcount_7z_com;j
: Archive engine, compre
only for archive sanitizati
By default,
parallelcount_7z_compre
20

The configuration for the node is located in Windows Registry

After modifying the node configuration file you must restart the Metadefender Core Node
service in order for the changes to take effect. You should use the distribution-standard way to

restart the service.

HKEY_LOCAL_MACHINE\SOFTWARE\OPSWAT\Metascan Node\global

parameter default  type
value
serveraddress string
value
serverport string
value
v4.17.3

required description

optional

optional

Address of the computer to accept external
scan node connections

Designated port number to accept external
scan node connections
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In case the serveraddress and serverport are not provided, the scan node will try to connect the
Metadefender Core server on the local machine.

HKEY_LOCAL_MACHINE\SOFTWARE\OPSWAT\Metascan Node\logger

key default type
value

logfile string
value

loglevel string
value

log_rotation 0 string
value

v4.17.3

required

optional

optional

optional

description

Location of a logfile to write log messages
to.

Level of logging. Supported values are:
debug, info, warning, error.

Must set value on this key when logfile
key is also set accordingly.

This setting is only applicable MD Core
version 4.17.3 or above, Windows OS only
(on Linux, we use already-supported OS
log rotation)

Should only set this key when logfile key
is also set accordingly.

Supported values:

® 0 (default mode, same behavior like
Core 4.17.2 or older): Core logs are
not rotated.

® 1 (enable to rotate log):

® Rotation process will be
performed every day,
regardless of file size.

® Limit rotated log to be stored
is 30 files, the oldest log will
be deleted if file number
reaches the limit.
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key default
value

wineventlog_level info

syslog

syslog_level

override

cef false
archive_debug 0

type

string
value

string
value

string
value

string
value

string
value

string
value

required description

optional

optional

optional

optional

optional

optional

® Rotated log name format:
<logname>-<yyyyMMdd>.gz
(e.g.: core.log-20200330.9z),
all saved in same location
with what you set in logfile

® All generated log packages
included in Core support
package,

Level of logging. Supported values are:
debug, info, warning, error.

Value can only by in form of
'udp://<hostname>:<port>'

(Multiple server can be specified
separated with comma)

Level of logging. Supported values are:
debug, info, warning, error.

Only set this key when syslog key is also
set accordingly.

override specific log ids to display them on
another level e.g.: "1723:error,663:info".

If true, the log format is Common Event
Format.

When enabled (set to 1), verbose debug
info will be written into the Core log file.

You should set both of syslog and syslog_level or none of them and you should set both of
logfile and loglevel or none of them.

Please note, if a data entry to be used does not exist, it should be created first.

m
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In versions older that v4.6.0 the location of the configuration option is
HKEY_LOCAL_MACHINE\SOFTWARE\OPSWAT\Metascan Agent\...

HKEY_LOCAL_MACHINE\SOFTWARE\OPSWAT\Metascan Nodelinternal

key

data_directory

parallelcount

parallelcount_<enginename>

v4.17.3

default
value

<MD Core

installation
folder>\data

20

type

string
value

string
value

string
value

required

optional

optional

optional

description

Full path for MD Core’s data (c
updates etc.)

E.g. D:\custom_path

Set maximum number of threa
sending to engine at the same
applicable to all engines excej
engine (extraction, default =
unlimited) and Proactive DLI
(default = 3)

<enginename> is the first part
id which all can be found in <l
folder>\data\updates\metades:

For example:

engine id: symantec_1_windo\
<enginename> = symantec

Some common use-cases:

® ds (parallelcount_ds):
CDR engine. By default
parallelcount_ds = 20

® 7z (parallelcount_7z):
engine, applicable to ar
extraction only. By defa
parallelcount 7z =-1 (u
threads)

® 7z _extract
(parallelcount_ji
: Archive engine,
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key default type  required description
value

only. By default,
parallelcount_7z
-1 (unlimited thre

® 7z_compress

(parallelcount_ji
: Archive engine,
compression onl
archive sanitizati
default,
parallelcount_7z
=20

3.2.3 Nginx related configuration (for APl Rate Limiting)

The MetaDefender Core supports REST interface powered by Nginx's web server, by default
MetaDefender Core does not have any hard limit on the number of API requests coming to
Nginx web server. However, in order to secure more your MetaDefender Core server, users are
supported to limit the number of API requests to better control their server load and prevent
potential DOS (Deny of service) attack (this feature has been introduced since MetaDefender
Core version 4.15.0).

This configuration support is applicable to two REST requests on MetaDefender Core:
® | ogin (POST /login)
® Process a file (POST /file)

On Linux

1. Create file ngi nx_rate_l i mt.ini inthe directory / et c/ omet ascan/ ngi nx. d

The configuration files should be readable for the user that runs MetaDefender
Core service (On linux: metascan, on Windows: service user).

2. Enter the following settings into the file:

max_scan_request = X
max_| ogi n_request =Y,
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Whereas X, Y >0 (If X or Y is not valid then MetaDefener Core will ignore and remain
unlimited as default behavior).

When these configurations are set, MetaDefender Core will allow users to send
maximum X "/login" REST request per minute, and maximum Y "/file" REST request per
minute.

3. Restart MetaDefender Core service (ometascan).

On Windows

1. Createfilenginx_rate_limt.ini inthedirectory <l nstall ati on
Di rect or y>\ ngi nx

The configuration files should be readable for the user that runs MetaDefender
Core service (On linux: metascan, on Windows: service user).

2. Enter the following settings into the file:

max_scan_request = X;
max_| ogi n_request =Y;

Whereas X, Y > 0 (If X or Y is not valid then MetaDefener Core will ignore and remain
unlimited as default behavior).

When these configurations are set, MetaDefender Core will allow users to send
maximum X "/login" REST request per minute, and maximum Y "ffile" REST request per
minute.

3. Restart MetaDefender Core service (ometascan).

How this feature actually works:

This feature fundamentally respects Nginx web server's rate limiting, learn it more: hittps://www.
nginx.com/blog/rate-limiting-nginx/

For instance, users can set a limit for Process a file (POST /file) by setting "
max_scan_request" =600, that means MetaDefender Core only allows serving maximum
600 file process requests per minute. However due to the fact that NGINX mechanism tracks
request at millisecond granularity, this limit means 1 request per 100 milliseconds, and thus
users should not be able to send all 600 process requests at once (In this particular
circumstance, every request coming after the allowed one will be rejected, and result in HTTP
503 response error code)
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3.3. User management

To manage the users of the Metadefender Core v4 go to the Settings > User Management
menu in the Web Management Console.

® 3.3.1. Users and groups

® 3.3.2.Roles

® 3.3.3. User directories

® 3.3.4. Active Directory attributes

® 3.3.5. Change user password

3.3.1. Users and groups

The Users and groups tab lists the existing users and Active Directory groups in the system.

Default user

After installation, a default local admin user needs to be created under LOCAL user directory
following the welcome wizard

Special user accounts

Some user accounts are reserved in the product for system internal usage. These accounts are
documented in this section.

® The special accounts documented in this section are for internal usage. Do not directly
modify these accounts through the user management functions cause it may give
unexpected results.

SYSTEM/management account
The SYSTEM managenent account is reserved for Central Management.

When the product is connected to Central Management as a managed instance, then this
account is automatically created by Central Management at the first successful connection with
the following parameters:
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Username Password Name Email Roles User

directo
management N/A Metadefender management@localhost Administrators SYSTE
Central
Management

All consecutive connection attempts are performed by Central Management using the SYSTEM
/ managenent account.

Functions

Besides listing existing users and AD groups the Users tab provides the following functions:
® Add new user or AD group
® Modify (and view) existing user's or AD group's properties

® Delete existing user or AD group

Add new user from a Local type user directory

To add a new user from a Local type user directory click the ADD NEW USER button and
select a Local type user directory in the USER DIRECTORY drop down list.

The field ASSIGN TO ROLES lists all the roles that are assigned to this user. See section
Assign roles to a user or an Active Directory group for details about role assignment.

® As long as TLS is not configured for the Web Management Console, passwords are
sent clear-text over the network. To set up TLS see Configuring TLS.

® If enhanced password policy is enabled for the user directory this user belongs to,
then the new password must fulfil the password complexity requirements listed on the
3.3.3. User directories page.

The APIKEY value provides access to the Metadefender Core v4 REST API for this user with
no authentication. If no such functionality is needed for the user then this field can be left blank.

There are two ways to have an APIKEY for a user.

® generating by using Generate button next to APIKEY field,
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® typing one that matches the following criterias:

The length of the API key must be exactly 36 characters.

It must contain numeric and lower case letter characters only
[0-9a-Z].

It must contain at least 10 lower case letter characters.

It must contain at least 10 numeric characters.

Itis allowed to contain at most 3 consecutive lower case letter characters (e.g.

"abcd1a2b3c..." is invalid).

Itis allowed to contain at most 3 consecutive numeric characters (e.g.
"1234a1b2c3..." is invalid).

Add new users from an Active Directory type user directory

To add a new user from an Active Directory type user directory click the ADD NEW USER

button and select an Active Directory type user directory in the USER DIRECTORY drop down

list. Select USER as the ACCOUNT TYPE.

Provide the name of the account and click the FIND ACCOUNT button to look up the account in
the Active Directory. If the lookup succeeds then the ACCOUNT DISPLAY NAME and the
DISTINGUISHED NAME fields are filled automatically.

Do provide the account name precisely. There is no functionality to look up similar
names or partial matches.

The field ASSIGN TO ROLES lists all the roles that are assigned to this user. See section
148068294 for details about role assignment.
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Add/assign new user(s)

USER DIRECTORY

AD v

ACCOUNT TYPE

O user

GROUP

ACCOUNT NAME

ACCOUNT DISPLAY NAME

ASSIGN TO ROLES

Add new role

DISTINGUISHED NAME

CANCEL

Add new group from an Active Directory type user directory

® The purpose of adding an Active Directory group to the Metadefender Core v4 is to
assign Core v4 role(s) to all the users in that Active Directory group.

The users of the Active Directory group can authenticate with their Active Directory
credentials in Metadefender Core v4 Web Management Console and will be assigned
with the roles of the group.
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To add a new group from an Active Directory type user directory click the ADD NEW USER
button and select an Active Directory type user directory in the USER DIRECTORY drop down
list.

Select GROUP as the ACCOUNT TYPE.

Provide the name of the group and click the FIND ACCOUNT button to look up the group in the
Active Directory. If the lookup succeeds then the ACCOUNT DISPLAY NAME and the
DISTINGUISHED NAME fields are filled automatically.

“ Do provide the account name precisely. There is no functionality to look up similar

names or partial matches.

The field ASSIGN TO ROLES lists all the roles that are assigned to all users of this group. See
section 148068294 for details about role assignment.

Assign roles to a user or an Active Directory group

Role(s) must be assigned to users and Active Directory groups in order they can use the Web
Management Console.

The field ASSIGN TO ROLES in the Add/assign new user(s) and Modify user dialogs lists all
the roles that are assigned to the user.

The following is the role assignment policy:

1. At least one role must be assigned to a user or Active Directory group
2. Optionally multiple different roles can be assigned

a. In this case the highest available permission applies to each function. Example:

Roles assigned  Effective permissions
Full permission Read only permission

security_admin  Scan history, Update history,
Security rules, Security zones,
Analysis workflows, Scan nodes,
Engines, Update settings, Scan
settings
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Roles assigned

security_auditor

security_admin
AND
security _auditor

Delete user

Effective permissions

Scan history, Update history,
Security rules, Security zones,
Analysis workflows, Scan nodes,
Engines, Update settings, Scan
settings

All except External
settings

Config history, Data
retention, User
management, License

Active sessions of the deleted user will be aborted at the time of the next interaction

with the server.

3.3.2. Roles

Roles can be assigned to users.

existing roles in the system.

This simplifies controlling permissions. The Roles tab lists the

User Management

ROLES

ROLENAME

help_desk

DISPLAY NAME NUMBER OF USERS RIGHTS
Functionality
A o Full
Administrators APl
Anyone
Functionality
Ful:
MMMMM ty administrators 0
API
Anyene
Functionality
B Read-only
Security auditor 0 apl
Anyone
ionali
Re:
g
Help desk 0 o
API

s normanacep | SY Locau/admin LocouT
ADD NEWROLE

Processing history, Quarantine, Update history, Workflow rules, Workfiow templates, Security zones, Nodes,
External settings, Skip by hash settings, Certificates, Upd:

ate settings, Scan settings

story, Update history, Workflow rules, Workflow templates, Security zones, Nodes, Engines
ings, Skip by hash settings, Scan settings

Default roles

After installation the following default roles are created with the following parameters:
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Rolename Display name  Default
member
username

admin Administrators admin

security_admin  Security

administrators

security_auditor = Security
auditor
help_desk Help desk

v4.17.3

Permissions on
functionality

Full on all functions

Full on Scan history,
Update history,
Security rules,
Security zones,
Analysis workflows,
Scan nodes,
Engines, Update
settings, Scan
settings functions

Read-only on a ll
except External
settings functions

Read-only on Scan
history, Update
history, Security
rules, Security zones,
Analysis workflows,
Scan nodes,
Engines, Scan
settings functions

Permissions on API
level

Be able to fetch scan
result submitted by
anyone

Be able to download
processed file where
original file was

submitted by anyone

Be able to fetch scan
result submitted by
anyone

Be able to download
processed file where
original file was

submitted by anyone

Be able to fetch scan
result submitted by
anyone

Be able to download
processed file where
original file was

submitted by anyone

Be able to fetch scan
result submitted by
anyone

Be able to download
processed file where
original file was

submitted by anyone
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Permissions on functionality

Each role has a set of rights associated to it. Each of these rights represent the level of access
to the appropriate function of Metadefender Core v4 Web Management Console.
A right can be set to one of three different states:

® None: users of this role have no right to access the given function of Metadefender Core
v4 Web Management Console. The menu belonging to the function is not displayed for
the users of this role.

® Read-only: users of this role have right to access the given function for observation
purposes only. Users of this role can, however, not effectuate any modification or any
change to the function.

® Full: users of this role have full access to the given function, including viewing any data
belonging to it and modifying its configuration.

Permissions on API level

Each role has a set of rights pertaining to REST API access level, including following REST
endpoints:

Processing result fetching:

® GET /hash/<md>5, shat, sha256> (Fetch processing result)

® GET /file/<data_id> (Fetch processing result)

® GET /file/batch/<batch_id> (Status of Batch)

® GET /stat/log/scan (Leveraged by Core management console)

® GET /stat/log/scan/export (Leveraged by Core management console)
Download processed file:

® GET /file/converted/<data_id> (Download Sanitized Files)

® GET /file/processed/<data_id> (Leveraged by Core management console)
A right can be set to one of three different states:

® None:

® Users of this role have no right to access the given REST APlIs (return "Access
denied" error) and relevant functionalities on Metadefender Core v4 Web
Management Console
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® Note: When "NONE" is selected for "Processing result fetching", "Processing
history" menu item under Dashboard will automatically switch to "READ-ONLY"
right, and "FULL" right will instead be disabled for selection ("FULL" right can be
only enabled for selection back when this option is switched to "ANYONE")
Meadify role
Dashboard
Processing history NONE () READ-ONLY
Quarantine NONE READ-ONLY o FULL
Update history NONE READ-ONLY () FULL
Config history O NONE READ-ONLY FULL
Policies
Workflow rules NONE READ-ONLY Q) FULL
Workflow templates NONE READ-ONLY O FULL
Security zones NONE READ-ONLY o FULL
Inventory
Nodes NONE READ-ONLY ) FULL
Engines NONE ReAD-ONLY () FULL
External settings NONE READ-ONLY O FULL
Skip by hash settings NONE READ-ONLY O FULL
Certificates NONE READ-ONLY O FULL
Settings
Data retention QO none READ-ONLY FULL
User management O none READ-ONLY FULL
License O none READ-ONLY FULL
Update settings NONE READ-ONLY o FULL
Scan settings NONE READ-ONLY O FULL
APl access
Processing result fetching Q none SELF-ONLY ANYONE
Download processed file NONE SELF-ONLY () ANYONE

® Self-only:

v4.17.3

Users of this role only have right to access the given REST APIs and relevant
functionalities on Metadefender Core v4 Web Management Console where the
scan requests were submitted by themselves only

Users of this role have no right to access the given REST APIs (return "Access
denied" error) where scan requests were submitted by anyone else

Note: When "SELF-ONLY" is selected for "Processing result fetching”,
"Processing history" menu item under Dashboard will automatically switch to
"READ-ONLY" right, and "FULL" right will instead be disabled for selection
("FULL" right can be only enabled for selection back when this option is switched
to "ANYONE")
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Modify role

Dashboard
Processing history NONE o READ-ONLY
Quarantine NONE READ-ONLY o FULL
Update history NONE READ-ONLY O FULL
Config history O NONE READ-ONLY FULL
Policies
Workflow rules NONE READ-ONLY O FULL
Workflow templates NONE READ-ONLY o FULL
Security zones NONE READ-ONLY o FULL
Inventory
Nodes NONE READ-ONLY o FULL
Engines NONE READ-ONLY o FULL
External settings NONE READ-ONLY o FULL
Skip by hash settings NONE READ-ONLY o FULL
Certificates NONE READ-ONLY o FULL
Settings
Data retention 0 NONE READ-ONLY FULL
User management 0 NONE READ-ONLY FULL
License o NONE READ-ONLY FULL
Update settings NONE READ-ONLY o FULL
Scan settings NONE READ-ONLY o FULL
APl access
Processing result fetching NONE o SELF-ONLY ANYONE
Download processed file NONE seLFoNLY () ANYONE

® Anyone: Users of this role have full access to the given REST APIs and relevant
functionalities on Metadefender Core v4 Web Management Console where the scan
requests were submitted by anyone

Functions

Besides listing existing roles the Roles tab provides the following functions:
® Add new role
® Modify (and view) existing role

® Delete existing role

The default role Administrators can not be deleted or modified.

Modify role

® The users' permissions won't be modified during the session, even if one of their roles
are modified in the meantime.
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For example:
1. A user is assigned to the role security _admin and has Full permissions on C
onfig history
2. She can see Config history changes

3. During her session the Config history permissions are set to None for the
security _admin role.

4. The logged in user can still select the Config history menu and can see the
configuration changes there.

Then new permissions will be effective only after a logout and new login.

Delete role

A role can not be deleted as long as it is assigned to any user.

As a consequence deleting a role can not affect active sessions of users.

3.3.3. User directories

Users can be organized into separate user directories. User directories help to enforce the

following login policies:

1. Lockout after a number of consecutive failed login attempts

2. Disable logins for all users of the user directory

The Users tab lists the existing user directories in the system.

Default user directory

After installation a default user directory is created with the following parameters:

User directory Name Number of failed logins before Lockout time
type lockout [minutes]
Local LOCAL 3 5

Local SYSTEM 0 0

Two types of user directories exist in Metadefender Core v4:
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1. Local

2. Active Directory

Local type user directories
Local type user directories allow creating users that locally exist on the Metadefender Core v4.

To protect user accounts of a local user directory against brute force password breaking
attacks, policy settings may be applied:

® Number of failed logins before lockout: After this number of consecutive failed login
attempts the account gets locked.

® Lockout time [minutes]: The account remains locked for the given minutes.
® When the lockout time elapses, the account lock gets released automatically.

® Users with appropriate permission may release the account lock earlier using the
RELEASE LOCKOUT button.

® Enable enhanced password policy: Check out more at 3.8.3 Password Policy

LDAP and Active Directory type user directories

LDAP and Active Directory type user directories allow users defined in an LDAP or Active
Directory to access Metadefender Core v4.

These types of user directories do not provide the possibility to define login policies; these
policies may be defined in the LDAP or Active directory directly.

Functions

Besides listing existing user directories the User directories tab provides the following
functions:

® Add new user directory

® Modify (and view) existing user directory
® Delete existing user directory

® Enable or disable existing user directory

® Unlock locked accounts

Add new Local type user directory

Click the ADD NEW USER DIRECTORY button and select Local in the USERDIRECTORY
TYPE drop down list.
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For explanation of the Number of failed logins before lockout and Lockout time [minutes]
fields read the 148068766 section.

Add user directory

USERDIRECTORY TYPE

Local -

NAME

SECURITY SETTINGS
NUMBER OF FAILED LOGINS BEFORE LOCKOUT @

3

LOCKOUT TIME [MINUTES] @

5

Add new Active Directory type user directory

Click the ADD NEW USER DIRECTORY button and select Active Directory in the
USERDIRECTORY TYPE drop down list.

The USERNAME and PASSWORD values should be the name as DN (distinguished name)
and password of a user who has permissions to do searches in the directory.

® As long as TLS is not configured for the Web Management Console, passwords are
sent clear-text over the network. To set up TLS see Enabling HTTPS.
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0]

As long as ENCRYPTION field is set to None there is no encryption used between the
Metadefender Core v4 and the Active Directory server. All passwords and other
information are sent clear-text over the network.

Use StartTLS or SSL as ENCRYPTION whenever possible and don't forget to install
the certificate of the issuer of the AD server's certificate on the server that runs
Metadefender Core v4.

The USER BASE DN and the GROUP BASE DN values should provide the entries in the Active
Directory tree where user and group entity lookups should be started. For tips about finding the
proper values for these fields see 3.3.4. Active Directory attributes.

Click the TEST button to test the Active Directory settings. If the test succeeds then the user
directory can be added to the list with the ADD button.

Add new Active Directory type user directory
Click the ADD NEW USER DIRECTORY button and select LDAP in the USERDIRECTORY

TYPE

drop down list.

The following information should be given to configure an LDAP user directory:

v4.17.3

bind username: The name as DN of a user who has permissions to do searches in the
LDAP directory.

user base DN: The DN from where all users can be reached.
group base DN: The DN from where all groups can be reached.

user object class: The name of the object class (objectClass) that is for user objects. (e.
g. posixAccount or person)

user account attribute: The name of the LDAP attribute that contains the login name of
the users.

group object class: The name of the object class (objectClass) that is for group objects.
(e.g. posixGroup or group)

group account attribute: The name of the attribute that contains the name of the group
of the users.
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Add user directory

172.16.172.16 636
SERVER HOST SERVER PORT
172.16.172.17 389
Add Server

BIND USERNAME

cn=proxyuser, dc=example,dc=com

BIND PASSWORD

USER BASE DN

ou=people,dc=example,dc=com

GROUP BASE DN

ou=group,dc=example,dc=com

LDAP USER SCHEMA SETTINGS
USER OBJECT CLASS

posixAccount

USER ACCOUNT ATTRIBUTE
uid
USER EMAIL ATTRIBUTE

mail

USER DISPLAY NAME ATTRIBUTE

cn

LDAP GROUP SCHEMA SETTINGS
GROUP OBJECT CLASS

posixGroup

GROUP ACCOUNT ATTRIBUTE

cn

v4.17.3

SSL

ENCRYPTION

MNone

-
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GROUP DISPLAY NAME ATTRIBUTE

cn

CANCEL TEST

Please note that using only DC components for the user/group DNs may result in
searches to be executed from the top of the directory information tree and potentially
slow down LDAP server responses a lot and thus have an impact on Metadefender
Core v4 password validation. The rule of thumb here is that the more specific the user
/group DN the faster the server response.

® Taking the above example into consideration: a user search DN of
"OU=People,DC=example,DC=com" could potentially result in much faster
server response than "DC=example,DC=com" and should be preferred
assuming all users reside under "OU=People,DC=example,DC=com" in the
directory information tree.

Please also note that users and groups may reside in different parts of the directory
information tree, as a consequence applying the same, more specific DN both as
USER BASE DN and GROUP BASE DN may cause Metadefender Core v4 not to find
group accounts in the directory information tree. So these DNs should be chosen
carefully.

Delete user directory

Users of the deleted user directory will be deleted as well. As a consequence active
sessions of the users of the deleted user directory will be aborted at the time of the
next interaction with the server.

To remove a user directory, hover the mouse pointer over the user directory's entry in the list
and click Remove user directory icon.

v4.17.3 92



: TEST S %

Enable or disable user directory

To disable a user directory hover over the user directory's entry in the list and click the Disable
user directory icon.

: TEST S X m

When disabling a user directory, all users that are assigned to it will be blocked from logging in.

Active sessions of users of the disabled user directory will not be aborted. The user
will be blocked at the time of the next login.

When a user directory is disabled then the user directory's entry in the list displays the x mark.
To enable the user directory click the Enable user directory icon.

TEST

: TEST & @

Unlock locked accounts

All the locked user accounts that belong to a Local type user directory, can be released clicking
the RELEASE LOCKOUT button.

Notes

The currently logged on user can not disable the user directory to which her account is
assigned to. For example the admin user can not disable the LOCAL user directory.

The currently logged on user can not delete the following:

® Her own user account. For example the admin user can not delete the admin user
account.

® The user directory to which her account is assigned to. For example the admin user can
not delete the LOCAL user directory.
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3.3.4. Active Directory attributes

This page contains tips on how to obtain the USERNAME and the USER BASE DN and
GROUP BASE DN attributes when creating an Active Directory type user directory.
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Active Directory

Add user directory

USER DIRECTORY TYPE

1721617216

SERVER HOST

1721617217

Add Server

BIND USERNAME

binduser

BIND PASSWORD

USER BASE DN

GROUP BASE DN

CANCEL

NAME
AD-1
ACTIVE DIRECTORY SETTINGS
SERVER HOST SERVER PORT EMCRYPTION

636 S5L v

SERVER PORT EMCRYPTION

389 None -

OU=0rgUnit1,0C=DomComp1,DC=DomComp?2

OU=0rgUnit2,0C=DomComp1,DC=DomComp?2

TEST
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Username
All three attributes should be expressed with a valid LDAP syntax.

Normally a domain administrator should provide these values, however there is a way to get
the USERNAME as a LDAP DN, that is needed for the Metadefender Core v4 to do searches in
the directory information tree, and it is as follows:

Log on to a Windows server machine that has connectivity to the Active Directory

1. Choose a user that is intended for this purpose (ie: has rights to do searches in the tree)
2. Open a Command window with elevated rights (Run as Administrator)

3. Assuming exanpl e. comas domain and John Smith with account name j ohn. smi th
as the user, type the following:

> dsquery user donmmi nroot -samd john.snith

or

> dsquery user domai nroot -name John Smith

® The commands above will return the correct DN for the user in question. The DN
should look something like this:

CN=John Smi t h, OU=Peopl e, OU=Engi neeri ng, DC=exanpl e, DC=com

Please note, the actual user DN will not look exactly like the above example,
but will depend on the structure of the underlying directory information tree in
the Active Directory server.

User base and group base DN

Once the user DN is obtained, an easy way to get the DNs for the user and group searches is
by taking all the DC parts of the user DN and leaving the rest out, which results in the following
DN:
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DC=exanpl e, DC=com

Please note that using only DC components for the user/group DNs may result in
searches to be executed from the top of the directory information tree and potentially
slow down AD server responses a lot and thus have an impact on Metadefender Core
v4 password validation. The rule of thumb here is that the more specific the user
/group DN the faster the server response.

® Taking the above example into consideration: a user search DN of
"OU=People,OU=Engineering,DC=example,DC=com" could potentially result
in much faster server response than "DC=example,DC=com" and should be
preferred assuming all users reside under "OU=People,OU=Engineering,
DC=example,DC=com" in the directory information tree.

Please also note that users and groups may reside in different parts of the directory
information tree, as a consequence applying the same, more specific DN both as
USER BASE DN and GROUP BASE DN may cause Metadefender Core v4 not to find
group accounts in the directory information tree. So these DNs should be chosen
carefully.

3.3.5. Change user password

The current user can change her password in Settings > Password.
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O P S VV/—\T (@ Help Cente [X LOCAL/admin LOGOUT

Dashboard
Change Password

Process
CURRENT PASSWORD

Policies
Inventory NEW PASSWORD

Settings

REPEAT NEW PASSWORD
Update Settings

Data Retention
User Management

License

Configuration

Password

Email Configuration

4.16.0

License Expiration
2026-12-31

Changing password

Important notes

0 As long as TLS is not configured for the Web Management Console, passwords are
sent clear-text over the network. To set up TLS see Enabling HTTPS.

® If enhanced password policy is enabled for the user directory this user belongs to,
then the new password must fulfil the password complexity requirements listed on the
3.3.3. User directories page.

3.4. Update settings

Update settings are accessible under Settings > Update after successful login.
On this page the update mechanism can be chosen between three different methods
® Internet: automatic update downloading from the internet.

® Folder: searching for updates in a specific folder.
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® Manual: disable automatic updates.

Internet

O P S V\’/—\_I (D Help cente X LOCAL/admin LOGOUT

E% Dashboard

Update Settings | savesernes |

Source

Process

Policies
O inTERNET FOLDER MANUAL

Inventory .
Automatic database updates

Settings 15m 30m h 2h ah 6h 12h 24h off
Update Settings
Data Retention Update Pause
Security
DAY OF WEEK TIME PERIOD
User Management
License Monday - Friday - 08 @ 00 TO 16 : 00 Delete

Configuration

Add rule
Password

Email Configuration

4.16.0

License Expiration
2026-12-31

Internet update method

Choosing the Internet method means the product will do automatic update downloading from
the internet.

To set the frequency of these updates choose the corresponding value presented on the
Automatic database updates scrollbar.

Setting the interval to off, means the update will only occur, when the Update Now button
is clicked on the engines page under Inventory > Technologies.

With the Updates are not applied during field it is configurable when NOT to distribute update
packages to scan nodes.
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Folder
QPSWAT. (@ Help Cente X Local/admin LoGouT

Dashboard

Update Settings

Source

Process

Policies
interner Q) FoLDER MANUAL

Invent
inventory Pick up updates from

Settings C:/Program Files/OPSWAT/Metadefender Core/data/update_autoadd

Update Settings
B3 DELETE FILES AFTER IMPORT

Data Retention

Update Pause

Security
User Management
DAY OF WEEK TIME PERIOD

License

Configuration Monday - Friday - 08 00 To 16 00 Delete

Pas: d
Add rule

Email Configuration

4.16.0

License Expiration
2026-12-31

Folder update method

Choosing the Folder method will make the product searching for updates in a specific folder set
in the Pick up updates from option.

The product watches the folder for modification, whenever the content is modified it will try to
pick

up the files placed under the folder.

Another option of this method is Delete files after import, which means product will delete files
after they were processed successfully. This means even if an update could not be applied, it

will be
removed because it was processed without any issue.

With the Updates are not applied during field it is configurable when NOT to distribute update
packages to scan nodes.

Manual

Choosing the Manual option will turn off any automatic udpate mechanism stated above and
only accepts updates on the engines page under Inventory > Technologies.
With the Upload Package option, engine/database updates can be installed.
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3.5. Clean up scan database

Clean up settings are accessible under Settings > Data retention after successful login.

OPSWAT. @ wocente @ ocweimn s

Dashboard i
Data Retention

Process

Processing history clean up
Policies

Inventory 1 Hour 1Day 3 Months 6 Months 12 Months off
Setiings .
Quarantine clean up
Update Settings
Data Retention 1 Hour 1 Day 1 Week 3 Months 6 Months 12 Months off

Security

User Management

License
N . 1 Hour 1Day 3 Months 6 Months 12 Months off
Configuration
Password
Sanitized file clean up
Email Configuration
15m 30m 1h 2h 4h 6h 12h 24h off
Processed file clean up
15m 30m 1h 2h 4h 6h 12h 24h off

4.16.0

License Expiration
2026-12-31

Data retention

Stored scan results, quarantined files, audit log records and sanitized files that are older than
the value set on this page, are permanently deleted from the server. In case you do not want to
enable automatic clean up, set the value to off. This will prevent automatic removal of the scan
history.

Technology Note:

Setting the clean up value to off can have performance penalty.

3.6. Policy configuration

The policy settings determine how MetaDefender Core scans files.
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® 3.6.1. How MetaDefender Core policies work
® 3.6.2. Workflow template configuration

® 3.6.3. Security zone configuration

® 3.6.4. Workflow rule configuration

® 3.6.5. Quarantine

3.6.1. How MetaDefender Core policies work

The MetaDefender Core server can be configured to use different scanning profiles for different
clients. The selection is based on the client's source IP address.

In case multiple scanning profiles are configured for the given client, the client can choose
which one to use. If a client does not have a scanning profile specified, MetaDefender Core
uses the first matching profile from the Workflow rules.

All configuration options related to the policies are found under the Policy menu.

How policies work

A policy is pairing a user with a workflow template based on a workflow rule.

Users can be grouped into zones based on their network address.

Workflow templates can be created/modified to change how file scanning is carried out.

Creating a policy means creating a rule, where a source zone will be paired with a workflow
template.

How a file scan is processed via the REST API

When MetaDefender Core receives a scan request through the REST API it will match the
source address through the zones in the list of rules and apply the first matching rule's
workflow. The processing request then will then be processed based on this specific workflow.

If a workflow is provided by the REST request it still should be one which has a matching rule.
Otherwise the scan request will fail.

How a file scan is processed on the web Ul

When MetaDefender Core receives a scan request through the web Ul it will match the source
address through the list of rules. The user will be able to select only those workflows with a
matching rule. This scan request then will then be processed based on the workflow selected
by the user.

3.6.2. Workflow template configuration
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® Archive

® Blacklist/Whitelist

® Scan

® MetaDefender Cloud
® Deep CDR

® Block files if sanitization fails

Proactive Data Loss Prevention (Proactive DLP)
® Proactive DLP configuration options

[ ]
® Advanced

The Workflow templates page is found under Policy > Workflow templates after successful
login.

These workflow templates define the scanning methods that can be used by the rules.

MetaDefender Core comes with predefined workflow templates that can not be modified,
however they can be copied and the created workflow templates are fully customizable.

NOTE: These predefined workflow templates cannot be modified or removed.

It is highly recommended to use less workflow template and rather more rules based
on the workflow templates.
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O P S \/\I/-\T (@ Help Center X LOCAL/admin LOGOUT

Dashboard
Workflow Templates Management ADD NEW WORKFLOW

Process

NAME DESCRIPTION
Policies

Default Selecting this template all files will be processed without any filtering.
Workflow rules

Skip images Selecting this template all files but certain commonly used image files, such as gif, jpg, png, psd, bmp and tiff fi...
Workflow templates

Executables only Selecting this template only executable files will be processed. All skipped files will be shown as 'not scanned'|...

Security zones

Inventory

Settings

4.16.0

License Expiration
2026-12-31

Workflow templates\When clicking on a workflow template a windows pops up showing
different tabs related to the workflow templates different kind of properties.

Archive

On the Archive tab the archive handling can be enabled or disabled as well as other
parameters can be set.

The max recursion level defines how deep extraction should go into the archive, the number of
maximum extracted files also can be set as well as the overall maximum size of these files.

It is also possible to disable scanning the archive itself, and a timeout for the whole process can
be set as well.
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Modify Workflow

WORKFLOW NAME

My Workflow

DESCRIPTION

Selecting this template all files will be processed without any filtering.

ARCHIVE SCAN DEEP CDR PROACTIVE DLP MORE -

ENABLE ARCHIVE HANDLING @

MAX RECURSION LEVEL €@

5

MAX NUMBER OF FILES EXTRACTED @

200

MAX TOTAL SIZE OF EXTRACTED FILES [IN MEGABYTES] @

200

ENABLE SCAN OF ORIGINAL UNEXTRACTED ARCHIVE @
ENABLE EXTRACTION OF OFFICE DOCUMENTS €

TIMEQUT FOR ARCHIVE ANALYSIS [IN MINUTES]

3

Archive

v4.17.3 105



Blacklist/Whitelist

During scan it is possible to create blacklists/whitelists where files depending on their
checksum or MIME-TYPE and extensions can be skipped. All of these can be stored in the
fields on the Blacklist/Whitelist tab. Also it is available to blacklist/whitelist all the files coming
from the same group, such as executables, Microsoft Office files and others. When filtering by
mime-type or filename, the filter is handled as a regular expression.

Exceptions can be defined in Exceptions (by mime-type) section using regular exceptions.
For instance, if all office files have to be blocked except docx files, then Office documents
group should be chosen and *appl i cati on\/vnd\. openxm f or mat s-

of fi cedocunent\. wor dprocessi ngm \ . docunent $ expression should be given as
exception.

® Using MetaDefender Core V4 BLACKLIST/WHITELIST feature

v4.17.3
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ARCHIVE SCAN DEEP CDR PROACTIVE DLP BLACKLIST -
ENABLE PROCESSING OF BLACKLISTED FILES @
BLACKLIST BY HASH

HASHES

BLACKLIST BY FILETYPE

ADOBE FILES

ARCHIVE FILES
BLACKLIST FILETYPES

TYPE IF BIGGER THAN

ALL I
7z

GZ

GZIP
RAR

XZ

i

IMAGE FILES
MEDIA FILES
OFFICE DOCUMENTS

TEXT FILES

SAVE CHANGES CANCEL

Blacklist

Files can also be whitelisted by their checksums. For more information please see Skip by hash
page.

Scan

NUMBER OF ACTIVE ANTI-MALWARE ENGINES: You can specify the number of active anti-
malware engines required for performing a processing. When disabled, no active anti-malware
engine is needed to be up to start a processing.
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EXCLUDE ENGINES: Anti-malware engines not to be used in this workflow also can be listed
here.

DETECT FILE TYPE MISMATCH: File type mismatch feature can be enabled on the tab. With
this feature on, when the extension of the file does not match with the available extensions for
the actual file type, the scan result will be Filetype Mismatch.

PER ENGINE TIMEOUT / EXTERNAL SCANNER TIMEOUT / GLOBAL SCAN TIMEOUT: The
timeout for the different engines and the whole scanning process also can be set. The
maximum allowed size of scanned objects can be set also on this tab as well.

SCAN FAILURE THRESHOLD: It is possible to enable and set a threshold value for the failed
engine results. If the number of failed engine results for the currently scanned object reaches
this value, then the overall result will also be failed. This threshold value does not have an
effect on suspicious or infected results.

SUSPICIOUS DETECTED HANDLED AS: By enabled, you are able to decide if Suspicious
result on any particular engine is considered as Infected or No Threat Found result, and it will
take consideration into overall process result which also is constraint by threat detected
threshold setting. The threat detected threshold setting supports two configuration options
INFECTED LIMIT and the SUSPICIOUS LIMIT, and its handling logic will be described as
following:

® |f the number of infected engine results is between these values the overall result will be
suspicious.

® |f the INFECTED LIMIT is reached the overall result will be always infected.

® If none of them is reached the overall result will be the highest priority engine result
(infected results are ignored).
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ARCHIVE SCAN DEEF CDR PROACTIVE DLP MORE -

n ENABELE MALWARE SCAN @
DO MOT SCAN UNLESS MUMBER OF ANTI-MALWARE ENGIMES ARE UF &

NUMEER OF ACTIVE ANTI-MALWARE ENGINES &

EXCLUDE EMGINES 6

DETECT FILE TYPE MISMATCH &
PER ENGINE SCAN TIMEOUT [IN MINUTES]

1

EXTERMAL SCANNER TIMEDQUT [IN MINUTES]

1

GLOBAL SCAN TIMEDUT DM MIMUTES]

10

MAXIMUM FILE SIZE FOR FILES SCANNED [IN MEGABYTES]

200

SCAN FAILURE THRESHOLD

THRESHOLD VALUE &

SUSPICIOUS DETECTED HAMDLED AS nfected -

THREAT DETECTED THRESHOLD &

INFECTED LIMIT €

SUSPICIOUS LIMIT €&

SAVE CHANGES CAMCEL
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Scan

If the provided workflows do not meet your requirements, please contact our support team via
the OPSWAT Portal.

MetaDefender Cloud

When
Cloud

MetaDefender Cloud workflow element is enabled, online database of MetaDefender
will be used as source for hash lookups.

Available options:

1.

v4.17.3

Use results: INFECTED or ALL RESULTS
If INFECTED is chosen, then only that result will be accepted as result, otherwise all type
of results will be taken into account.

. MetaDefender Cloud API key: An API key is necessary to have access to the

MetaDefender Cloud database. API Key Information can be found on
https://metadefender.opswat.com, under Account Information page.

Maximum age of scan results: Only results that are not older than what is set here will
be considered as a valid result.

. Excluded engines' name: Name of the engines whose results are not to be taken into

account.

Minimum hit count: To consider a verdict as a valid one, there should be at least as
many result for a hash as it has been set here. (If Use result is set to INFECTED, then
only infected results will be counted in.)

Time out: The time interval within which the response should be received from
MetaDefender Cloud.
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https://portal.opswat.com
https://metadefender.opswat.com

METADEFENDER CLOUD

CHECK FILE HASHES FOR EXISTING SCAN RESULTS BEFORE SCANNING

USE RESULTS

METADEFENDER CLOUD API KEY

MAXIMUM AGE OF SCAN RESULTS [IN HOURS] €

EXCLUDED ENGINE NAMES

MINIMUM HIT COUNT

TIMEOUT [IN SECONDS]

MetaDefender Cloud

Deep CDR

By enabling Deep CDR, one can convert from a set of supported file types into another (or the
same). By doing so lot of vulnerabilities can be got rid out of rendering the resulting file be more
safe. Both the types to be sanitized and the target file type can be set. To set the file types that
you want to sanitize you should tick on corresponding checkboxes. In addition, you can also
tick on "ENABLE FOR ALL FILE TYPES" to choose all supported file types. File name from
sanitized files can be defined by using "OUTPUT FILENAME FORMAT" field. For usage and
meanings of variables, please refer to Setup output file name page.
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https://onlinehelp.opswat.com/corev4/4._Setup_output_file_name.html

By default, MetaDefender Core allows files, where sanitization fails. This behavior can be
overridden enabling "BLOCK FILES IF SANITIZATION FAILS OR TIMES OUT".

The maximum allowed time for data sanitization to be made can be configured through the
"CONVERSION TIMEOUT" and "TRY COUNT" options, where first one means that data
sanitization should finish within the configured time frame, otherwise abort the conversion and
latter means the number of times product should retry in case of a failed conversion.

When "DISTINGUISH PARTIAL ARCHIVE SANITIZATION RESULT" checked, MetaDefender
Core will return "Partial Sanitization" processing result for Deep CDR when only some of child
files in original archive files are sanitized successfully.

Beware, however, that possible data loss or change may occur during conversion, thus this
feature is disabled by default.

Result of sanitization can be either downloaded on the scan page or retrieved the data ID via
REST. See 8.1.3.2. Fetch processing result. Note that /hash API does not provide such
information.

Length of time the system stores sanitized files can be set in Settings > Data retention.
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ARCHIVE SCAN DEEF CDR PROACTIVEDLP MORE ~

BLOCK FILES IF SANITIZATION FAILS OR TIMES OUT @
BLACKLIST UNSUPPORTED FILE TYPES €

ENABLE FOR ALL FILE TYPES €

DISTINGUISH PARTIAL ARCHIVE SANITIZATION RESULT €

CONVERSION TIMEOUT [IN MINUTES] €

5

TIMEOUT FOR ARCHIVE SANITIZATION [IN MINUTES] €

5

TRY COUNT €

3

OUTPUT FILENAME FORMAT

S{original. basenamellong}_sanitized_by_OPSWAT_MetaDefender_${dataid}.5{converted.extension}

OFFICE DOCUMENTS

MICROSOFT WORD DOCUMENT (.DOCX) dOCK b

MICROSOFT WORD MACRO-ENABLED DOCUMENT
(.DOCM)

Deep CDR

Block files if sanitization fails
By default, MetaDefender allows files, where sanitization fails.

For example: even if sanitization of an underlying element in a . zi p file fails (sanitization is
enabled for . png files in the examples below), the overall result (and the result of the . png file
as well) is allowed by default:
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O P S VV/—\T @ Help Center

&) test.zip

Process

SCANNING ENGINES

Inventory

VULNERABILITY

DATA LOSS PREVENTION

YARA ENGINE

[§ EXTRACTED FILES
FILES (1 - 4 SHOWN OF 4)
[ (1)TestFiles/simple.zip
image (1).png
../poc/temp/metadescriptor

dip_5_windows-engine-1531918136.yml

€5 NOT MANAGED B LOCAL/admin LoGoUT

PROCESS NEW FILE

UPLOADED SCANNED

2019-02-11 14:19:49 GMT+1 2019-02-11 14:19:49 GMT+1

FILE TYPE FILE SIZE

ZIP Archive 913.1 KB

MDS5 ]

dab4b41c3ee30933chb6a88eca498df11 COPY

SHA1 (]

551fd157db2b869906c4d83317edeSa10cd2aa34 copy

SHA256 0

956a01c96ef9fb59ee250b6caed161fbaec8380e622d666b8I7b495..  copy
RESULT

No Threat Detected

No Threat Detected

No Threat Detected

No Threat Detected

Once "BLOCK FILES IF SANITIZATION FAILS OR TIMES OUT" is enabled, the overall and
the individual result are blocked in case of a sanitization failure:

O P 5 \’V/—\T @ Help Center

@) test.zip

File Blocked
Workflow Rule applied: File process

SCANNING ENGINES
Inventory

. VULNERABILITY
Settings

DATA LOSS PREVENTION

YARA ENGINE

FILES (1 - 4 SHOWN OF 4)
* image (1).png
[{ (1)TestFiles/simple.zip

../poc/temp/metadescriptor

4.14.2

dlp_5_windows-engine-1531918136.yml|
Expiration

[£) EXTRACTED FILES

NOT MANAGED 29 LOCAL/admin Locout

UPLOADED SCANNED
2019-02-11 14:24:41 GMT+1 2019-02-11 14:24:41 GMT+1
FILE TYPE FILE SIZE
ZIP Archive 9131 KB
MD5 [}
da64b41c3ee30933ch6aB8ec9498df11 COPY
SHA1 [}
551fd157db2b869906c4d83317ede5al0cd2aa3d COPY
SHA2Z56 [}
956a01c96ef9fb59ee250b6caed161fb4ec8380e622d666bS... COPY
RESULT
No Threat Detected
No Threat Detected
No Threat Detected
No Threat Detected
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The sanitization failure of the zipped file is propagated to the . zi p file level:

Proactive Data Loss Prevention (Proactive DLP)

For all information about features powered by Proactive DLP, please learn more at Proactive
DLP

Proactive DLP

Proactive DLP configuration options

On the Technologies page, clicking on the line of the Proactive DLP engine then on the
Settings text on the top right corner of the popup window, the configuration options for the
Proactive DLP engine appear.

Proactive DLP engine configuration
Options:

® "Parse binary files": Choosing this option, sensitive data will be searched for in files that
cannot be converted to text.

® "Mask numbers in CCN/SSN hits": On the result page, the found CCN/SSN numbers will
be masked with "X"s.

® "Mask regex matches": On the result page, texts matching regex will be masked with "X"
S.

® "Mask context": Mask sensitive information in context

Advanced

By enabling '‘Quarantine blocked files' all of the files which are blocked are automatically copied
to the quarantine. For detailed description of the quarantine please see the Quarantine page.

By enabling 'Fallback filetype detection to current extension if needed' (default enabled), file
type detection can use the extension of the currently processed file as a helping hand. For
example this could be useful, when analyzing CSV files.

By enabling 'OVERRIDE SCAN RESULTS CLASSIFIED AS ALLOWED' it is possible to
overwrite the default behaviour of MetaDefender and determine which scan verdicts should
result as allowed.

Scan results checked are marked as allowed.

By default only following verdicts result in allowed status:
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No Threat Detected

Skipped Clean

Potentially Vulnerable File

Yara Rule Matched

QUARANTINE BLOCKED FILES €&
FALLBACK FILETYPE DETECTION TO CURRENT EXTENSION IF NEEDED €

OVERRIDE SCAN RESULTS CLASSIFIED AS ALLOWED €

ADVANCED -

Advanced

3.6.3. Security zone configuration

The Security zone page is found under Policy > Security zones after successful login.
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O P S VV/—\_' (@) Help center X LOCAL/admin LOGOUT

Dashboard

Security Zone Management
Process
NAME DESCRIPTION
Policies
All All network

Workflow rules

Workflow templates

Security zones

Inventory

Settings

4.16.0

License Expiration
2026-12-31

Security zone

The following actions are available:
® new zones can be added
® existing zones can be viewed
® existing zones can be modified
® existing zones can be deleted

Each zone contains a name, description and multiple network masks. Both IPv4 and IPv6
network zones are supported.

3.6.4. Workflow rule configuration
The Workflow rule page is found under Policy > Workflow rules after successful login.

The rules represent different processing profiles.
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OPSWAT.

Dashboard

Process

Policies

Workflow rules

Inventory

Settings

(@ Help Center

Workflow Rules Management

NAME DESCRIPTION
Kiosk File process with Kiosk
MetaDefender Vault File process with MetaDefender Vault
MetaDefender Email Security File processing for MetaDefender Email Security with Deep CDR
MetaDefender Email Security wit..  File processing for MetaDefender Email Security without Deep CDR
File process File process
File process without archive File process without archive

& NOT MANAGED

Py

LOCAL/admin LOGOUT

ADD NEW RULE

Workflow rules

The following actions are available:

® new rules can be added

® existing rules can be viewed

® existing rules can be modified

® existing rules can be deleted

Rules combine workflow templates and security zones and describe which workflows are
available in a specified security zone. Multiple rules can be added for the same security zone.

Configuration

Once clicking on a rule, a window pops up where beside the rule properties all the chosen
rule's options are shown on the different tabs.

v4.17.3
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OPSWAT. @ Help cente [9 LOCAL/admin Logou

Dashboard MOdlfy Rule
Workflow Rules ...

Process

NAME
NAME
Kiosk

Policies
| Kiosk > |

Workflow rules
MetaDefender Vault DESCRIPTION

File process with Kiosk
MetaDefender Email Security

MetaDefender Email Security with.

APPLY TO ZONE

Inventory File process
All -

File process without archive

Settings

USE WORKFLOW TEMPLATE

Default -

USE CERTIFICATE TO GENERATE BATCH SIGNATURE

CERTIFICATE USED FOR BATCH SIGNING
CERTIFICATE VALIDITY [IN HOURS]

LIMIT TO SPECIFIED USER AGENTS

4.16.0

License Expiration CANCEL
2026-12-31

Modifying workflow rules

On this page it is possible to enable local file scanning by checking the ALLOW SCAN FILES
ON SERVER checkbox.

By enabling this feature, a local scan node is able to scan the files at their original place if the
files' location is allowed in the list below the checkbox. For example if this list has C:\data in it,
then all files under that folder (e.g.: C:\data\not_scanned\JPG_213134.jpg) are allowed to be
scanned locally if it is choosen. For UNC file paths you have to check the permissions because
if the service does not have the correct rights it cannot access network folders or network
shared files. For testing this local scan feature, please note:

® Need to use "filepath" header while submitting a file via REST, see more at Process a file

® Core's w eb scan (localhost:8008) is not applicable tool to test because it does not allow
you to customize the scan request's header

Various accessibility options can be set on this page. You can define one of three visibility
levels for the scan results for each role in the VISIBILITY OF SCAN RESULT field:
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VISIBILITY OF SCAN RESULT

ROLE = Everybody - VISIBILITY | FULL DETAILS ¥ | Delete

ADD ROW

RESTRICT ACCESS TO FOLLOWING ROLES

Everybody v x

® Full details: all information for a scan is displayed

File Allowed UPLOADED SCANNED
~ Workflow Rule applied: File process 2019-02-11 14:09:08 GMT+1 2019-02-11 14:09:08 GMT+1
FILE TYPE FILE SIZE
SCANNING ENGINES UTF-8 Unicode text 328
MD5

VULNERABILITY

be598f583c8b6d445188a47733de18d4

SHA1
DATA LOSS PREVENTION d6b7c0551e0962a36fdd34e3baccf2bdacafeff7
SHA256

YARA ENGINE €232ca46e316ac097611e6d0b634141f3cfadle2acc5d87793e76043e3fc ec?

MULTISCANNING

ENGINE SCAN TIME DEFINITION DATE RESULT

+ ClamAV 3ms 2019-02-10( a day ago ) No Threat Detected

file.txt PROCESS NEW FILE

I ‘}
=8
o

CoPY

COPY

COPY

® Per engine result: Scan details are displayed except per engine scan time and definition

date.
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file.txt PROCESS NEW FILE
File Allowed UPLOADED SCANNED
Workflow Rule applied: File process 2019-02-11 14:11:37 GMT+1 2019-02-11 14:11:37 GMT+1
FILE TYPE FILE SIZE
SCANNING ENGINES UTF-8 Unicode text 328
MD5 ]
VLI T be598f583c8b6d445188a47733de8d4 coPY
SHA1 0
DATA LOSS PREVENTION d6b7c0551e0962a36fdd34e3baccf2bdacafoff7 COPY
SHA256 m}
YARA ENGINE ©232ca46e316ac097611e6d0b634141f3cfad1e2acc5d87793e76043e3fclec? COPY
MULTISCANNING
ENGINE SCAN TIME DEFINITION DATE RESULT
+ ClamAV - - No Threat Detected

® OQverall result only: Only the overall verdict is displayed.

file.txt PROCESS NEW FILE
File Allowed UPLOADED SCANNED
" Workflow Rule applied: File process 2019-02-11 14:12:43 GMT+1 N/A
FILE TYPE FILE SIZE
SCANNING ENGINES UTF-8 Unicode text 328
MD5 0
L= Ty bes9efse3cebed445188a47733de1 8d4 copy
SHA1 ]
DATA LOSS PREVENTION d6b7c0551e0962a36fdd34e3baccf2bdacafoff7 copy
SHA256 ]
YARA ENGINE c232ca46e316ac097611e6d0b634141f3cfadl e2acc5d87793e76043e3fc1ec? copY
MULTISCANNING
ENGINE SCAN TIME DEFINITION DATE RESULT
Unauthorized to view detailed scan result.

There are also two special roles - Every authenticated refers to any logged in user, while
Everybody refers to any user. Without belonging to any role specified within the rule, the user
has no access to view the scan results. The usage of the rule to given roles can also be
restricted with the RESTRICT ACCESS TO FOLLOWING ROLES field.

Clicking on a tab it is possible to overwrite a property that was previously defined inside the
workflow template.

An option if changed will only overwrite the specific property for the underlying rule and makes
no modification on the original workflow template that was choosen by the rule.

This means that several rules can be created using the same workflow template overwriting
different options while the untouched properties will remain as they were set in the workflow
template.
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Rules are processed in order, the first matching rule will be used for the request. You can
change order of rules via drag&drop in the Web Management Console. If there is no rule that
matches for the client (source IP address), then the scan request will be denied.

3.6.5. Quarantine
® Options
® Send to MetaDefender Cloud
® Quarantine settings
® Operating MetaDefender Cloud integration
® Threat intelligence details
® Enabling MetaDefender Cloud integration

® Troubleshooting

Options

The quarantine is for keeping blocked files in a separated place. It can be used by configuring
workflows (see Advanced section on Workflow template configuration page).

On the Quarantine page (Dashboard — Quarantine), the following operations can be
performed on the quarantined files:

QPSWAT. (%) Help Center Q@ ocavsaimin LogouT

Quarantine & refeesn a m

Dashboard

Quarantine
)date History . THREAT
LrinEG Ak FILENAME SOURCE TIME (GMT+1) i COMMENT
Config History
B ez 5 20181213 12:28:06 6 &6 1 2 @
Frocess 1-1 SHOWN OF 1 - SHOW | 20 ¥ | perpages

)  Policies

Inventory

Settings
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. By clicking on the i ) , item details appear

—_

2. Pinned files won't be removed on clean-ups. Use the pin icon to do so.
3. For removing the files from the list, please use the bin icon.
4

. Files can be downloaded by clicking the download icon.
5. L+ Send to MetaDefender Cloud for threat intel. For details see the next section.

The Send to MetaDefender Cloud, the Pin, Unpin and Delete operations can also be performed
in bulk using the check-boxes before the filenames and clicking the action icons above the file
list.

Send to MetaDefender Cloud
Since MetaDefender version 4.14.0 MetaDefender Cloud integration is available.

Files in the quarantine can be uploaded to MetaDefender Cloud to get threat intelligence on
them.

This feature requires the Threat Intelligence technology to be licensed, and enabled.

Quarantine items may be sent to MetaDefender Cloud:

1. Manually using the G Send to MetaDefender Cloud function, or

2. Automatically, driven by the configuration under Quarantine settings.

Quarantine settings

To edit quarantine settings, click SETTINGS in Dashboard > Quarantine. The following
options are available:

1. AUTOMATICALLY SEND ITEMS TO METADEFENDER CLOUD: If enabled, all new
quarantine items will be uploaded to MetaDefender Cloud for threat intelligence
information.

a. CHECK QUARANTINE FOR NEW ITEMS TO SEND: The frequency (in seconds)
to check for new quarantine items to upload to MetaDefender Cloud.

2. RESULT POLLING: Once a quarantine item is uploaded to MetaDefender Cloud,
MetaDefender must poll the Cloud for results. The polling frequency (in seconds) can be
set here.
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Quarantine settings

AUTOMATICALLY SEND ITEMS TO METADEFENDER CLOUD

CHECK QUARANTIME FOR MEW ITEMS TO SEND

RESULT POLLING

(53]

CANCEL

Operating MetaDefender Cloud integration

While a quarantine item is uploading to MetaDefender Cloud (either manually, or
automatically), the THREAT INTELLIGENCE status is set Uploading:

THREAT
L FILENAME SOURCE TIME (GMT+1) COMMENT
. { ! INTELLIGENCE

u elf.zip =1 2018-12-13 12:28:06 Uploading #

When the upload is complete and MetaDefender waits for the results (and does the polling), the
THREAT INTELLIGENCE field shows the processing progress:

\ THREAT
+
FILENAME SOURCE TIME (GMT+1) INTELLIGENCE COMMENT

v~ 1 2018-12-1312:28:06  60% Q

When the scan is complete on the Cloud side and MetaDefender got them, the results will be
shown in the THREAT INTELLIGENCE field:

. THREAT
+
FILENAME SOURCE TIME (GMT+1) INTELLIGENCE COMMENT

P elizip 1 20181213 12:28:06 % Infected
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Threat intelligence details

Clicking the 0 Show details function, the Quarantine item details view is shown. Clicking the
THREAT INTELLIGENCE RESULTS tab, further details from MetaDefender Cloud are shown:
1. RESULT: Processing summary if the entry was blocked or allowed.
2. VERDICT: A more verbose details about the processing results.
3. AV ENGINES: Number of anti-virus engines that were used for scanning this item.
4. TOTAL TIME: Total processing time of this item for this scan.
5. RESULT LINK: Link to the processing results on MetaDefender Cloud.

Menu OPSWAT MetaDefender C' X =+

(-] H| der.opswat.com,/res

OPSWAT. P
Sear rscan aCVE. f AS address

MetaDefender Search or scan a CVE. file HASH, IP addres: ANALYZE
Cloud
Overview Threats Found ANALYZE AGAIN
File Information
- . 2 | Unknown Filename

xtracted Files
Vulnerabilities B31A0858EB5119COFA223E503EBD4ES2310055B0755A0246CFEEAD 2553542508

)

Multiscanning
Binary Reputation
oot MULTISCAN SCORE VULNERABILITY SCORE
Scan History
Community Feedback

3/35
No vulnerabilities reported!
View full report |

1) CAST YOUR VOTE ON THIS FILE @

Clean

If this quarantine item was uploaded to the Cloud multiple times, then there will be multiple
THREAT INTELLIGENCE RESULTS pages in the tab.
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OPSWAT. (@) Help Center £ ocausomin LOGOUT
e Quarantine item details ﬂ

THREAT INTELLIGENCE RESULTS (8)

g History
Quarantine RESULT Allowed
VERDICT No Threat Detected
Update History FILEN/ # AV ENGINES
#AVE S

Config History TOTALTIME 1oEems
RESULT LINK

View the original result

Policies

Inveniory

Settings

CANCEL

Enabling MetaDefender Cloud integration

MetaDefender Cloud integration requires the Threat Intelligence technology to be licensed, and
enabled under Inventory > Technologies:

Unless the Threat Intelligence technology is enabled, Cloud upload attempts will give
Unavailable result:

. THREAT
+
FILENAME SOURCE TIME (GMT+1) INTELLIGENCE COMMENT

karoly arnhoffer@opswat.com-Enhan.. =1 2018-12-13 12:48:52  J Unavailable

Step Description Screenshot

1. Click on the
Threat
Intelligence
entry in the
Technologies
list, the
Threat
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Step Description Screenshot

Intelligence
dialog Threat Intelligence Setti
opens.

STATUS ACTIVE

VERSION 1.0-11

DATABASE VERSION 1.0-11

DEFINITION UPDATES v Up to date

NODES -

DISABLE CLOSE

2 Click on the

Settings link, the Threat Intelligence Det;
Engine

Configuration ] _

dialog opens Engine Configuration

METADEFENDER CLOUD AFI KEY

CLOSE

3 Provide the
METADEFENDER
CLOUD API KEY
value. The API key
may be obtained
from the OPSWAT
portal.
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Step Description

4 Click SAVE
SETTINGS to
save the engine
configuration.

v4.17.3

Screenshot

Menu OPSWAT Portal ® o+

@ | portal.opswat.com

OPSWAT. Dashboard

Status of OPSWAT Services: ~ All systems operational

MetaDefender v4 Licenses

Activation Keys

® = : =

MetaDefender Cloud secovoe

My API Key

430
Prevention APl view Docs 40 Free APl calls per day
Reputation APl View Docs 4000 Free APl calls per day
Feed API view Docs 1000 Free AP calls per day
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Step Description Screenshot

Threat Intelligence

Engine Configuration

METADEFENDER CLOUD API KEY €

43b= g i TE0

CLOSE

Troubleshooting
Symptom
MetaDefender Cloud upload attempts give Unavailable result.

FILENAME SOURCE TIME (GMT+1)

elf zip o 2018-12-1411:11:44

v4.17.3

Deti

SAVE SETTINGS

THREAT
INTELLIGENCE

IUnavailahle
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Symptom

MetaDefender Cloud upload attempts give Add the API key for cloud analysis result.

) THREAT
+
FILENAME SOURCE TIME (GMT+1) INTELLIGENCE
v | elf.zip ] 2018-12-1312:28:06 % Add the AP key for

MetaDefender Cloud upload attempts give API calls per day limit reached result.

: THREAT
FILENAME SOURCE TIME (GMT+1) T
[ o 2018-12-1312:28:06 % AFl calls per day
3.7. Logging

Metadefender Core has wide variety of options to configure logging. Log settings are in the
configuration files. To see more details about log configuration see the following pages:

® 3.7.1. Configuration
® 3.7.2 Log message format
® 3.7.3 Syslog message format

® 3.7.4 Error Message Description Table

3.7.1. Configuration
To configure the log outputs and levels, consult the following paragraphs:
® Startup Core Configuration

® Startup Node Configuration
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For Linux systems the installer configures the logrotate service to handle the Metadefender
Core log files.

Configuration files are located:
® /etc/logrotate.d/ometascan
® J/etc/logrotate.d/ometascan-node
The default configuration will rotate daily and store the last 30 days.

If the log file path is modified, the logrotate config file should be updated as well.

Permissions to set:

® The directory that contains the logs: read, write and execute permissions for
ometascan user or at least for ometascan group

® The other directories on the path to the logs: at least read and execute
permissions for ometascan user and/or ometascan group

The new log settings will be used after a service restart or a HUP signal.

3.7.2 Log message format

Format

In the log, each line represents a log message sent by the server or node. Depending on the
log file, the format of the line is as follows:

[LEVEL] TI MESTAMP ( COVPONENT) MESSAGE [ msgi d: MESSAGE | D]

Example:

[INFQ 2019.07.02 05:25:27.115: (core.workflow) Processing
finished, node=':1076", user='LOCAL/adm n', workflow id="1ns::

wor kf I ow: : Wor kf | owExecut or (0x214b02a8f 60) ', dat al d=' 702a2230dd0d44
de9bd773bccfe472a9', fileNanme=' Termlhil.class', sha256sun¥' 07acal?
5cc8a9f 40819a47f 6b5f 809404bae8d31cf 16e70d0al82c413ab39¢98"

bl ocked='fal se', blocked reason=""', overall Result="No Threat
Det ected', threat FoundCount='0", enbeddedCbjectsWthThreat="0",
total Resul t Count="3', threatDetectedBy="", threatNanme="",

rul eName="Fil e process', source="::1" [nsgid: 82]

Where the different values are:

v4.17.3
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LEVEL : the severity of the message

TIMESTAMP : The date value when the log entry was sent
COMPONENT : which component sent the entry
MESSAGE : the verbose string of the entry's message

MESSAGE ID : the unique ID of this log entry - Learn more at 3.7.4 Error Message
Description Table

Severity levels of log entries

Depending on the reason for the log entry, there are different types of severity levels.

Based on the configuration, the following levels are possible:

DUMP : The most verbose severity level, these entries are for debuggers only.
DEBUG : Debuggers severity level, mostly used by support issues.

INFO : Information from the software, such as scan results.

WARNING : A problem occurred needs investigation and OPSWAT support must be

contacted, however the product is supposed to be operational.

ERROR : Software error happened, please contact support if the issue is persist.
Software functionality may be downgraded in these cases.

3.7.3 Syslog message format

MetaDefender Core supports to send CEF (Common Event Format) syslog message style

Remote Syslog

[ Local Tinestanp] [Source |IP Address] [UTC Tinestanp] [ Hostnane]
[ CEF: Ver si on| Devi ce Vendor | Devi ce Product| Devi ce Version| Signhature

| D| Nane| Severity| Ext ensi on]

For example:

Jun 24 14:33:18 192.168. 200. 223 2019- 06- 24T14: 33: 19+07: 00
OPSWATPC CEF: O] OPSWAT| MSCL| 4. 16. 0] cor e. net wor k| MSCL[ 7548] New
maxi mum agent count is set]| 2| maxAgent Count="1" nsgi d=665
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Prefix field

Local
timestamp

IP
address

uTC
timestamp

Hostname

CEF:
Version

Device
Vendor

Device
Product

Device
Version

Signature
ID

Name

v4.17.3

Sample value

Jun 24 14:33:18

192.168.200.223

2019-06-24T14:33:

19+07:00

OPSWATPC

CEF:0

OPSWAT

MSCL

4.16.0

core.network

MSCL[7548] New
maximum agent
count is set

Description

Source IP address ver. 4

Version 0

MSCL = MetaDefender Core on Linux
MSCW = MetaDefender Core on Windows

MetaDefender Core version

For example:

® core.network: Component "network™ on "Core"
module

® agent.engines: Component "engines" on "Node"

® common.update: Component "update" on common
module shared by all modules

Subject of log message

® MSCL[7548] = MetaDefender Core on Linux
['ometascan" process id = 7548]

® ometascan-node[455] = MetaDefender Core Node
['ometascan-node" process id = 455]
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Prefix field Sample value Description

Severity 2 Log level

® DUMP (0): The most verbose severity level, these
entries are for debuggers only.

® DEBUG (1): Debuggers severity level, mostly used
by support issues.

® INFO (2): Information from the software, such as
scan results.

® WARNING (3): A problem occurred needs
investigation and OPSWAT support must be
contacted, however the product is supposed to be
operational.

® ERROR (4): Software error happened, please
contact support if the issue is persist. Software
functionality may be downgraded in these cases.

Extension maxAgentCount="1" To learn more about msgid (message ID): 3.7.4 Error
msgid=665 Message Description Table

Local Syslog

[ Local Tinestanp] [Hostnane] [ CEF: Version|Device Vendor| Device
Product | Devi ce Version| Si gnature |D| Nanme| Severity| Ext ensi on]

For example:

Jun 24 14:33: 18 OPSWATPC CEF: O] OPSWAT| MSCL| 4. 16. O] core.
net wor k| MSCL[ 7548] New naxi mum agent count is set| 2| maxAgent Count =
"1'" negi d=665

Prefix field  Sample value Description

Timestamp Jun 24 14:33:18

v4.17.3 134



Prefix field

Hostname

CEF:
Version

Device
Vendor

Device
Product

Device
Version

Signature
ID

Name

Severity

v4.17.3

Sample value

OPSWATPC

CEF:0

OPSWAT

MSCL

4.16.0

core.network

MSCL[7548] New
maximum agent

count is set

Description

Version 0

MSCL = MetaDefender Core on Linux
MSCW = MetaDefender Core on Windows

MetaDefender Core version

For example:

® core.network: Component "network" on "Core"
module

® agent.engines: Component "engines" on "Node"

® common.update: Component "update” on
common module shared by all modules

Subject of log message

® MSCL[7548] = MetaDefender Core on Linux
['ometascan" process id = 7548]

® ometascan-node[455] = MetaDefender Core
Node ["ometascan-node" process id = 455]

Log level

® DUMP (0): The most verbose severity level, these

entries are for debuggers only.

® DEBUG (1): Debuggers severity level, mostly
used by support issues.

® INFO (2): Information from the software, such as
scan results.
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Prefix field  Sample value Description

® WARNING (3): A problem occurred needs
investigation and OPSWAT support must be
contacted, however the product is supposed to be
operational.

® ERROR (4): Software error happened, please
contact support if the issue is persist. Software
functionality may be downgraded in these cases.

Extension  maxAgentCount="1" To learn more about msgid (message ID): 3.7.4 Error
msgid=665 Message Description Table

3.7.4 Error Message Description Table

Every log entry on MetaDefender Core always comes with a message ID number which is an
unique identifier for that log entry (3.7.2 Log message format)

For example:

[ WARNI NG 2019. 07. 02 05: 25:27.749: (core.workflow Can not send
extract task, id="Ins::workflow :Wrkfl owkExecut or (0x214af 499d00) ',
node=':1076", bl ock="ExtractBl ock’ [nsgid: 3059]

Then message ID associated to that message would be 3059.

For warning/error message type, besides the message itself (e.g. Can not send extract task,
id="Ims::workflow::WorkflowExecutor(0x214af499d00)’, node=":1076', block="ExtractBlock"),
using message ID (e.g. 3059) can help reveal more information about that warning/error.

Following is the list of error message description (only applicable to warning/error message
type).

@ Disclaim:

® This list is auto generated and should be updated accordingly with
MetaDefender Core upgrade.

® Should be used as reference only, for a complete issue troubleshooting
guidance, please reach out to OPSWAT Support.
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Message ID

16

21

26

28

73

101

113

130

138

139

140

144

145

147

149

162

166

v4.17.3

Message description

Unknown error occurred in the daemon/service.

Error happened in the communication

Can't connect to the server

Can't send a message to the target, it's probably disconnected

The connection is timed out

Error happened in the communication

Error happened in the communication

Invalid file deletion

Unknown error occurred in the daemon/service.

Database error: inserting new scan request

Database error: inserting file hash values

Database error: optimizing FTS trees

Database error: getting scan request

Database error: inserting scan result

Database error: getting scan results

Unable to gather OS information

Sending scan requests failed

File given can not be opened
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Message ID

169

176

179

181

217

218

219

220

221

222

231

246

248

250

252

253

254

255

v4.17.3

Message description

REST frontend timeout.

Agent status is not available

Agent status is unavailable

REST response format is invalid

Engine name unreachable

Engine definition unreachable

Engine leak

Engine leak

Engine leak

Engine leak

Engine error

Can't transfer file, data channel is not open

File transfer response error

Error transferring file

Error in package staging process

Error in package staging process

Error in package staging process

Error in package staging process
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Message ID Message description

256 Error in package staging process

275 Email sending error

277 Email sending error

282 Invalid main update descriptor

283 Invalid package descriptor

285 Invalid file downloaded

297 Invalid state option given in GetEnginelnfoBlock
303 Downloaded package is not complete
304 Downloaded package is invalid

305 Downloaded package is invalid

306 Downloaded package is invalid

307 Downloaded package is invalid

308 Downloaded package is invalid

314 Agent with identifier is unavailable
319 Can not open downloaded package
320 Downloaded package is invalid

321 No respond from agent

325 No respond from agent
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Message ID

326

330

338

340

341

342

343

355

379

382

383

385

386

425

428

431

439

453

v4.17.3

Message description

Error loading database

Error in uploaded descriptor

No respond from agent

Error in getting package information

Error in getting update package

Error in getting update package

Error in package staging process

Invalid reference to user data

Database error: user query

Database error: user query

Database error: users query

Database error: role query

Database error: roles query

Invalid state option given in GetDatabaselnfoBlock

Error in checking package updatable

Error validating engine

Agent status is not available

Agent with identifier is unavailable
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Message ID

459

465

466

473

474

485

486

495

496

497

500

506

520

523

541

542

543

545

v4.17.3

Message description

No respond from agent

Database error: getting scan request

Database error: getting scan request

Agent does not have specific engine

Downloaded packagedescriptor is invalid

Error while downloading files from update server

Invalid certificate found while downloading files from update server

File missing during validation

File size mismatch during validation

SSL errors for https://update.dl.opswat.com

Database error: updating hash rowid

File type checking timed out

Could not trigger update

Invalid file reference

Invalid type reference for entry

Invalid type reference for entry

Invalid type reference for entry

Invalid type reference for entry
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Message ID

547

551

552

553

554

556

562

563

598

599

602

604

605

606

611

613

620

621

v4.17.3

Message description

Invalid type reference for entry

Internal error occurred during the program run

System error occurred during the program run

Unknown error occurred during the program run

Can't create resource file

HTTP redirection count exceeded limit

Archive storing failed

Database error: get linked extracts

Invalid file reference

Engine type unreachable

Download timed out.

Database error: getting scan request

Database error: getting scan request

Database error: remove scan request

Can't remove the downloaded zip archive

File extraction failed while updating

Invalid content received for update

Can't download file for update
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Message ID

624

628

639

641

642

652

657

658

659

662

663

670

676

678

679

686

687

708

v4.17.3

Message description

File open file for update

Can't read file to validate it's content

No respond from agent

Error in getting package state information

Error in checking package updatable

License is invalid or not containing licensed_engines

No activation_key is received

Invalid activation option value

Activation error

Connected agent count reached the license limit

License is invalid or not containing max_agent_count

Package download failed

Database error: checking data id

Could not upload file

Update could not be applied

Trying to load engine which is not installed to the agent

Trying to load engine which is corrupt

Engine load failed
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Message ID Message description

711 Updated engine can't find eicar file as threat

716 Installing engine resulted in error

718 Installing database resulted in error

721 Error in install database

722 Installing database resulted in error

723 File is missing for update in agent

727 Error loading engine

732 Error installing engine, unable to copy descriptor file
734 After updating the database the package descriptor is invalid
736 Error in prepare database

737 Error installing engine, unable to copy descriptor file
749 Engine process crashed

802 Could not create path to save updates

808 Could not save package, skipping

809 Could not save package, skipping

812 Could not save package, skipping

813 Could not save package, skipping

814 Error creating database package
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Message ID

816

819

820

823

824

827

828

829

830

833

835

837

838

842

843

844

846

847

v4.17.3

Message description

Error creating database package

Error creating database package

Error creating database package

Database error: prepare scan requests query

Database error: count scan requests

Database error: retrieving audit log

Database error: inserting audit log

Database error: retrieving audit log count

Database error: cleanup audit log

Exception during operation

Could not trigger update

Could not trigger update

Update package download failed

Error adding license information to engine descriptor

Could not copy legacy package, skipping

Could not save legacy package, skipping

Packagedescriptor could not be read

Could not read descriptor file
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Message ID Message description

848 Could not write descriptor file

852 Error opening CERT file

854 No legacy database wrapper package present

855 Could not write licenses to database descriptor

858 Metadescriptor could contains tampered information, abort processing
861 Can't process new licence information

862 Error in package staging process

863 Can't initialize source instance

864 Can't create resource file

865 Can't send data to agent

866 Can't transfer file, can't open resource file

868 Can't get temporary file name

869 Can not find data channel

870 Can not load engine shared library

871 Cannot create temporary directory for engine files

892 Could not export legacy package, skipping

931 Unexpected network reply arrived

940 Database error: invalid baseconfig, Check config database
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Message ID

941

942

945

947

948

949

950

951

952

953

955

969

970

978

979

981

995

996

v4.17.3

Message description

Database error: invalid baseconfig, Check config database

Database error: invalid baseconfig, Check config database

Error in getting update package by state

Error receiving data, request log from customer

Not enough disk space to export package(s)

Not enough disk space to export package(s)

Not enough disk space to export package(s)

Error sending data to agent, request log from customer

Not enough disk space to apply update package on agent

Not enough free disk space for agent to handle updates

Error sending data to agent, request log from customer

Creating of symbolic link has failed

Error in prepare database

Could not establish remote communication

Could not establish local communication

Deactivation error

Activation key not found in license

Stored license is invalid
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Message ID

997

998

999

1002

1003

1009

1010

1017

1019

1020

1025

1027

1030

1031

1037

1042

1043

v4.17.3

Message description

Invalid activation option value

Automatic rectivation error

Error saving license information

License activation error

Error during license activation

Network error occurred while trying to lookup hash

Invalid response retrieved from server

Due to errors in previous requests, disabling hash lookup for a given
interval

Too many timeout error occurred in a short period of time

Database error: getting scan verdict

Error occurred in engine process

Issue occurred while transfering file to agent

Invalid update folder found

Error Sending hashes message, request log from customer

Engine capabilities unreachable

Engine's descriptor is invalid

Could not open update archive
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Message ID

1046

1047

1050

1051

1052

1053

1055

1057

1058

1059

1064

1068

1081

1095

1096

1100

1126

1127

v4.17.3

Message description

Custom engine task starting timed out

Custom engine task finishing timed out

Issue with agent, see troubleshooting guide

Engine issue on agent

Error in installing custom engine, engine with id not found

Issue happened with engine

Agent with identifier is unavailable

No respond from agent for custom engine installation

Error validating engine, no engine descriptor found

Error validating engine, invalid engine descriptor found

Not handling file as local, not must be an issue

Could not apply udpates from picku folder

Could not create folder for pickup

Testing engine failed

File transfer response error

Error in package staging process

Could not create quarantine database

Error opening quarantine
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Message ID

1129

1130

1131

1132

1133

1134

1135

1136

1137

1138

1139

1141

1142

1144

1147

1148

1151

1152

v4.17.3

Message description

Error querying quarantined files

Not found registered file inside quarantine

Could not remove registered file from quarantine

Found unregistered file inside quarantine

Error in quarantine database

Error in quarantine database

Error in quarantine database

No such file to remove

Error in quarantine database

Error in quarantine database

Error in quarantine database

Error in quarantine database

Error in quarantine database

Error in quarantine database

Error reading quarantine file

Download aborted

Error adding file to quarantine

Error adding data chunk to quarantine file
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Message ID Message description

1153 Error receiving file data, removing file from sanitized storage
1154 Given path is not absolute

1155 Could not create storage folder

1156 File storage path is not writable

1157 No owner given

1158 Id is not specified

1159 Id is too short

1160 Could not create directory

1161 Could not create directory

1163 Error opening file

1164 Could not write file

1165 File id is not specified

1166 No such file found

1167 Could not remove file

1168 File id or owner is not specified

1169 No such file to finalize

1170 Error sending file data to core

1171 Can't request file, data channel is not open
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Message ID

1173

1174

1176

1177

1178

1179

1180

1182

1183

1184

1185

1186

1188

1190

1191

1192

1193

1196
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Message description

Could not request file from agent

Can't request file from agent

Processing file from agent encountered an error

Could not read salt value

Could not read salt value

Error creating salt file

Error generating salt value for quarantine

Error occurred quarantining file

File not found in quarantine

Same owner was already reading another file

Error reading file in quarantine

Error writing data to quarantined file

Could not finalize quarantined file

No file with given id is present for removal

Could not remove file from quarantine

Could not remove file from quarantine

Could not gather quarantine information

Database error: user query
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Message ID Message description

1198 Error parsing disabled times information

1201 See reason for more information about the reason
1204 Can't open metadescriptor file for writing

1220 The certificate chain maybe invalid

1221 Info about the certificates in the chain

1226 Vulnerability lookup timed out

1227 Error in checking package updatable

1229 Error receiving file data, removing file from quarantine
1230 Engine capabilities unreachable

1231 Engine leak

1232 Engine capabilities unreachable

1233 Engine leak

1235 Could not create sanitized database

1236 Error opening sanitized db

1238 Error querying sanitized files

1239 Not found registered file inside sanitized storage

1240 Could not remove registered file from sanitized storage
1242 Error in sanitize database
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Message ID

1243

1246

1247

1249

1250

1252

1253

1254

1255

1257

1258

1259

1260

1261

1266

1267

1268

1269
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Message description

Error in sanitize database

Error in sanitize database

No such file to remove

Error in sanitize database

Error in sanitize database

Error in sanitize database

Error in sanitize database

Error in sanitize database

Error in sanitize database

Error in sanitize database

Error querying sanitized files

Error during cleanup

Error in sanitized storage

Error in sanitized storage

Error occurred adding file to sanitized storage

File not found in sanitized storage

Same owner was already reading another file

Error reading file in sanitized storage
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Message ID

1270

1272

1275

1276

1277

1280

1281

1284

1285

1287

1290

1291

1293

1295

1298

1305

1603

1604

v4.17.3

Message description

Error writing data to sanitized file

Could not finalize sanitized file

Could not remove file from sanitized storage

Could not remove file from sanitized storage

Could not gather sanitized files information

Error reading quarantine file

Download aborted

Wrong enabled template in sanitize block

Wrong convert template in sanitize block

Error in sanitization, retries emptied

Error adding file to sanitized storage

Error adding data chunk to sanitized file

Database error: removing process info

Error saving sanitized file

Error in sanitize database

Database's descriptor is invalid

Error in package staging process

Filestore unreachable
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Message ID

1605

1606

1607

1608

1609

1670

1677

1678

1679

1693

1695

1696

1697

1699

1700

1701

1702

1703
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Message description

Could not upload file

Could not upload file

File not exist to load schema from

Schema is not a proper JSON

Schema format is invalid

Error while checking if package is md.com only

File not exist to load default value from

Default value file is not a proper JSON

Default value file format is invalid

Database error occurred

Database error occurred

Database error occurred

Database error occurred

Unable to apply patch to revert configuration

Reverted configuration is invalid, hash not matching

Database error occurred

Unable to load configuration from default values

Unable to save configuration from default values
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http://md.com/

Message ID Message description

1704 Default value file is not a proper JSON
1705 Default value file format is invalid

1706 Unable to load configuration

1711 Error when sending bytes through socket
1712 Default value file is not a proper JSON
1740 Error reserving data id

1741 Process local file encountered an error
1742 No data id was set in HandleLocalFileBlock
1777 Unable to save new configuration

1780 Database error: getting scan request

1781 Database error: requesting export on empty processing history
1782 Removing engine folder failed

1783 Removing engine folder failed

1784 Removing engine folder failed

1785 Removing folder failed

1787 Removing invalid update folder failed

1790 Removing folder failed

1791 Removing folder failed
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Message ID

1792

1793

1794

1795

1796

1798

1801

1803

1804

1805

1825

1828

1830

1833

1835

1836

1850

1855

v4.17.3

Message description

Removing package folder failed

Removing database folder failed

Removing folder failed

Removing folder failed

Error when opening database

Removing downloading packages failed

Error when selecting from downloaded

Error when deleting from downloaded

No result when selecting from downloaded

Removing engine folder failed

Database error: role query

Invalid username or password

Error in writing configuration file

User has been suspended

Database error: users query

Error in updating engine configuration

Database error: could not create default local directory

Database error: userdirectory query failed
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Message ID

1859

1861

1862

1869

1870

1871

1877

1883

1911

1994

2031

2035

2049

2050

2051

2052

2090
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Message description

User validation error

User validation error: missing password or salt

Database error: user query

Error in workflow manager

Error in workflow manager

Error in workflow manager

Failed to remove stuck file after multiple attempts

Database error: users of user directory could not be deleted

No root CA certificates found for LDAP SSL/TLS connections on windows
platform

Content length header does not match with downloaded content

Timed out adding file to sanitized archive

Invalid sanitization configuration found for archive

Engine capabilities unreachable

Engine leak

Next file extraction resulted in fail

Not clean archive storing failed

Database error: user query
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Message ID Message description

2091 Database error: user query

2095 Sending scan requests failed

2102 Sending external action requests failed

2107 Block missing option 'origin’

2123 No respond from agent

2124 Not enough information for whitelisting

2149 Database error: getting parent dataid

2150 Database error: getting display name

2151 Database error: removing archive links

2152 Database error: removing archive links not clean
2187 Database error: querying extracted num

2194 Input folder got corrupted, removing it

2333 File transfer response error

2337 Local file path and body both set, ambiguous request
2352 Error adding file to quarantine

2353 Error in quarantine database

2354 Error in quarantine database

2355 Error in quarantine database
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Message ID

2356

2357

2359

2360

2361

2382

2384

2385

2386

2387

2388

2389

2390

2391

2392

2394

2395

2420

v4.17.3

Message description

Error in quarantine database

Error in quarantine database

Error in quarantine database

Could not update quarantined file

Could not gather quarantine information

Selected rule not matches batch's rule

Error storing scan batch

Batch link storing failed

Batch storing failed

Batch close failed

Database error: error querying batch

Database error: querying batch num

Database error: get batched requests

Database error: removing batch links

Database error: removing batch

Error in writing license file

Error in writing license file

Database error: updating batch rowid
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Message ID Message description

2421 Database error: setting parent id

2422 Database error: getting user data

2423 Database error: getting origin error

2424 Could not create job object

2425 Could not set information on job object

2426 Could not assign process to job

2484 Cert or key file is not readable

2485 Configured certificate cannot be used

2486 Configured certificate cannot be used

2487 Configured certificate cannot be used

2532 Found unregistered file inside sanitized storage
2533 Error in sanitized storage

2534 Error in sanitize database

2547 Stopped extracting archive file due to reaching a limit
2548 Archive engine gave invalid response

2555 Unable to save updated configuration

2569 Error in sanitize database

2575 Error querying sanitized files rowid
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Message ID Message description

2607 Error while wal file truncating

2637 Invalid node id while trying to load engine

2640 Invalid node id while trying to query node status

2646 Database error: error querying what to delete

2651 Cannot find file in FinalizeScanResultBlock

2652 Given dataid can not be cancelled

2653 Given dataid can not be cancelled

2654 Database error: users query

2737 Database error: could not create system local user directory
2748 Database error: finalizing statistics

2749 Database error: finalizing scan requests

2750 Database error: finalizing hashes

2751 Database error: finalizing process info

2888 3rd party product is blocking operation

2892 Possible Insufficient memory to operate, system throw bad_alloc
2895 LDAP error: DN of group has changed in remote directory service. Group

can not be considered valid any more

2897 Database error: Can not cache user. Already exists as non-cached
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Message ID Message description

2898 Database error: Can not cache user. Already cached in DB with different
DN attribute

2905 File can not be opened for writing

2906 Unable to write to file

2910 Certificate name is invalid, not using HTTPS
2973 Invalid INIT state setting for megapackage

2974 Invalid same state setting for megapackage

2983 No megapackage to delete with id

2988 Error removing package

2996 Package sent for validation is invalid

2997 Error validating checksum of package

2998 Invalid path to generate megapackage

2999 Not enough free space to generate megapackage
3000 Error creating package

3001 Invalid package found during megapackage generation, aborting
3002 Error adding file to megapackage

3003 Error adding file to megapackage

3004 Error adding report to megapackage
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Message ID

3005

3006

3007

3008

3009

3013

3014

3015

3016

3040

3042

3043

3044

3045

3048

3049

3050

3051

v4.17.3

Message description

Error generating sha256 checksum for megapackage

Could not open file for reading

Error creating database package

Error creating database package

Error creating database package

Megapackage could not be locked for download

Error opening megapackage for reading

Megapackage file is missing from disk

Could not initiate download

An engine failed to initialize properly

Node could not create new folder for engine

Node could not create new folder for engine

Error in updating engine schema

Error in package storing process

Invalid engine configuration

Schema based configuration received for non schema based engine

Schema based engine received legacy configuration

Legacy configuration received is invalid
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Message ID

3052

3053

3055

3059

3060

3109

3110

3111

3112

3113

3114

3115

3116

3118

3120

3121

3122

3123

v4.17.3

Message description

Invalid configuration received for engine

Schema based engine config is invalid

Failed to extract

Failed to send extract task to Agent

Failed to extract

Database installation failed

Engine installation failed

Engine installation failed

Engine installation failed

Custom Engine installation failed

Engine installation failed

Communication possible disconnected

Communication possible disconnected

No valid node status found

No result for DLP lookup

Engine capabilities unreachable

Engine leak

Engine leak
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Message ID

3126

3127

3128

3133

3136

3140

3141

3142

3143

3185

3186

3188

3195

3196

3197

3198

3199

3201

v4.17.3

Message description

Invalid DLP engine preferences found

Invalid DLP engine preferences defaults found

Invalid DLP engine preferences schema found

No valid node status found

Database error: finalizing statistics

Can't process shared resource file

Can't transfer file, data channel is not open

Can't transfer file, no result from node

Resource file sharing response error

Error reading quarantine file

Error sending data to agent, request log from customer

Error transferring file

Sandbox scheduling error

Error in quarantine database

Error in quarantine database

Invalid result from sandbox engine

Invalid result from sandbox engine

Invalid result from sandbox engine
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Message ID Message description

3205 Sending scan requests failed
3206 Sending scan requests failed
3207 Sending scan requests failed
3208 Invalid sandbox result

3209 Invalid sandbox result

3210 Invalid result from sandbox engine
3211 Sending scan requests failed
3214 Invalid sandbox result

3215 Invalid sandbox result

3216 Invalid result from sandbox engine
3218 Database error: sandbox

3219 Database error: sandbox

3221 Error while wal file truncating

3223 Database error: sandbox

3224 Database error: sandbox

3225 Database error: sandbox

3226 Database error: sandbox

3227 Database error: sandbox

v4.17.3 168



Message ID Message description

3228 Database error: sandbox

3229 Database error: sandbox

3230 Database error: sandbox

3231 Database error: sandbox

3232 Database error: sandbox

3233 Database error: sandbox

3234 Database error: sandbox

3235 Database error: sandbox

3236 Database error: sandbox

3237 Database error: sandbox

3238 Database error: sandbox

3239 Database error: sandbox

3240 Database error: sandbox

3257 An error occurred while generating package
3259 Package generation is already in progress
3260 Package generation is already in progress
3261 Error while generating package

3264 Source type is unknown
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Message ID

3267

3268

3269

3273

3274

3275

3276

3277

3288

3289

3291

3303

3305

3307

3311

3313

3315

3317

v4.17.3

Message description

Can't extract zip source

Http source is not a zip

Can't open package descriptor for writing

No status for node found

No Yara engine found on node

No result received

Database error: sources query.

Database error: issues query

Expiration field is not a proper date

License is expired

Expiration field is present but it is not a timestamp

EngineManager: RPC message received, but has no sender

EngineManager: RPC executor not found, sending back to caller

EngineManager: RPC caller not found, result orphaned

Engine failed to call remote procedure call

Remote procedure call timed out

Engine called RPC, but an error happened

Engine: There is no active engine to send RPC message to
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Message ID

3326

3330

3331

3333

3336

3338

3339

3340

3341

3342

3343

3344

3345

3346

3347

3348

3349

3350

v4.17.3

Message description

Cloud scheduling error

Error in quarantine database

Error in quarantine database

Database error:

Error while wal file truncating

Database error:

Database error:

Database error:

Database error:

Database error:

Database error:

Database error:

Database error:

Database error:

Database error:

Database error:

Database error:

Database error:

cloud

cloud

cloud

cloud

cloud

cloud

cloud

cloud

cloud

cloud

cloud

cloud

cloud

cloud
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Message ID

3351

3352

3353

3354

3357

3358

3359

3360

3363

3365

3367

3368

3370

3373

3378

3379

3380

3414
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Message description

Database error: cloud

Database error: cloud

Database error: cloud

Database error: cloud

Sending scan requests failed

Sending scan requests failed

Sending scan requests failed

Invalid result from cloud engine

Sending scan requests failed

No cloud engine can be found in Core's engine set

No cloud engine is running on the node

Invalid result from cloud engine

Failed to initialize the product

Ignition file processing failed

Failed to finish welcome wizard

Welcome wizard user not found

Failed to remove welcome wizard user

Probably incorrect db state
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Message ID

3415

3454

3461

3467

3473

3474

3475

3476

3477

3479

3480

3481

3482

3483

3484

3485

3486

3487

v4.17.3

Message description

Probably incorrect db state

An error occured after data was transfered to node

Engine capabilities unreachable

Database error: product query failed

No respond from agent

Installing database resulted in error

Engine: There is no passive engine

Engine: There is no active engine to deactivate

Engine: Engine is already deactivated

Error in updating custom engine, engine with id not found

Error in updating custom engine, engine with id not found

Error in updating custom engine, engine with id is active

Installing database resulted in error

Removing custom engine db folder failed

Error installing database

Error installing database, preupdate custom engine failed

Error installing database, unable to copy descriptor file

Error installing database, unable to copy database files
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Message ID Message description

3488 Error installing database, postupdate custom engine failed
3490 Error in updating custom engine, engine with id not found
3494 Node couldn't create resources folder in given timeout
3500 Error validating user. Current server time is wrong.

3501 User validation error: Missing token data

3502 User validation error: Token data has expired

3503 Failed to remove reset password token from database
3506 Failed to validate user belonging to a disabled directory
3507 Non-local users are not allowed to login by token

3508 User validation error

3510 Error updating password

3515 Email sending error

3517 Email sending error

3519 Invalid login token

3523 Can't login mail server with the configuration

3524 Can't connect to mail server with the configuration

3525 Exception during closing connection to mail server

3526 Database error: get batched requests with status is in progress
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Message ID

35632

3534

3535

3536

35637

3539

3541

3542

3543

3544

3545

3546

3547

3549

3551

3552

3553

3554
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Message description

Engine process is killed when timed out

Can't find watermarked file

File was still open when started reading from another

Can't open watermarked file

Error adding data to dlp file

Error finalizing file

Error occurred adding file to dIp storage

Error removing file from dlp storage

Error removing file from dlp storage

Error reading watermarked file content

Downloading watermarked file aborted

Could not create dIp database

Error opening dip db

Error in dlp storage

Error in dlp storage

Error in dlp database

Error in dip database

Error in dlp database
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Message ID Message description

3555 No such file to remove

3556 Error in dlp database

3559 Warning, could not remove file

3560 Error deleting file details

3561 Error in dlp database

3562 Error in dlp database

3563 Error checking if file with data id is present

3565 Error in dlp database

3566 Error querying watermarked files rowid

3567 Error querying watermarked files

3568 Error during cleanup

3571 Error adding file to dIp storage

3572 Error adding data chunk to dlp file

3573 Error receiving file data, removing file from dlp storage
3575 Engine capabilities unreachable

3576 Engine leak

3580 Error adding new watermarked file to dlp storage
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3.8 Security settings on web console

® 3.8.1 Enabling HTTPS
® 3.8.2 Session timeout

® 3.8.3 Password Policy

3.8.1 Enabling HTTPS

MetaDefender Core supports accessing Web Ul and REST interface via HTTPS. This feature is
not enabled by default. There are two ways to enable the feature:

® via Management Console or

® modifying MetaDefender Core server configuration via configuration files.

® If HTTPS is configured via both ways, only the settings made on Management
Console will take effect. It is highly recommended not to use both configuration files
and user interface for HTTPS settings at the same time.

Enabling HTTPS via Management Console

1. Go to Settings—Security page

QPSWAT. () Help Center X LOCAL/admin LOGOUT

: Dashboard .
Securit [ svesmes |

(@ Process

N HTTPS Configuration
&r)  Policy

CERTIFICATE

There are no available certifications,
Please go to Inventory / Certificates

Inventory

Settings

Session Configuration

ABSOLUTE SESSION TIMEOUT
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2. If there's no certificate-key pair added to the inventory, please go to
Inventory—Certificates page and add one that is desired to use for securing HTTP
connections.

OPSWAT.

Dashboard
Process
Policy
Inventory

Settings

Update S

DataR

License Expiration
9

(3
@

Help Center

Security

HTTPS Configuration
ENABLE HTTPS CONNECTION

CERTIFICATE

Session Configuration

ABSOLUTE SESSION TIMEOUT

€5 NOT MANAGED 19 LOCAL/admin

LoGOUT

3. Tick Enable HTTPS connection checkbox and choose a certificate-key pair.
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QPSWAT. (D Help Center 2 Locavadmin LOGOUT

Securty

HTTPS Configuration

ENABLE HTTPS CONNEGTION

CERTIFICATE

Settings

CertForHTTPS

Session Configuration
ABSOLUTE SESSION TIMEQUT
User sessio engt in minutes: Sessions will be invalid after the given time regardiess of the user activity (0 = no limit)

Security

0

4. As clicking on Save settings, you will be warned that Management Console is going to be
restarted and this will take some time.

Save security settings

Are you sure you want to save Security Configuration?
Please note that by submitting changes, the management console will be restarted
and will not be accessible for about 30 seconds.

SAVE CANCEL

5. Approximately 30 seconds after confirming saving of configuration the Management
Console will be reloaded via HTTPS.
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Enabling HTTPS via configuration files

First create your certificate and key files in convenient directory. Let us take paths as an
example / et ¢/ onet ascan/ ngi nx. d/ your . crt and/ et ¢/ omet ascan/ ngi nx. d/ your.
key for Linux and C: / Progr am Fi | es/ OPSWAT/ Met adef ender Cor e/ ngi nx/ your. crt
and C. / Program Fi | es/ OPSWAT/ Met adef ender Cor e/ ngi nx/ your . key for Windows
accordingly.

On Linux

1. Create file ssl . conf in the directory / et ¢/ omet ascan/ ngi nx. d

2. Enter SSL-configuration according to Nginx. To allow simple SSL one needs to add the
following lines only:

ssl on;
ssl _certificate /etc/onmetascan/ ngi nx.d/your.crt;
ssl _certificate_key /etc/ometascan/ ngi nx.d/ your. key;

3. Service restart is required to take these changes into effect.

On Windows

1. Create file ssl . conf in the directory <l nstal | ati on Di rect ory>\ ngi nx.

2. Enter SSL-configuration according to Nginx. To allow simple SSL one needs to add the
following lines only (note the forward "/" slashes)

ssl on;

ssl _certificate "C./Program Fil es/ OPSWAT/ Met adef ender Core
/ ngi nx/your.crt";

ssl _certificate_key "C./Program Fil es/ OPSWAT/ Met adef ender

Cor e/ ngi nx/ your . key";

3. Arestart of the “OPSWAT Metadefender Core” service is required.

@ "\n' sequences in paths

Using the standard Windows path separator backslash '\' may give unexpected results
if directory or file names start with 'n'. The reason is that the sequence "\n' is
interpreted as a new line by nginx.
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For example the following directive

ssl _certificate "C: \Program Fil es\ OPSWAT\ Met adef ender
Central mgmt \ ngi nx\your.crt";

will appear at nginx as

ssl _certificate "C \Program Fi | es\ OPSWAT\ Met adef ender
Central ngm
gi nx\your.crt";

As a workaround instead of backslash '\' use

1. Forward slash /' or

2. Double backslash "\\'.

Note that certificate and key files are to provided by the user who can store them whenever it is
convenient. Please adjust the paths accordingly.

Note: When choosing location for cert and key files, make sure the files are in a location which
is readable to the service user.

For more SSL-options please consult Nginx documentation.

3.8.2 Session timeout

User sessions can be terminated regardless of user activity. Under the Settings menu, on the
Security page, a timeout value can be given in minutes, in order to limit the length of a user
session. After the given time elapsed, the user session will be terminated even if it is during an
operation.
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QPSWAT. (%) Help Center [F  Local/admin LOGOUT

Dashboard

Securty

HTTPS Configuration

Process

Policy

CERTIFICATE
Inventory

There are no available certifications
Please go to Inventory / Certificates.

Settings
Upda = Session Configuration

ABSOLUTE SESSION TIMEOUT
Data

License Expiration

3.8.3 Password Policy

Local users' password can be enforced to meet requirements set by administrators, which
includes following constraints:

® Enforce password policy:

® Determines the number of unique new passwords that must be associated with a
user account before an old password can be reused

® Range: [0-24]
® Default: O (to disable enforcement)
® Minimum password length:
® The least number of characters that can make up a password for a user account
® Range: [0-8]
® Default: 0 (to disable enforcement)
® Password must meet complexity requirements:

® Determines whether passwords must meet a series of guidelines that are
considered important for a strong password:

® Default: unchecked
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At least 1 uppercase letter of European languages (A through Z)

At least 1 lowercase letter of European languages (a through z)

At least 1 base 10 digits (0 through 9)

At least 1 non-alphanumeric characters (special characters): (~!@#$%"&*_-+="|(){}
[I:"<>,.2N)

O P S \/\!/—\T (@ Help Center I LOCAL/admin LOGOUT

Dashboard

Security
Process

HTTPS Configuration

Policies

CERTIFICATE

There are no available certifications.
Please go to Inventory / Certificates

Inventory

Setlings

Update Settings Session Configuration

) ABSOLUTE SESSION TIMEQUT
Data Retention

Security
User Management
License

Configuration Password Policy

Password ENFORCE PASSWORD HISTORY @ | 0
Email Configuration
MINIMUM PASSWORD LENGTH @ | 0

PASSWORD MUST MEET COMPLEXITY REQUIREMENTS ©

4.16.0

License Expiration
2026-12-31

3.9. Configuring proxy settings

How can | set proxy server for the product

Linux
Set variables ht t ps_pr oxy in file / et ¢/ def aul t / omet ascan

Restart onet ascan service to take effect
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Windows

Under Windows use the netsh tool to set the proxy, e.g.: net sh wi nhttp set proxy
<ADDRESS>

In some cases setting the proxy with netsh is not sufficient. In that case set the proxy by
starting Internet Explorer with SYSTEM rights and configure the proxy in the settings. To do this
please follow this article.

® You might need to configure Windows proxy to bypass local addresses if you can't
access Web Management Console from the host itself. Consult netsh documentation
for additional configuration options.

3.10. External Scanners And Post Actions

Under Inventory menu it is possible to configure custom External Scanners and custom Post
Actions.

For both these options we must enter two fields:
® a unique name (maximum 16 character ASCII only text)

® afull path to your executable/interpreter, that will be called by the processing node
Inventory
Whitelist

Modes

Scan Engines

Post Actions

External Scanners

Certificates

External Scanners

External Scanners are handled as scan engines from product side but are not updatable
through the product.
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Specification for external scanner process
® INPUT

® on standard input it gets the currently available scan result JSON without the
extracted_files field

® as last argument on the command line it gets the absolute path for the file to scan

¢ OUTPUT

® if everything goes well return value must be 0, non-zero return value indicates this

scanner Failed.

® scan result must be put on standard output in JSON format with the following
fields

® def_time: the definition time of this scanner in milliseconds since epoch
that will be displayed by Metadefender Core V4

® scan_result_i: the scan verdict for the file, see https://onlinehelp.opswat.
com/corev3/Description_of Scan_Results.html

® threat_found: the found threat's description if any

® |f any of the above fields is missing or invalid, the result will automatically
be Failed for this scanner

® Number of External Scanners is a separately licensed feature. If you plan to use this
feature please contact your OPSWAT reseller.

Example for a Custom Scanner
NAME

ExtScn_01

SCANNMNER

/usr/bin/custom_engine —-log-level debug

Example input for a Custom Scanner

{
"data_id": "091c07fe6203479983682f 3bh4a491eeb"”,
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"file_info": {
"di spl ay_nane": "archive. zi p",
"file_ size": 2123967,
"file type": "application\/zip",
"file_type_description": "ZI P conpressed archive"
"md5": "ec8fa3c2897c0956f 0e9ed5c092310b9",
"shal": "0027fc18ed97063387bca9c518a02a6f aba85c38"
"sha256": "4fb0083cd3cd966817clee4df a3f 02519d05ecalb57c2bf 71109
d3bd69acebd41"”,
"upl oad_ti mestanmp": "2017-04-27T13: 05: 20. 435Z"

},
"process_info": {
"bl ocked_reason": "Infected",
"file_type_skipped_scan": fal se,
"post _processing": {
"actions failed": "",
"actions_ran": "",
"converted destination": "",
"converted to": "",
"copy_nove_destination": ""
1
"profile": "File scan",
"progress_percentage": 100,
"result": "Bl ocked"
"user_agent": "webscan"
1

"scan_results": {
"data_id": "091c07fe6203479983682f 3b4a491eeb",
"progress_percentage": 100,
"scan_all _result_a": "Infected"
"scan_all _result _i": 1,
"scan_details": {
"damav': {
"def _time": "2017-04-27T06:59: 21. 000Z",
"l ocation": "local"
"scan_result _i": 1,
"scan_time": 51
"threat _found": "Wn. Trojan. Troj an- 1082 FOUND"

}

}
"start_time": "2017-04-27T13:05: 20.471Z2",

"total _avs": 1,
"total tine": 1444

}

"vul nerability_ info": {}
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Example valid output of a Custom Scanner

{

"def time": 1491288912392,
"scan_result _i": O,
"threat found": ""

}

Example scan result where External Scanner found the file to be clean

"scan_results": {
"data_id": "091c07fe6203479983682f 3b4a491eeb"”,
"progress_percentage": 100,
"scan_all _result_a": "Infected",
"scan_all _result _i": 1,
"scan_details": {
"damVv': {
"def time": "2017-04-27T06:59:21. 000Z",
"l ocation": "local",
"scan_result _i": 1,
"scan_tinme": 51,
"threat found": "Wn. Trojan. Troj an- 1082 FOUND"

},
"Ext Scn_01": {
"def time": "2017-02-27T05:19:11.000Z",
"location": "local",
"scan result _i": O,
"scan_time": 10,
"threat found": ""
}

1
"start_time": "2017-04-27T13:05: 20.471Z2",

"total _avs": 1,
"total tine": 1444

Post Actions

Post Actions run after the scan of the file for any post functionality such as copying the file etc...
Specification for post action process

® INPUT
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® on standard input it gets the currently available scan result JSON without the
extracted_files field

® as last argument on the command line it gets the absolute path for the file

® OUTPUT

® if everything goes well return value must be 0, non-zero return value indicates this
action Failed.

Adding a Post Action is the same as in case of an External Scanner. The only difference is in
the result handling.

All executed Post Action's result will be on the process_info.post_processing object of the
scan result JSON. If the return value

of an action is zero it will be shown in the actions_ran field, if the return value of the action is
non-zero then it will be listed in the actions_failed field.

Example of a Post Action

Add new post action

NAME

Pst_Act_O

ACTION

/home/admin/scripts/copy_if_infected —log-level WARNING

The scan result JSON if the Post Action returns 0

"process_info": {

"bl ocked_reason": "Infected",

"file type_skipped_scan": false,

"post _processing": {
"actions _failed": "",
"actions_ran": "Pst_Act_01",
"converted destination": "",
"converted to": "",
"copy_nove_destination": ""

}

rofile": "File scan",
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"progress_percentage": 100,
"result”: "Bl ocked",
"user_agent": "webscan"

} L]
The scan result JSON if the Post Action returns non-zero

"process_info": {
"bl ocked_reason": "Infected",
"file_ type_skipped_scan": false,
"post _processing": {
"actions _failed": "Pst_Act 01 failed",
"actions_ran": "",
"converted destination": "",

"converted to": ,
"copy_nove_destination":

}

rofile": "File scan",
"progress_percentage": 100,
"result": "Bl ocked",
"user _agent": "webscan"

3.11. Yara rule sources

Under Inventory/Modules menu it is possible to configure custom Yara sources.
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Modules UPLOAD PACKAGE UPDATE ALL
Last update: an hour ago \ Next update: in 3 hours | Edit Update Settings
MODULE LAST UPDATE ACTIVITY ENGINE DATABASE ENABLED
Metascan 8 hours ago 2/4 processing engines are active v
DeepCDR © 5 days ago Active on 1/1 node 5.4.31617 5.1.1 [ @)
Utilities 5 days ago 3/3 engines are active -~
ENGINE NAME PLATFORM NODES ENGINE DATABASE
FileType Microsoft Windows 5.2.7-431 5.2.7-431 o
Archive engine Microsoft Windows 5.2.6-452 5.2.6-452 [ @]
Yara Microsoft Windows 3.8.1-64 3.8.1-84 ~
SOURCE SOURCE TYPE LAST UPDATE Add source Generate package
No sources added.

To add new source, click on Add new source button. You can specify the type of the source,
and the URL itself. The product supports 2 type of Yara sources: network source (HTTP
/HTTPS) and local directory. A network source must be a zip file. The content of the zip file will
be used by the Yara engine. As a local directory, you can set a local path on the computer. This
path must point to a directory. A copy of this directory will be used by the Yara engine.
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Add new source

SOURCE TYPE

Local directory

SOURCE

CANCEL

To generate a package, click on the Generate package button. This will start the process, and
the start time will be shown next to the buttons. Next to the sources, you can enable or disable
the sources. Disabled sources will not be used when generating the next package.

Sources can be modified by clicking the row, and removed by clicking the trash icon on the
right side of the rows.

Please note that the included Yara modules are the following:
® Magic
® Hash
® Dotnet
® Macho
® Dex
® Cuckoo
® Androguard

For more details, check Yara modules documentation.
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3.12. Configuring mail settings

Users with administrator privilege on MetaDefender Core are allowed to setup email
configurations for SMTP in order to enable password recovery feature (please check 3.1.1.

Password Recovery).

O P S V\,F\T (?) Help Center

EB Dashboard

Email Configuration

Process

Policies .
Server conﬁgu ration

Inventory SERVER HOST

Settings

CONNECTION TYPE AUTH METHOD
Update Settings

TCP - AUTH PLAIN -
Data Retention
Security
User Management User authentication
. EMAIL

License
Configuration
Password USERNAME
Email Configuration

PASSWORD

€5 NOT MANAGED [X LOCAL/1 LOGOUT

SERVER PORT

0

Server configuration
Properties Description

SERVER HOST SMTP server host

SERVER PORT  SMTP server port

v4.17.3

Option

IP address / Domain all
accepted

Some default common ports:
® 25(TCP)
® 465 (SSL)
® 587 (TLS)
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Properties Description

CONNECTION Specify type of connection between
TYPE MetaDefender Core and SMTP
server

AUTH METHOD  Specify the authorization protocol
connecting to SMTP server

User authentication

Properties Description

EMAIL Email address

USERNAME Username for SMTP authentication

PASSWORD Password for SMTP authentication

TCP (Unsecured email
transmission protocol)

SSL (Secured email
transmission protocol)

TLS (Secured email
transmission protocol)

AUTH PLAIN
AUTH LOGIN (preferred)

Please make sure to hit "SAVE SETTINGS" button once configuration is done.

Otherwise "CLEAR SETTINGS" button once hit will clear up all mail settings on the page.
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4. Process files with MetaDefender Core

There are several ways to scan files with MetaDefender Core:
® Process Files via REST API

® Process Files via Web Interface

Process Files via REST API

The MetaDefender Core server also provides a REST API to interface with the application.
To process a file even the user interface uses this API.

Chunked transfer encoding is not supported to upload files for processing.
All the responses from the server are in JSON format for easy parsing.

For more information on how to use the REST API please check our developer guide.

Process Files via Web Interface

Once you open your browser and go to the MetaDefender Core server's URL the public file
processing interface will be displayed.

OPSWAT =1

MetaDefender Core

PROCESS

APPLY WORKFLOW RULE @ SELECT A FILE

File process A SELECT FILE

FILE PASSWORD L2

Visit onlinehelp. opswat.com for the additional knowledge base

and www.opswat.com for more product news

© 2002-2019 OPSWAT, Inc. All rights reserved
Documentation - Privacy Policy

Scan
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Choose what to process and how

There are two option fields in the middle of the page. Next to them there is the PROCESS FILE
button. With the leftmost option you can select between the available workflows for the public
file processing.

These workflows are determined by the MetaDefender Core administrators, so it is possible
that only one workflow will be available for public scanning, or even none.

The next option is where you choose the file to scan. Click on the SELECT A FILE button and
browse to the file to be scanned.
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5. Deep CDR (Data Sanitization)

On processing result Ul, users can have more insights on sanitization outcome returned by
Deep CDR engine (under DEEP CDR DETAILS tab), this feature has been introduced since
MetaDefender Core v4.15.0. For integration via REST API, please check Forensic Info.

To learn more about Deep CDR technology on MetaDefender Core, please check the Deep
CDR user guide.

PROCESS NEW FILE
[ recursive_multiple_level xlsx | pownwosn processep arcive |
File Allowed Show reason « UPLOADED SCANNED
" Workflow Rule applied: MetaDefender Email Security 2019-07-04 07-:43:19 GMT+7 2019-07-04 07-43:19 GMT+7
FILE TYPE FILE SIZE
SCANNING ENGINES Microsoft Excel Workbook 4376 KB
MD3 )
3d641d141c31fb2eldfatbdial7e2f7h6 CORY
SHA1 D
66220363a560bd0219ccd511f4020a263d=5afB3 CORY
SHAZ56 D
FILE-BASED VULNERARILITY ASSESSMENT ffh66cbbf1f1ch2e127dde3e1 b8 5427501 42334731 JdectBaft] d64d08h .. CORY
[&] ORIGINAL FILE 4] EXTRACTED FILES
METASCAN DEEP CDR DETAILS
ACTION OBJECT COUNT FILENAME DESCRIPTION
] Remoaved CDE 2
| Removed external sheet 1
~ Sanitized DOCX file Microsoft_Weord_Document.docx Processed successfully.
" Sanitized image 1
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6. Proactive DLP

® Proactive DLP requires separate licensing for MetaDefender to enable this module.

With Proactive DLP module, MetaDefender can detect and then block or prevent and then
allow data transferring between networks. Here are the details functions for each approach you
have chosen.

Detect and then block approach

® Detect Sensitive Information

Prevent and then allow approach

® Redact Sensitive Information
® Watermark Image
® Remove Metadata
System requirement:
® Microsoft Visual C++ 2017 Redistributable Package

® NET Framework 4.5 or newer

6.1 Detect sensitive information

The main feature of the Proactive DLP engine is to detect and block sensitive data in files,
including credit card numbers and social security numbers. The engine supports a wide range
of file types, including Microsoft Office documents and PDF.

Sensitive Data
® Social Security Number (SSN)
® Credit Card Number (CCN)
® |Pv4

® Classless Inter-Domain Routing (CIDR)
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Any specific data pattern using the regular expression

Note: Defining so simple regexes is not the recommended way to use this engine,

For example: \d , \w. Because most documents contain many numbers, so the
complexity and time needed to scan are going to be increased a lot when you define
something so simple. Turning redaction on with this regex would cause even worse

performance.

Certainty score

Certainty score is defined by the relevance of the given hit in its context . It is calculated based

on multiple factors such as the number of digits, Bank Identification Number (BIN) lookup,

context ...

SSN Certainty levels
® High
® Medium
® Low
CCN/IPv4/ CIDR Certainty levels
® Very High
® High
® Medium
® Low

® Very Low

Supported File Types

Text and Documents

v4.17.3

Ansi Text (*.txt)

ASCII Text

CSV (Comma-separated values) (*.csv)

Microsoft Excel for Mac 2.2, 3, 4, 5, 98, 2001, X, 2004, 2008, 2011
Microsoft Excel for Windows 2, 3, 4, 5

Microsoft Excel 95, 97, 2000, XP, 2003, 2007, 2010, 2013, 2016 (*.xls)
Microsoft Excel Office Open XML 2007, 2010, 2013, and 2016 (*.xlsx)

Microsoft PowerPoint 3, 4, 95, 97, 98, 2000, 2001, 2002, 2003, 2004, 2007, 2008, 2010,

2011, 2013, 2016 (*.ppt)
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® Microsoft PowerPoint Office Open XML 2007, 2010, 2013, and 2016 (*.pptx)
® Microsoft Rich Text Format (*.rtf)

® Microsoft Word for DOS 1, 2, 3, 4, 5, 6 (*.doc)

® Microsoft Word for Mac 1, 3, 4, 5, 6, 98, 2001, X, 2004, 2008, 2011

® Microsoft Word for Windows 1, 2, 6 (*.doc)

® Microsoft Word 95, 97, 98, 2000, 2002, 2003, 2007, 2010, 2013, 2016 (*.doc)
® Microsoft Word 2003 XML (*.xml)

® Microsoft Word Office Open XML 2007, 2010, 2013, 2016 (*.docx)

® OpenOffice/LibreOffice versions 1, 2, 3, 4, and 5 documents, spreadsheets, and
presentations (*.sxc, *.sxd, *.sxi, *.sxw, *.sxg, *.stc, *.sti, *.stw, *.stm, *.odt, *.ott, *.odg, *.
otg, *.odp, *.otp, *.ods, *.ots, *.odf) (includes OASIS Open Document Format for Office
Applications)

® PDF files (*.pdf), note: Encrypted PDF files cannot be indexed, unless the PDF file can
be opened without a password and the PDF file permissions allow for text extraction.

® PDF Portfolio files (*.pdf), including embedded non-PDF documents.
® Unicode (UCS16, Mac or Windows byte order, or UTF-8)
® XML (*.xml)

Email, HTML
® EML (emails saved by Outlook Express) (*.eml)
® MSG (emails saved by Outlook), including attachments (*.msg)
® Eudora MBX message files (*.mbx)

® HTML (*.htm, *.html)

Media (Metadata check only)
® Adobe Photoshop images (*.psd)
® ASF media files (*.asf)
¢ JPEG (*.jpg)
® MP3 (*.mp3)
® TIFF (*.tif)
® WMA media files (*.wma)

® WMV video files (*.wmv)
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Optical Character Recognition (OCR)

OCR is a commonly-used technology to recognize text inside images. It examines the text of
the documents and converts the characters into code that can be used for data processing.
Proactive DLP now can utilize this technology to detect and redact sensitive information.

Supported file type:
® Portable Document Format (PDF)

Supported language:
® English

To enable OCR:

Policies > Workflow rules > "Workflow name" > Proactive DLP > Optical character recognition
(OCR)

PROACTIVE DLP

ENABLE PROACTIVEDLP @ C REVERT TO DEFAULT

OUTPUT FILENAME FORMAT

${original basename|long}_proactive-dip-processed_by_OPSWAT_MetaDefender_3{dataid}.${original extension}

CERTAINTY THRESHOLD

Low -

TIMEOUT FOR PROACTIVE DLP ANALYSIS [IN MINUTES] €

3

DETECTION

OPTICAL CHARACTER RECOGNITION (OCR) @

DETECT SSN

REDACT
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Example output:

Hey I want to send you my credit card information to enable you to use it for payments.

Here goes the front side.

13 9890 7018
e 03/20
JUAN OAKMAN

The actual numbers are: 4532 8613 9890 7018

Original document

System requirement:

Hey I want to send you my credit card information to enable you to use it for payments.

Here goes the front side.

o 93120
JUAN OAKMAN

The actual numbers are: [l [N 1N T

Redacted document

® CPU must support AVX2 and SSE4.1 instruction set

Vectors can affect the accuracy
® | ow contrast documents
® Documents with small text

® Documents with blurry images

® Colored paper or background in documents

® Handwritten text

® Unusual or script-type fonts

Sample regular expressions

Name Description

Email The regex matches on any
email.
For example:

® jwhite@domain.com

® aborden@gmail.com

v4.17.3

Regular Expression

(2: 7\ s) [\ W #$%& *+/ =27 {| }~-]
(V. 2[\ W #SUR *+/ =27 { |} ~-14)
*@wH . -] 2\ W\ L [a-zA-Z] {2, 3}\ b
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Name

U.S. Phone
Number

U.S. Address

v4.17.3

Description Regular Expression

® jmunsch@hotmail.fr

® gwatson@hotmail.co.
uk

The regex matches on

email with a specific (2: M\ S) [\ W #S9& *+/ =27 [} ~-]
domain. (V20 \ W #$9R *+/ =27 { |}~ H*@
For example: cofpany. com

® jwhite@company.
com

The regex matches on a U.

S. Phone number. (2: (2:\+21[-.\s]) 2\ (2\ d{3}\) ?
For example: [-.\s])?2\d{3}[-.\s]\d{4}(?:\s
(?:x|#| [eE]lxt[.]?|[eE]
® Local: 754-3010 xtension){1} 2\d{1,7})?\b
® Domestic: (541) 754-
3010

® |nternational: +1-541-
754-3010

® Dialed in the U.S.: 1-
541-754-3010

® With extension
number:

® (541) 754-
3010 x350

® (541) 754-
3010 Ext. 350

® (541) 754-
3010
Extension 350

The regex matches on a full
U.S. Address.

For example: Z] {2}\s\d{5}\Db

\d{1,5}(\s[\w.,]*){1, 6}, \S[A
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Name

Full name

U.S. Driver
license
number

U.S. Bank
Account
number

v4.17.3

Description

® 1775 Washington St,
Hanover, MA 02339

® 350 E Fairmount Ave,
Lakewood, NY
14750

The regex matches on a
string that contains “Full
name* keyword and 2 or 3
words.

For example:

® Full name: Lisa
garrison Simpson

The regex matches on a
State Driver's license
number.

For example:
® California: A1234567

® Texas: 1234567 or
12345678

® Florida:
A123456789123

The regex matches on a
string that contains the
“Bank Account Number*
keyword and an 8 to 17
digits number.

For example:

Regular Expression

Ful |

\t]*[A-Z]?[a-2z] ) ?[ \t]*[A-Z]

name: \s[A-Z][a-z] +(?: [

[a-z]+\Db

California:

\b[ A-Za-z] {1} [ 0- 9] {7}\ b

Texas:

\b[0-9]{7, 8}\b

Florida:

\b[A-Z] {1}[0-9]{12}\b

Bank Account Nunber\W\d{8, 17}

\'b
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Name

U.S. Passport
number

Date of Birth

v4.17.3

Description

® Bank Account
Number: 12345678

® Bank Account
Number
12345678901234567

The regex matches on a
string that contains a
Passport related keyword
and a 9 digits number.

For example:

® Passport Number:
123456789

® Passport No.
123456789

The regex matches on a
date with the YYYY/MM/DD
format and a "Date of birth:"
or "Birthday:" prefix (Year
min: 1900, Year max:
2020).

For example:

® Date of birth: 1900/12
/01

® Date of birth:
2019.01.25

® Birthday: 2099-10-30

The regex matches on a
date with the DD/MM/YYYY
format and a "Date of birth:"
or "Birthday:" prefix (Year
min: 1900, Year max:
2020).

Regular Expression

(Passport Nunber| Passport

No| Passport

#| Passport #| Passport | D| Passpor
t no| passport nunber )\ W\ d{9}\b

(Date of birth:|Birthday:)\s+
(?:19\d{2}]|20[01][0-9]]| 2020)[ -
[.1(?2:0[1-9]1]1[012])[-/.1(?:0[
1-9]|[12][0-9]|3[01])\b

(Date of birth:|Birthday:)\s+
(?:0[1-9]|[12][0-9]|3[01])[-
[.1(?2:0[1-9]]1[012])[-/.](?: 19
\d{2}|20[01][0-9]]2020)\b
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Name Description Regular Expression

For example:

® Date of birth: 12/01
/1900

® Date of birth:
01.12.2019

® Birthday: 10-10-2099

The regex matches on a

date with the MMIDDIYYYY bt e of birth: | Birthday:)\s+

format and a "Date of birth:" (?2:0[1-9]|1[012])[-/.](?: 0[1-9
or "Birthday:" prefix (Year 11122][0-913[01])[-/.]1(?:19\d
min: 1900, Year max: {2} 20[01][0-9]]2020)\b

2020).

For example:

® Date of birth: 12/01
/1900

® Date of birth:
01.25.2019

® Birthday: 10-30-2099

6.2 Redact sensitive information

When sensitive data is detected it is very important to prevent access to this information by an
unauthorized person. For this problem, the solution is to redact this sensitive information.
Redaction helps hide private information like CCN, SSN. This information will be covered while
the structure of the document remains.

Supported File Types
® Portable Document Format (PDF)
® Microsoft Office Word (DOC/DOCX)
® Microsoft Office Excel (XLS/XLSX)

v4.17.3 205



Supported Sensitive Information
® Social Security Number (SSN)
® Credit Card Number (CCN)
® |Pv4

Classless Inter-Domain Routing (CIDR)

® Custom regular expression

To set redaction

® Policies > Workflow rules > "Workflow name" > Proactive DLP
OPSWAT. @ Help center X Locauadmin LosouT

Dashboard Modify Rule
Workflow Rules Management R

Process

ARCHIVE  SCAN PROACTIVE DLP
NAME
Policies
Kiosk B4 EnABLE PROACTIVEDLP @ C REVERT TO DEFAULT
‘Workflow rules
MetaDefender Vault OUTPUT FILENAME FORMAT

MietaDefender Email Gateway Securty ${original basenamellong)_proactive-dp-processed_by OPSWAT MetaDefender_${dataid).${original.extens

Security zones

MetaDefender Email Gateway Security without Deep CDR CERTAINTY THRESHOLD

Inventory File process > Low v

File process without archive

Settings

B2 DETECTION C REVERT TO DEFAULT
B4 oetecTssn
B2 reoact

REDACT BASED ON CERTAINTY @ C' REVERT TO DEFAULT

High -

B2 DETECTCON C REVERT TO DEFAULT
B2 reoact

REDACT BASED ON CERTAINTY @ C' REVERT TO DEFAULT

Very High -

Sample redacted file

® Following sample does not represent an actual person.
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Credit Card Authorization Form
One-Time & Repeat Gifts

CARDHOLDER INFORMATION

Name: Brandon Patterson

Billing Street Address:_7134 Glenridge Road

Street Address (cont.):

City:_Mahwah State: NJ Postal Code: 07430
Country: U.S. Email I
Address:

Direct Telephone: ( ) -

GIFT INFORMATION

Fund Name or Gift Purpose: Give a gift to my son

x | authorize a one-time charge against my credit card for the follow amount $_500.0

o | authorize a recurring charge against my credit card for the following amount

CREDIT CARD INFORMATION

Credit Card Type: o MasterCard X Visa 0 American Express o Discover Card

Number: I

Expiration Month: 5 Expiration Year: 2020

Cardholder Signature X Date 5 /21_/2019____

Security Code: 783
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6.3 Remove metadata

Most of the files have some kind of metadata which could contain sensitive information like the
author, GPS coordination, etc. which can expose the organizations to risk. Proactive DLP can
remove metadata contained within the file.

Supported File Types
® Images: JPG, PNG, TIFF, GIF

To set remove metadata

® Policies > Workflow rules > "Workflow name" > Proactive DLP
OPSWAT. @ Help cente & Locavadmin

Dashboard Modify Rule
Workflow Rules Management
Hpceas B REDACT C REVERT TO DEFAULT
NAME REDACT BASED ON CERTAINTY C' REVERT TO DEFAULT
Policies @ C REVERT TO DEFAULI
Kiosk Very High M
Workflow rules
MetaDefender Vault
Workflow templates CONTEXT @ C REVERT TO DEFAULT
MetaDefender Email Gateway Security
Security zones B
MetaDefender Email Gateway Security without Deep CDR
Inventory File process > B cHECK FOR REGULAR EXPRESSIONS ' REVERT TO DEFAULT
File process without archive REGEXES C REVERT TO DEFAULT

Settings

NO FILTER HAS BEEN CREATED VET.

ADD ROW

u ADD WATERMARK TO PROCESSED IMAGES @ C REVERT TO DEFAULT
TEXT WATERMARK @ C' REVERT TO DEFAULT
${datetime)_hugy

EA FAIL PROAGTIVE DLP OVERALL RESULT IF WATERMARK PROGESSING DOES

C REVERT TO DEFAULT
NOT SUCCEED °

B REMOVE METADATA FROM PROCESSED IMAGES @ C REVERT TO DEFAULT

Sample Exif info before and after processing
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Property
Description

Tite

Subject

Rating

Tags

Comments
Origin

Authors

Date taken

Program name

Date acquired

Copyright
Image

Image ID

Dimensions

Widith

Haight

Honzontal resolution

GPS info

General Securty Details Pravious Versions

Value

President secret location
President secret location

John Alexander
6/10/2019 514 PM

960 x 640
960 pixels
540 pixels
96 dpi

36. 6, 48.3600000000005839
115; 10; 20 729353333361

6.4 Watermark files

Nowadays, data leak becomes more and more popular, once the data went outside the

General Security Details Previous Versions

Property
Description

Tithe

Subject

Rating

Tags

Comments
Origin

Authors

Date taken

Program name

Date acquired

Copynght
Image

Image ID

Dimensions

Width

Height

Honzontal resolution

Warhe al reasnbdbon

Bemove Propemes and Per

Value

960 x 640
960 pxels
640 pxels
96 dpe
96 dru

sonal informaton

organization, there is no way to track who caused the leak. Adding watermark to sensitive data
is one of the solutions.

Supported File Types

* JPEG
° TIFF
° PNG
° GIF
° PDF

v4.17.3
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To set watermark

Policies > Workflow rules > "Workflow name" > Proactive DLP

OPSWAT. @ Help Center X' Locavadmin Locot

Modify Rule
Workflow Rules Management RO

B3 reoact

REDACT BASED ON CERTAINTY @

NAME
Kiosk
Medium v
MetaDefender Vault

MetaDefender Email Gateway Security CONTEXT @

MetaDefender Email Gateway Security without Deep CDR

File process ’ CHECK FOR REGULAR EXPRESSIONS

File process without archive REGEXES

NO FILTER HAS BEEN CREATED VET.

n ADD WATERMARK TO PROCESSED FILES @ C REVERT TO DEFAULT
WATERMARK TEXT @ C REVERT TO DEFAULT
${client_ip}_${user_name}
n FAIL PROACTIVE DLP OVERALL RESULT IF WATERMARK PROCESSING DOES NOT
SUCCEED

REMOVE METADATA FROM PROCESSED IMAGES @

The "TEXT WATERMARK" field supports the following variables:

${user}: Username who submitted file (if any), we have this info on database but haven't
exposed yet

${client_ip}: Client IP address (version 4) where the file submission comes from
${filetime|epoch} : Unix/Epoch timestamp (e.g. 1561729083296) of file submission time

${filetime|full} : Full format timestamp of file submission time (28 06 2019 01:38:03 PM
uTC)

${filetime|short} : Short format timestamp (e.g. 28/06/2019) of file submission time

${dataid} - this string identifies a file processing and can be used to retrieve results of
processing

${original.basename} - name of the file to be processed, without file extension
${original.extension} - extension of the file to be processed

${converted.extension} - extension based on the target file type, for now, it is the same
as ${original.extension}

From MetaDefender Core 4.16.3, you can define variables in metadata in the process file api
and retrieve them for the "TEXT WATERMARK". For example:

metadata: {"client_ip":"10.0.1.100","user_name":"john"}

TEXT WATERMARK: ${ client_ip } ${ user_name}

v4.17.3
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Sample output
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7. Operating MetaDefender Core

® 7.1. Dashboard
® 7.2. Inventory Management
® 7.3. Regular Maintenance

® 7.4 Import/Export configuration

7.1. Dashboard

MetaDefender Core provides a Web-based user interface (default port is 8008) that gives a

general overview of MetaDefender Core status and allows you to configure its options.

Note that the default refresh rate of displayed information is 1 minute.

Dashboard Jul02 2018 (18:08)-Jul 032019 (18:09) | 24k | 2d  7d
THREATS THREATS PROACTIVE DLP i} FILE-BASED
DETECTED PREVENTED VULNERABILITY

Proactive DLP engine is not active, ASSESSMENT
O 48 . 6 k Please check status DETECTED
Engine is not active,
Please check status
Last 24 hours Last 24 hours Last 24 hours Last 24 hours
METASCAN MULTI- & DEEP CDR FILE L] OTHER ENGINES L] SYSTEM LOAD
SCANNING TYPES
o)
2/2 45/77 3/3 0%
Ccurrent Ccurrent Current Current
OBJECTS PROCESSING PROCESSING STATUS
160000 |
140000 |
120000 1 Allowed and
100000 Sanitized
Allowed and
20000 Mot
Sanitized
60000
I Blocked
40000
20000
0
PP SIS OS S OSSFFNFERIANS
Last 24 hours Last 24 hours

30d Refresh-30 secs

OBJECTS PROCESSED

1.3M

Last 24 hours

PROCESSING NODES

1/1

Current

THREATS DETECTED

Last 24 hours

Failed
Exceeded

I Archive

Timeout

~
=

Dashboard overview

Overview page

The Overview page shows information on

v4.17.3
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® Number of threats detected

® Number of files sanitized

® Number of detected vulnerabilities

® Total number of files processed

® Average load of all nodes

® Number of active anti-virus engines against total number of AV engines
® The proportion of used and usable Data Sanitization file types

® Number of known CVEs and file hashes in the vulnerability database

® The proportion of used and usable non-AV engines (external scanners, filetype an
archive engines)

® Number of connected nodes

® Number of scanned objects in the last 30 days

® Statistics on number of processed files in time (line chart)
® Statistics on processing results (two doughnut charts)

Both the default refresh rate (default is 1 minute) and the span of time displayed (24 hourss)
can be changed.

Processing history

The Scan History page shows information on all scans made on the MetaDefender Core.

OPSWAT. () Help Center €5 NOT MANAGED 2 Locavsadmin LOGOUT
Dashboard
Processing History o setios £ refresn a cLeanuP EXPORT TOSTIX n
Overview
Processing History
Filter by resuit All - Filter by action: Al A Filter by username:
Quarantine
RESULT FILENAME RULE SOURCE USERNAME DURATL.. @  STARTTIME
No Threat Detected test.docx Fileproce.. 1 2719 ms 2019-09-1020:51:49
LOCAL/ad -
@ No Threat Detected testfile.htm! Fileproce.. 1 AL 228ms 2019-09-1015:29:50
(&) Process min
l’{ﬂ Policies No Threat Detected OPSWAT Server End User License Agree.. File proce... o :‘T_C"E”L"ad 2204 ms 2019-09-1015:17:55
S] inventory No Threat Detected test pdf File proce. . 2618 ms 2019-09-1009:51:11
. Password Protected assword d File pr . LOCAL/ad 202 2019-09-10 09:50:42
@ Settings Document password.docx ile proce... o min ms 9-09- : 51
No Threat Detected test.pdf File proce... 11 60963 ms 2019-09-0915:18:53

If an archive was scanned, its details popup will include tabs for the original files scan details
and also a list with the results of the contained files.
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PROCESS NEW FILE
ProcessMonitor.zip
| DOWNLOAD PROCESSED ARCHIVE |
UPLOADED SCANNED
2019-09-11 16:31:54 GMT+7 2019-09-11 16:31:54 GMT+7
FILETYPE FILE SIZE
SCANNING ENGINES 0 / 4 ZIP Archive 1.1 MB
MD5 |
SANITIZED ,:E..', 2d5632d0ac7378c6c13392334c242bb1 COPY
SHA1 [D
PROACTIVE DLP 802a53532cc958842900e148db5350d209 197312 COPY
SHA256 ]
FILE-BASED VULNERABILITY ASSESSMENT 3alce2971654468a470d8b4e0f5f163a428ddab7bi0ead7blcef 504362ch04dd COPY
[ EXTRACTED FILES
FILES (1 - 3 SHOWN OF 3) RESULT
Procmon.exe Mo Threat Detected
procmen.chm Mo Threat Detected
Eula.txt No Threat Detected
n > | om SHOW 20 ~ | perpages

On the Processing history page you can also search for:
® MD5, SHA1, SHA256 hashes

® File name (and you can limit search result for a specific scan result, and for specific
username who submitted files)

There is an option to export scan history in CSV or STIX format. For the export, the scan history
filters will be applied. The user can export STIX file by clicking on STIX export button. In
addition to set scan history filters, STIX file will contain only blocked scans. After the desired
time range selected, the download will be started by clicking on the OK button. CSV file is
accessible by clicking on the CSV export button, and pressing OK after the desired time range
selected.

Quarantine

The Quarantine page shows all scanned files which are copied to the quarantine. Each of them
can be pinned to avoid removal on cleaning up. Also comments can be written to each
quarantined file. Quarantine log can be searched for comment, file name and source of the
scan request.

Update history

The Update history shows information on every update package related event.
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On the Update history page you can also search for engine name, package type or message
content. Also you can filter the list for severity.

7.2. Inventory Management

Metadefender Core displays detailed information on scan nodes and the status of engine
updates including anti-malware engines, archive engines, etc.

® Certificates
® Modules
® Nodes

® Skip by hash

Certificates

On this page, path to certificates and private keys for signing scan batches or HTTPS
configuration can be given.

® (Certificate should be in a Base64-encoded X.509 certificate file (.crt, .cer)
format.

® Private key should be a privacy-enhanced electronic mail file (.pem) format and
it should not be locked by password.

Adding certificate-key pair to the inventory

1. Go to Inventory—Certificates page

2. Click on Add new certificate button
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OPSWAT. (@ Help Center % NOT MANAGED L LocAUadmin LOGOUT

Dashboard

Certfcates oo

NAME CERTIFICATE PATH PRIVATE KEY PATH

Process

Policy

There are no available certificates.

Inventory

Ext

Certificates

3. Fill the Add new certificate form by giving a name, a path to certificate file and a path to
the corresponding key file

OPSWAT. @ Help Center S5 NOT MANAGED L LocAUzdmin LOGOUT

Dashboard ] Add new certificate
Certificates
NAME
NAME Cert1

Policy

CERTIFICATE PATH

Inventory
/etc/ometascan/certs/server.crt

PRIVATE KEY PATH

/etc/ometascan/certs/server.key

Engines

Certificates

Settings

4.10.0

4. Click Add button
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O P S VV/—\_I, (@) Help Center f,\. LOCAL/admin LOGOUT

Dashboard

Certfcates oo |

NAME CERTIFICATE PATH PRIVATE KEY PATH
Policy
Certl /etc/ometascan/certs/server.crt /etc/ometascan/certs/server.key o &S mw

Inventory

Certificates

Settings

4.10.0

License Expiration

Checking the details of a certificate

By clicking the line of the certificate, the "Certificate viewer" pops up and shows the details of
the certificate.

OPSWAT. @ Help Center L LocAL/admin LOGOUT

Dashboard Certificate viewer
Certificates
Process .
Details
Policy HARE Issuers C=HU, ST=Veszprem, L=Veszprem S , Cl
¥ Subject C=HU, ST=Veszprem, L=Veszprem, 'SWAT, OU=PM, CN=JiM
Certl > Fingerprint 8:db:88:dc:e4:c2:63:43:d3:e6:7c:46:81:fb:e1:21:9e:3e:e2:3d
Inventory Validity B
Not before 2017-06-30 16:36 GMT+2
Not after 2025-09-16 16:36 GMT+2
Version 1
Serial number afb9:2a:25:85:d1:f5:29

File information

Certificate path fetc/ometascan/certs/server.crt
Private key path fetc/ometascan/certs/server.key

ense Expiration CLOSE

Modifying the name or the paths of a certification

Hover the mouse cursor over the line that is to be modified and click on the pen picto. The
Modify certificate modal pops up and the fields can be edited.
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OQPSWAT.

Dashboard

Policy

Inventory

The certificate file and the key file should be readable by the user who owns the

(® Help Center 5 NOT MANAGED Al LOCAL/admin

) Modify certificate
Certificates

NAME

NAME Cert1

Cert1 >
CERTIFICATE PATH

/etc/ometascan/certs/server.crt

PRIVATE KEY PATH

/etc/ometascan/certs/server.key

KN =

LoGouT

ometascan process.

Modules

Engine type details

Under the Modules menu all the installed engines are listed with their details such as

® Type of engine. Possible types are

Anti-malware engine

Archive engine

Data Loss Prevention engine
Data sanitization engine
Filetype detection engine
Utility engine

Vulnerability detection engine

® Elapsed time since last update

® Proportion of active and non-active engines of a particular type

® Engine version

v4.17.3
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® Version of database the engine is currently using

® Engine status (Active/Non-Active)

OPSWAT. @ Help Cente % NOT MANAGED & Locauadmin LoGOUT
Dashboard
Modules UPLOAD PACKAGE UPDATE ALL
Process
Last update: an hour ago | Next update: in 3 hours \ Edit Update Settings
Policies
MODULE LAST UPDATE ACTIVITY ENGINE DATABASE ENABLED
Inventory
Metascan 8 hours ago 2/4 processing engines are active v
Modules
Skip by Hash DeepCDR @ 5 days ago Active on 1/1 node 5431617 5.1.1 [ o)
Nodes
Proactive DLP @ 4 days ago Active on 1/1 node 1.03-155 06/30/2019 [ @]
Post Actions
Threat Intelligence 5 days ago Active on 1/1 node 1.0112 1.0-12 [ @]
File-Based Vulnerability N - i R 1561980579
Assessment 2 days ago Active on 1/1 node 4.2.416.0-89 1562011012 (staging) [ o]
Settings
Utilities 5days ago 3/3 engines are active ~
ENGINE NAME PLATFORM NODES ENGINE DATABASE
FileType Microsoft Windows 5.2.7-431 5.2.7-431 [ @)
Archive engine Microsoft Windows 5.2.6-452 5.2.6-452 [ @)
Yara Microsoft Windows 3.8.1-64 3.8.1-84 v @
4.16.0
License Expiration
2026-12-31

Engines can be disabled (and re-enabled afterwards) by clicking on the switch at the end of the
line that belongs to that particular engine. When an engine is disabled neither the engine nor
the corresponding database package is updated and it will be removed from every node.

Pin & Unpin engines (for auto-update prevention)

Engine and its database can be pinned to prevent it from being applied new updates when you
allow auto update on Core. To pin it, just mouse over desired engine / database, and there you
will see a "pin" icon
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QPSWAT. (@ Help Center 19 LOCAL/admin LOGOUT

Dashboard

Modules

Auto update turned off \ Edit Update Settings

Process

Policies
MODULE LAST UPDATE ACTIVITY ENGINE DATABASE ENABLED
Inveniory
Metascan 2 days ago 10/12 processing engines are active A~
Modules
Skip by Hash ENGINE NAME PLATFORM NODES ENGINE DATABASE
Nodes Ahnlab Microsoft Windows X 3.431(11912)-51 1564745160 (2 days) [ o)
R Avira Microsoft Windows 1:4.0-89 1564592203 (5 days) [ @]
Extemal Scanners
Xiemal Seanner Bitdefender Microsoft Windows 11.0.1.12-65 1564733100 (2 days) o)
ClamAV Microsoft Windows 0.100.1-82 1564734060 (2 days) [ @)
201908021111 (
Settings Cyren Microsoft Windows 6.2.0-39 2 days) k [ @)
ESET Microsoft Windows 1462 (20150625)-25 1564704000 (3 days) [ o]
K7 Microsoft Windows 12.8.0.1-41 1564738920 (2 days) [ o)

When pinned successfully, you are supposed to see a pin icon right next to that affected item
indicating that:

QPSWAT. () Help Cente €5 NOT MANAGED zS LOCAL/admin LOGOUT
Dashboard
Modules
Process
Auto update turned off | Edit Update Settings
Policies
MODULE LAST UPDATE ACTIVITY ENGINE DATABASE ENABLED
Inventory
Metascan 2 days ago 10/12 processing engines are active A
Modules
Skip by Hash ENGINE NAME PLATFORM NODES ENGINE DATABASE
3.4.31(11912)-51
i 0 ’ )
Ahnlab Microsoft Windows (pinned) 1564745160 (2 days) [ @]
Avira Microsoft Windows 410.0-89 1564502203 (5 days) [ @]
Bitdefender Microsoft Windows 11.0.1.12-65 1564733100 (2 days) o
ClamAV Microsoft Windows 0.100.1-82 1564734060 (2 days) o
el 201908021111
o P - 9 (
Cyren Microsoft Windows 6.2.0-39 2 days) o
ESET Microsoft Windows 1462 (20150625)-25 1564704000 (3 days) [ @]

Some notes:
® You can pin engine and database individually on same engine

® When pinned, that means no auto update can be applied on that part (engine /
database), even when user triggers "Update All" button

To allow applying auto update back, just click on pinned icon again.
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Manual updates

To manually trigger update of scan engine and database packages, click on the Update now
button.

To provide engine or database packages on your own, select the Upload package option.

Upload update packages

Please select packages and corresponding descriptor files downloaded by the Offline Downloader Utility then press START UPLOAD
to initiate upload and update process

ARCHIVE PACKAGE DESCRIPTOR

CANCEL SELECT FILES

Upload packages

The package should be a ZIP and the descriptor YML file, which can be downloaded with the
Update Downloader. Multiple files can be selected.

® Engine or database versions that have ever been used on a system won't be accepted
as updates.

Configuring engines

Some engines can be configured by using Advanced Engine Configuration. Hover mouse
pointer over the line related to the engine to be configured and then click on that line, then hit
Settings. The edit page is displayed.
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Deep CDR

Engine Configuration

GENERAL CONFIGURATION ©

INCLUDE SANITIZATION DETAILS €
INCLUDE PROCESSED OBJECTS @

IMAGE MEMORY LIMIT (MB) €

3072

NUMEBER OF IMAGE PROCESSING THREADS @

PDF CONFIGURATION @

REMOVE MACRO @
REMOVE EMBEDDED OBJECT @

REMOVE HYPERLINK €

Remove hyperlink annotations only

CLOSE

Details

Revert to default

Choose your desired configurations and click Save Settings, then Close.
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Available options

Scan engine

ClamAV

Avira

ESET

v4.17.3

Configuration

[engine]
heuristic_scan=1
extract_archive=0
max_file_size=0
max_scan_size=0
enable_pup_scan=0
deep_scan=0
enable pcre=0

[engine]
heuristic_scan=1
extract_archive=0
detect_all_types=1
enable_pup_scan=1

Note

max_file_size: Setting it too high may result in
severe damage to the system. Make sure you
have enough free memory. Setting to 0 to
disable this limit.

max_scan_size: The maximum amount of data
to scan for each container file. Certain files (e.
g. documents, archives, etc.) may contain
other files inside. This options ensure safe
processing of this kind of data. Setting it too
high may result in severe damage to the
system. Make sure you have enough free
memory. Setting to 0 to disable this limit.

deep_scan:

0 - Do not scan the whole file if it is a big file
1 - Scan full file, it may take significantly higher
time

enable_pcre : only available on the Linux
version, enable this configuration will increase
the detection rate but may affect performance

heuristic_scan:

0 - Disable heuristic detection.

1 - Lazy heuristic detection. This is the lowest
possible mode, detection is not very good, but
the false positives number will be low.

2 - Normal heuristic detection.

3 - High heuristic detection. This is the highest
possible mode, but the false positives number
will be high.

enable_pup_scan: only available on Windows
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Scan engine

Ahnlab

BitDefender

CYREN

QuickHeal

VirIT
eXplorer

TotalDefense

F-Prot

v4.17.3

Configuration Note

[engine]
heuristic_scan=1
extract_archive=0
enable_pup_scan=1

[engine] enable_pup_scan: only available on Windows
extract_archive=0

enable cloud _scan=0

enable_pup_scan=0

[engine]
extract_archive=0

[engine]
extract_archive=0
enable_pup_scan=0

[engine]
heuristic_scan=0
extract_archive=0
enable pup_scan=0

[engine]
extract_archive=0
enable pup_scan=1

[engine]
heuristic_scan=1
extract_archive=0
enable cloud _scan=0

[engine] heuristic_scan:
heuristic_scan=3
extract_archive=0

0 - No heuristics.

1 - Minimal heuristics - almost no FP chance.
2 - Standard setting.

3 - Higher detection and more FP.

4 - Even higher detection and even more FP.
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Scan engine

Ikarus

K7

TACHYON

Emsisoft

Kaspersky

VirusBlokAda

Zillya

Antiy

McAfee

v4.17.3

Configuration Note

[engine]
extract_archive=0

[engine]
heuristic_scan=0
extract_archive=0

[engine]
heuristic_scan=1
extract_archive=0

[engine] extract_archive will not work if
heuristic_scan=1 enable_bd_module is disabled
extract_archive=0

max_file_size=104857600

enable_bd_module=1

[engine] heuristic_scan:
heuristic_scan=1
extract_archive=0

0 - Disable heuristic analysis.

1 - Enable light heuristic analysis.

2 - Enable medium heuristic analysis.
3 - Enable deep heuristic analysis.

No configuration

[engine] load_extended_daabase: engine will load a
heuristic_scan=0 larger database

extract_archive=0
load_extended_database=1

0 - faster initialization, but lower detection rate
1 - higher detection rate, but initialization takes
longer (default)

[engine] deep_scan:
extract_archive=0
heuristic_scan=0
deep_scan =1

0 - lower memory usage
1 - default; high detection rate, but a bit slower
and more resources usage
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Scan engine

NanoAV

NETGATE

Sophos

Aegislab

ByteHero

Filseclab

Lavasoft

STOPzilla

Symantec

v4.17.3

Configuration

[engine]
heuristic_scan=1
extract_archive=0

[engine]
extract_archive=0
heuristic_scan=1

No configuration
[engine]

heuristic_scan=1
extract_archive=0

enable_pup_scan=1

[engine]
extract_archive=0

enable_cloud_scan=0

[engine]
extract_archive=0

[engine]
heuristic_scan=1
extract_archive=0

[engine]
extract_archive=0

[engine]
extract_archive=0

Note

heuristic_scan:

0 - Disable heuristic analysis.

1 - basic mode (default).

2 - static mode (MVM).

3 - dynamic mode (MVM).
4 - full mode (MVM).

5 - use advanced heuristic.
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Scan engine

Systweak

Huorong

Comodo

Trend Micro
and Trend
Micro House
Call

Xvirus
RocketCyber

CrowdStrike
Falcon ML

Windows
Defender

Microsoft
Security
Essentials

®

Configuration

[engine]
server=127.0.0.1:1344
heuristic_scan=1

extract_archive=0

[engine]
extract_archive=0

[engine]
extract_archive=0

[engine]
heuristic_scan=1

extract_archive=0

[engine]
enable pup_scan=0

No configuration

No configuration

No configuration

No configuration

No configuration

Note

should not change server value, it's the ip and

host where Symantec service is running.

® Values in the table are default values

® |f there is no special note, available values are 0 and 1

v4.17.3
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® After applying new configuration, need to wait for 30s-60s for engine reloading
® nProtect was renamed to TACHYON from 6/20/2018

® Cloud scan feature (enable_cloud_scan) only sends file signatures to AV
servers to analyze

Nodes

Under the Nodes menu the connected nodes are listed with the following information:

v4.17.3

Address of the node

Actual load of the node

Number of CPU cores of the node

Free disk space on the node

Total memory of the node

Version of installed Metadefender Core

Operating system with version (and distribution) information

Number of active engines / number of installed engines on the node (including archive
and filetype engines)

Status of the node
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QPSWAT. (3 Help Center & Local/admin LOGOUT

Dashboard
Process Nodes

Process

ACTUAL CPU FREE TOTAL

Policies ADDRESS | '\ RES DISK MEMoRy  NODEVERSION 0s INSTALLED ENGINES STATUS
SPACE
Inventory Microsoft Windows
localhost 100% 4 93.27GB 15.99 GB 4.16.0 Server 2016 11/11

Modules Datacenter

Skip by Hash

Certificates

Settings

Information

When clicking on an node a window pops up showing different tabs corresponding to different
properties.

On top left corner of this window the status, address, operating system and version information
can be seen.

On top right corner a visual confirmation about engines with a pie chart is shown.
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Q P S \/\"I‘-\T f?) Help Center €5 NOT MANAGED 19 LOCAL/admin LoGouT
oo ;
g3 T Node details
Process Nodes
Process STATUS The node is operational
ADDRESS localhost
” apReEss  ACTUAL INSTALLED l
Policies 0AD ENGINES 0s Microsoft Windows Server 2016 Datacenter ENGINES
VERSION 416.0
localhost ~ 44% o> | i
Inventory
Modules
MODULES
Skip by Hash
MODULE TYPE VERSION DATABASE QCTW
Post
Archive
o Archive 5.2.6-452 52.6-452
Exten s engine
Certificates 1562160240
Ahnlab Anti-Malware 34.31(11912)-51 (upto date)
L 1562148551
Avira Anti-Malware 4.10.0-89 (2 days )
1562140980
Clamav Anti-Malware 0.100.1-82 (up to date )
DLP Proactive DLP 1.0.3-155 06/30/2019
Dat
ata Deep COR 5431617 511
sanitization
) 1562112000
4.16.0
License Expiration CLOSE
2026-12-31

Information pop-up

Issues
On the Issues tab the issues of node and engines are shown.

To solve typical issues related to node issues visit page Possible Issues on Nodes.

Engines

On the Engines tab information of engines such as name, type and version of engine is shown.

Hardware info

The last tab shows hardware information such as number of used cores, total memory and free
disk space.

Skip by hash

This page contains three lists which belong to similar but different features. Note that rules
listed in these there features are globally applied, not per workflow.

: Skip engines

® Adding a hash to the Skip engines list
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®  Whitelist

® Blacklist

Skip by hash

Skip engines

On this page, users can define rules on what files should be skipped by what engines. That is,
a file with the given hash will not be processed by the listed engines.

QPSWAT. (@) Help Center Yy LOCAL/admin LOGOUT

Dashboard

Skip by Hash a

Show only: SKIP ENGINES WHITELIST BLACKLIST

(&) Process

%) Policy
Skip engines v
Inventory
HASH ENGINES COMMENT
et 69630e4574ec6798239b091cda43dcal ClamAV pseudo virus
Skip by Hash
d3a0d8a53b6b2a241c141a8405¢ca767¢0100dcdd ESET, Bitdefender afile
Nodes
Whitelist >
Blacklist >

Skip engines

Adding a hash to the Skip engines list

On the Skip by Hash page click the "Add to list" button on the top right. "Add to list" page
appears. Hash and at least one engine are mandatory to give, comment is optional. Hash can
be either MD5, SHA1 or SHA256. After giving the necessary information and choosing the
"Skip engines" action, click on the Add button.

v4.17.3 231



OPSWAT. @ Help Center §5 NOT MANAGED X' Locavadmin LOGOUT
E”% Dashboard i Add to IISt
Skip by Hash
I’;"I Process LiASH
Skip engines v+
®  Policy HASH
69630e4574ec6798239b091 cda43dcal ACTION
Inventory
d3a0d8a53b6h2a241¢141a84050a767c0100dcdd O swpencines WHITELIST BLACKLIST
- ENGINES
Whitelist >
- %
Blacklist >

COMMENT

O} Settings

- B

Adding a hash to the Skip engines list

Whitelist

Files whose hashes listed here will be globally whitelisted, so they won't be processed in any
workflow and will be allowed.

Blacklist

Files whose hashes listed here will be globally blacklisted, so they won't be processed in any
workflow and will be blocked.

7.3. Regular Maintenance

Checking for Upgrades

Metadefender Core checks for available database updates and scan engine updates for the
installed anti-malware engines on a regular basis. To manually update a scan engine or its
database, click on the update now button or the upload package link on the Inventory >
Engines page.

Checking Engines / Databases Health

Metadefender Core regularly checks for available database updates and scan engine updates
for the installed anti-malware engines. Both database and engine upgrades are based on a
mechanism that checks for authenticity of the origin of the upgrade package. If the authenticity
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is confirmed, the upgrade package is downloaded. As an extra stability measure each
downloaded upgrade package is tested locally to ensure that it is functioning properly. Only
after successful testing will the upgrade package be distributed among Metadefender Core
nodes.

7.4 Import/Export configuration

MetaDefender Core current configuration can be exported or a new one can be imported under
the Settings > Configuration page.

QPSWAT. (@) Help Cente IX LOCAL/admin LOGOUT

Dashboard .
Configuration

Process

Export
Policies
Settings Im port

Update Settings

Data Retention
Security

User Management

License

Configuration

Password

Email Configuration

4.16.0

License Expiration
2026-12-31

Configuration import/export

Export

Click the export button to download the JSON file containing the current configuration.This
JSON file will contain the whole configuration about security zones, analysis workflows, security
rules.
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Import

The importable file must be a valid JSON file and it should contain all the necessary fields,
otherwise the MetaDefender Core will reject it.
After the successful import, the new configuration will replace the old one. You can check it

under the policy page.

Note

If the imported configuration is the same as the active configuration, the MetaDefender Core
will reject it. This is the expected behavior.
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8. MetaDefender Core Developer Guide

How to Interact with MetaDefender Core using REST

Beginning with MetaDefender Core 4.x, OPSWAT recommends using the JSON-based REST

API.

The available methods are documented below.

File scan process

1.

Upload a file to scan (POST to /file resource), then receive data_id from response: (Scan
File)
Note: The performance depends on:

® number of nodes (scaling)

® number of engines per node

® type of file to be scanned

® Metadefender Core and nodes' hardware

Fetch the result with previously received data_id (GET from /file/{data_id resource) until
scan result belonging to data_id doesn't reach the 100 percent progress_percentage: (
8.1.3.2. Fetch processing result)

Note: Too many data_id requests can reduce performance. It is enough to just check
every few hundred milliseconds.

Retrieve the scan results anytime after the scan is completed with hash for files (md5,
sha1, sha256). (The hash can be found in the scan results) (8.1.3.2. Fetch processing
result)

OPSWAT provides some sample codes on GitHub to make it easier to understand
how the MetaDefender REST API works.

8.1. MetaDefender API

v4.17.3

8.1.1. Sessions

8.1.2. Licensing
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https://github.com/OPSWAT

® 8.1.3. Processing files

® 8.1.4. Processing files in batch

® 8.1.5. Download Sanitized Files

® 8.1.6. Vulnerability Info In Processing Result
® 8.1.7. Skip by hash

® 8.1.8. Get version of components

® 8.1.9. Configuration related APls

® 8.1.10. Yara

® 8.1.11. Webhooks

8.1.1. Sessions
® 8.1.1.1. Login / Create a Session

® 8.1.1.2. Logout / Destroy a Session

8.1.1.1. Login / Create a Session

Initiate a new session for using protected REST APls.

Request Value
Method POST
URL /login

Request body:

JSON path Type Required Value

user string true user name
password string true user password
Example:
"password": "admin",
"user": "adm n"
}
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Successful response
HTTP status code: 200

Response contains the session_id

"session_id"': "a5dd6114dbdl14a3b8f 4577b7b54e6b0a"

Error response

Invalid user information

HTTP status code: 403

err "Failed to | ogin"

Unexpected event on server

HTTP status code: 500

err "<error nmessage>"

Note: Check Metadefender Core server logs for more information.

8.1.1.2. Logout / Destroy a Session

Destroy session for not using protected REST APIs.

Request Value
Method POST

URL /logout

v4.17.3
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Request HTTP header parameters:

name type required value

apikey string true Session id, can be acquired by Login / Create a Session

Successful response

HTTP status code: 200

"response": "Logout success"

Error response

Invalid user information

HTTP status code: 403

"err": "Access deni ed"

HTTP status code: 400

"err": "lLogout error"

Unexpected event on server

HTTP status code: 500

err "<error nessage>"
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Note: Check Metadefender Core server logs for more information.

8.1.2. Licensing
® 8.1.2.1. Activate License Online
® 8.1.2.2. Uploading License Key File

® 8.1.2.3. Get Current License Information

8.1.2.1. Activate License Online

This APl initiates an online activation of the deployment.

Request Value
Method POST
URL /admin/license/activation

Request HTTP header parameters:

name type required value
apikey string true Session id, can be acquired by 8.1.1.1. Login / Create a Session

Request body:

JSON path Type Required Value

activationKey  string true activation key
quantity number true maximum node count this instance allows to connect
comment string false description to help identify this deployment later
Example:
{
"activationKey": "XXXX-XXXX-XXXX-XXXX= XXXX= XXXX- XXXX",
"quantity": "1",
"comrent": "Core server 001 for Kiosks"
}
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Successful response
HTTP status code: 200

Response contains

"success": true

Error response

Invalid user information

HTTP status code: 403

err "Access deni ed"

HTTP status code: 400

"error": "<error nessage>"

Unexpected event on server

HTTP status code: 500

err "<error nessage>"

Note: Check Metadefender Core server logs for more information.

8.1.2.2. Uploading License Key File

Uploading a license file to the Metadefender Core.

v4.17.3
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There are two ways two obtain a license key file:
® via https://portal.opswat.com/activation portal

® via activation server REST API: https://activation.dl.opswat.com/activation?key=
<activation key>&deployment=<deployment unique ID>&quantity=<quantity>
Deployment unique ID can be fetched via 8.1.2.3. Get Current License Information API.

Request Value

Method POST

URL /admin/license

Request HTTP header parameters:

name type required value

apikey string true Session id, can be acquired by Login / Create a Session

Request body contains a license file

Successful response
HTTP status code: 200

Response contains

"success": true

Error response

Invalid user information

HTTP status code: 403

err "Access deni ed"
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HTTP status code: 400

"err": "lInvalid |icense"

Unexpected event on server

HTTP status code: 500

err "<error nessage>"

Note: Check Metadefender Core server logs for more information.

8.1.2.3. Get Current License Information

Fetch all details about the licensing status of the product.

Request Value
Method GET
URL /admin/license

Request HTTP header parameters:

name type required value

apikey string true Session id, can be acquired by 8.1.1.1. Login / Create a Session

Successful response
HTTP status code: 200

If a valid license found:

"days_left": 3731,
"depl oynent": "MSCLOO000000000000000000000000000000",
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"expiration": "09/30/2026",

"l'icensed_engi nes": "*",
"lI'icensed_to": "OPSWAT, Inc.",
"max_node_count": "10",

"online activated": true,
"product _id": "MSCL-4-unlimted",
"product _nane": "Metadefender Core 5 Linux"

If no valid license found:

"depl oynent _id": "MSCLOO000000000000000000000000000000"

If no valid license, but activation key found:

"depl oynent _id": "MSCLOO0O00000000000000000000000000000",
"reactivate": true

Error response

Invalid user information

HTTP status code: 403

err "Access deni ed"

Unexpected event on server

HTTP status code: 500

err "<error nessage>"
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Note: Check Metadefender Core server logs for more information.

8.1.3. Processing files

® 8.1.3.1. Process a file

8.1.3.1. Process a file

8.1.3.2. Fetch processing result

8.1.3.3. Processing results

8.1.3.4. Cancel a file processing

8.1.3.5. Fetching available processing rules

Scanning a file using a specified workflow.

Scan is done asynchronously and each scan request is tracked by data id of which result can
be retrieved by API 8.1.3.2. Fetch processing result.

Chunked transfer encoding (applying header Transfer-Encoding: Chunked) is not supported on
[file API.

Request Value

Method POST

URL

Request HTTP header parameters:

ffile

name type

apikey string
filename string
filepath string

user_agent string

rule

v4.17.3

string

required value

false

false

false

false

false

Session id, can be acquired by 8.1.1.1. Login
/ Create a Session

name of file

if local file scan is enabled the path to the file
(see Security rule configuration)

client identification string
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name type required

workflow string false

archivepwd  string false

metadata string (JSON format) false

callbackurl false
v4.17.3

value

name of the selected rule (see 8.1.3.5.
Fetching available processing rules)

name of the selected workflow (deprecated,
use "rule" header parameter instead)

password for archive ( URL encoded UTF-8
string)

Multiple passwords is also supported, format:
archivepwd<X>

® X: Could be empty

® When having value, X must be a
number >= 1

For example:
archivepwd1: "fox"
archivepwd?2: "cow"

archivepwd3: "bear"

could be utilized for:

® Additional parameter for pre-defined
post actions and external scanners (as
a part of STDIN input).

® Customized macro variable for
watermarking text (Proactive DLP
engine feature).

® Additional context / verbose
information for each file submission
(appended into JSON response scan
result).

For example: {"client_ip":"10.0.1.100","
custom_para":"ABC"}
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name type required value

string ( Client's URL where MetaDefender Core will
<protocol://><ip | notify scan result back to whenever scan is
domain>:<port>< finished (webhooks model). See details at
/path>) 8.1.11.1. Individual file processing

For example: http://10.0.1.100:8081
/listenback

Request body should contain the the content to be scanned.

Successful response

HTTP status code: 200

"data_id": "61dffeaa728844adbf 49eb090e4ecele”

Error response

Internal error

HTTP status code: 500

err": "Failed to request scan. Try again later."

Scan queue is full

HTTP status code: 503

err": "Server is too busy. Try again |later."
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API key is invalid (only applicable when apikey header is sent)

HTTP status code: 400

"err": "lnvalid apikey given."

Callback URL is invalid (only applicable when callbackurl header is sent)

HTTP status code: 400

"err": "Callback url is invalid."

Body input is empty
HTTP status code: 422

"err": "File is enpty"

Content-Length header is missing from the request
HTTP status code: 411

"err": "Mssing Content-Length header"”

Unexpected event on server

HTTP status code: 500

v4.17.3
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err "<error nessage>"

Note: Check Metadefender Core server logs for more information.

8.1.3.2. Fetch processing result
® 8.1.3.2.1. Webhook mechanism
® 8.1.3.2.2. Polling mechanism
® 8.1.3.2.2.1. Archive file result (all child files in one response)

® 8.1.3.2.2.2. Archive file result (pagination fashion)

8.1.3.2.1. Webhook mechanism

Retrieving Analysis Reports Using Webhook

By providing a callbackurl header in the File submission request, once the analysis is complete,
the entire analysis report will be automatically send to the callbackurl. No need for additional
calls or polling mechanism to retrieve the analysis reports.

For more details, see:
® 8.1.3.1. Process a file

® 8.1.11. Webhooks

8.1.3.2.2. Polling mechanism

Retrieve Processing Results Using Data ID

Analysis is done asynchronously and each analysis request is tracked by a data ID. Initiating
file analysis and retrieving the results need to be done using two separate API calls. This
request needs to be made multiple times until the analysis is complete. Analysis completion
can be traced using “process_info.progress_percentage” value from the response.

Request Value
Method GET

URL ffile/{data_id} or /process/{data_id}
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Retrieve Processing Results Using Hash

Request Value
Method GET

URL /hash/{md5|sha1|sha256 hash}

Request HTTP header parameters

name type required value

rule string false the name is the desired rule to query for (see 8.1.3.5. Fetching
available processing rules)

apikey string false User's session id, if 8.1.3.1. Process a file has API key sent, then
API key is required for fetching

The retrieved result is always the most recent for the processed item, if rule is set then it will
be the most recent under the given rule.

Successful response

HTTP status code: 200

{
"data_id": "810labae27be4d63859c55d9e0ed0135",
"dlp_info": {
“certainty": "Hi gh",
"errors": {

},
"filenane":. "OPSWAT_Proactive DLP_CCN proactive-dl p-
processed by OPSWAT Met aDef ender 810l1abae27be4d63859¢c55d9e0ed0135
. pdf ",
"hits": {
"cen": |
"di splay_nane": "Credit Card Nunber",
"hits": [
{
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"after": "123 Cherry Lane st.",
"before": "Card Nunber",
"certainty": "Very Hi gh",
"certainty_score": 100,

"hit": " XOOXKKXXKKKXX1938"

"i sRedacted": true,

"severity": O

}
]
b,
"ssn": {
"di spl ay_nane": "Social Security Nunmber",
"hits": [
{
"after": "",
"before": "Social Security Nunmber:",
"certainty": "Hi gh",
"certainty_score": 100,
"hit": "XXXXXXX2315",
"i sRedacted": true,
"severity": O
b,
{
"after": "",
"before": "e Your reference nunber is",
"certainty": "Low',
"certainty_score": 8,
"hit": "XXXXX3578",
"i sRedacted": fal se,
"severity": O
}
]
}
b
"met adata_renoval ": {
"result": "not renpved"
b,
"redact": {
"result": "redacted"
b,

"severity": 0,
"verdict": 1,
"wat er mark": {
"result": "added"
}
b
"file_info": {
"di spl ay_nane": "OPSWAT_Proactive_ DLP_CCN. pdf ",
"file_size": 75906,
"file_type": "application/pdf",
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"file type_description": "Adobe Portable Docunment Format",
"md5": "c4863c8ced4f b7ae84eb48c9b78f 8b5e”
"shal": "a33c72a996a9603d479e3df f 3d23bf 619c975f be"
"sha256": "b9f dc10b47950b9e503ef 4dcOef 42d28e7c37ccd749d4abdcd
7d9b3218996b7f ",
"upl oad_tinestanmp": "2020-03-12T08: 37: 05.4122"
¥
"process_info": {
"bl ocked_reason": "Sensitive Data Found",
"file_ type_skipped _scan": fal se,
"outdated data": |
"sani ti zati on",
"engi nedefinitions"
1,
"post _processing": {
"actions _failed": "",
"actions_ran": "Sanitized",

"converted destination": ,
"converted to": "",
"copy_nove_destination": "",
"sanitization_details": {
"description": "Sanitized successfully.",
"details": |
{
"action": "renpved",
"count": 2,
"obj ect _nane": "hyperlink"
}
]
}
b,
"processing tinme": 4804,
"profile": "File process",
"progress_percentage": 100,
"queue_time": 15,
"result": "Bl ocked",
"user _agent": "webscan",
"username": "LOCAL/adm n",
"verdicts": |
"Sensitive Data Found"
]

1

"scan_results": {
"data_id": "810labae27be4d63859c55d9e0ed0135",
"progress_percentage": 100,

"scan_all _result_a": "Sensitive Data Found"
"scan_all result _i": 20,
"scan_detail s": {

"damVv': {

"def _tine": "2020-03-11T11:08: 00. 000Z",
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}

}

}

}

"eng_id": "clamav_1_wi ndows",
"l ocation": "local",
"scan_result _i": O,
"scan_tine": 336,

"threat found": "",
"wait_tinme": 3

"start _time": "2020-03-12T08: 37: 05. 427Z",
"total _avs": 1,
"total _tine": 4804

ulnerability_info": {

"verdict": O

"yara_info": {

}

Response description:

® data_id: data ID of the requested file

® file_info: basic information of the scanned file

® scan_results: results of the scan

v4.17.3

data_id: data ID of the requested file

progress_percentage: percentage of progress, if it is 100, then the scan is
completed

scan_all_result_a: the overall scan result in string

scan_all_result_i: the overall scan result in number code

individual scan engine results will be consolidated according to the following
priority:

1.
2.
3.

Threat found
Object is suspicious

Object is encrypted / too deep (archive only) / too big (archive only) /
containing too many files (archive only) / extraction timeout exceeded
(archive only)

Filetype mismatch
No threat detected

Object was not scanned

252



7.

Failed to scan the object

® scan_details: scan results for each antivirus engine. The key is the name of the
antivirus engine and the value is the result of the antivirus engine

def_time: the database definition time for this engine

eng_id: the unique identification string for the engine

location: place of scan engine

scan_result_i: numeric code of engine scan result

scan_time: time elapsed during scan with the engine in milliseconds

wait_time: time elapsed between sending file to node and receiving the
result from the engine in milliseconds

threat_found: name of the scan result

® start_time: start time of scan

® total_avs: number of used antivirus engines

® total time: total time elapsed during scan in milliseconds

® process_info: process information

v4.17.3

® post_processing: Contains information about result of data sanitization

"actions_ran": "Sanitized" or "" and the names of Post Actions that were
also run.
The separator is "|" (pipe). (e.g.: actions_ran: "PAscript" or actions_ran:

"Sanitized | PAscript")

"actions_failed": "Sanitization Failed" or " and the names of failed Post
Actions.
The separator is "|" (pipe). (e.g.: actions_failed: "PAscript failed" or

actions_failed: "Sanitization Failed | PAscript failed" )
"converted_to": contains target type name of sanitization

"copy_move_destination™:

"converted_destination": contains the name of the sanitized file

® processing_time: total time elapsed during processing file on the node in
milliseconds

® progress_percentage: percentage of processing completed

® queue_time: total time elapsed during file waits in the queue in milliseconds

® user_agent: who called this API

® username: user identifier who submitted scan request earlier
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® profile: the name of the rule used
® result: the final result of processing the file (Allowed / Blocked / Processing)
® blocked_reason: gives the reason if the file is blocked

® file_type_skipped_scan: indicates if the input file's detected type was configured
to skip scanning

® issues: task related issues (e.g.: blocked by 3rd party software, can not access
file for scanning )

® outdated_data: array of flags - if occur - describing outdated data in the result,
these can be

® enginedefinitions: at least one of the AV engines the item was scanned
with has a newer definition database

® configuration: the process' rule - or any item used by the rule - was
modified since the item was processed

® sanitization: if item was sanitized this flag notifies that the sanitization
information regarding this result is outdated, meaning the sanitized item is
no longer available

vulnerability _info: see 8.1.6. Vulnerability Info In Processing Result
dip_info: information on matched sensitive data
® certainty: describes how certain the hit is, possible values:
® Very Low
® Low
® Medium
® High
® Very High

® errors: a list of error objects (empty if no errors happened), each error object
contains following keys:

® scan: scan related error description

® redact: redaction related error description

® watermark: watermark related error description

® metadata_removal: metadata removal related error description

® filename: output processed file name (pre-configured on engine settings under
Core's worflow rule)

® hits: detailed results that contains:

254


http://opswat.atlassian.net/wiki/spaces/MDM/pages/147415706/8.1.6.+Vulnerability+Info+In+Processing+Result

® type of matched rule: ccn (credit card number), ssn (social security
number), regex_<number> (regular expression with a number in order to
differentiate the RegEx rules if there are more.)

® display_name: Credit Card Number, Social Security Number, or in
case of RegEx, the name of the rule that has been given by the user

® hits: the hits for that type

® before: the context before the matched data

® after: the context after the matched data

® certainty: text version of "certainty_score", possible values:
® Very Low
® Low
® Medium
® High
® Very High

® certainty_score: is defined by the relevance of the given hit in
its context. It is calculated based on multiple factors such as
the number of digits, possible values: [0-100]

® hit: the matched data
® isRedacted: file was redacted or not

® severity (NOTE: this field is deprecated): can be 0 (detected)
or 1 (suspicious)

® metadata_removal: result of metadata removal
® result: result of the metadata removal process, possible values:
® "removed"
® "not removed"
® "failed to remove"
® redact: result of redaction
® result: result of the redaction process, possible values:
® “redacted”
® “not redacted”
® “failed to redact’

® watermark: result of watermarking
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® results: result of the watermarking process, possible values:
® “added”
® "not added"
® "failed to add"

® severity (NOTE: this field is deprecated): represents the severity of the data loss,
possible values:

® (- Certainly is data loss
® 1 - Might be data loss
® verdict: the overall result for the scanned file. It can be
® 0-clean
® 1 -found matched data
® 2 - suspicious
® 3 -failed
® 4 - not scanned (e.g. not supported file type)
® vyara_info: information on data that matched yara rules
® hits: detailed results that contains:
® the name of the matched rules
® adescription
® verdict: the overall result for the scanned file.
® 0-clean
® 1 -found matched data
® 2 - suspicious
® 3 -failed
® 4 -not scanned

Please find possible overall and per engine scan results here.

Response (not existing data_id)
HTTP status code: 200

{
"61df f eaa728844adbf 49eb090e4e
ceOe": "Not Found"
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Error response
Unexpected event on server

HTTP status code: 500

{

“err": "<err
or nessage>"
}

Note: Check Metadefender Core server logs for more information.

8.1.3.2.2.1. Archive file result (all child files in one response)

This endpoint API is not recommended to use against big archive file (contains
numerous child files inside recursively), otherwise expecting to have performance
degradation on the product.

It is highly recommended to use 8.1.3.2.2.2. Archive file result (pagination fashion)
instead.

Retrieving Analysis Reports Using Data ID containing all files in archive

Using this method under extracted_files key all the info about extracted files will be listed
recursively.

Request Value
Method GET
URL /archive/{data_id}

Successful response containing all extracted files

HTTP status code: 200
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{

"data_id": "8a8150d5b2aad4367bed4f 4a19c8dbb57",

"dlp_info": {},

"file_info": {
"di splay_nane": "testzip. zi
"file_size": 480,

p",

"file_ type": "application/zip",
"file_type_description": "ZIP Archive",
"md5": "0197200212f 86ef b5ac23150f eab45c0",

"shal": "084b89478b099a98971f 62dc3aachf 3f 7808d1a4",
"sha256": "9f 6e906a3c4c8581687a63f b768bca244081e9940dc43a07a9

ccoch073elab2a",

"upl oad_ti mestanp": "2019-03-25T07: 48: 25. 0032"

I
"process_info": {
"bl ocked_reason": "",

"file_type_skipped_scan": false,

"post _processing": {

"actions _failed": ,
"actions_ran": "",
"converted destination":
"converted to": "",
"copy_nove_destination":
}
"processing_tine": 79,
"profile": "File process",
"progress_percentage": 100,
"queue_tinme": 3,

"result": "Al owed",
"user _agent": "webscan",
"usernanme": "LOCAL/adnin",

"verdicts": [
"No Threat Detected"
]
b,

"scan_results": {

"data_id": "8a8150d5b2aa4367be44f 4a19c¢8dbb57",

"progress_percentage": 100,

"scan_all _result_a": "No Threat Detected"

"scan_all _result _i": 0,
"scan_detail s": {},

"start_time": "2019-03-25T07: 48: 25. 006Z",

"total _avs": 1,
“"total time": 76

}

ulnerability_info": {
"verdict": O

b
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"yara_info": {},
"extracted_files": [
{

"data_id": "3b503f416a1d40ffacf79a8141baale7",

"dl p_info": {},

"file_info": {
"di spl ay_nane": "test.zip",
"file_size": 168,
"file_type": "application/zip",
"file type_description": "ZIP Archive",
"md5": "9a061b387f 4d94babel3be5aa7c80077",
"shal": "b70a3bcaa67217b410211a8e6511c8f 14b571cel",
"sha256": "1laf 488779d0f abf 4b4bc7d920627d85c7256b4241bf da4d

86cecb6bha278eeall9?2",

"upl oad_tinestanmp": "2019-03-25T07:48: 25.0132"

3

"process_info": {
"bl ocked reason": "",
"file type_skipped_scan": false,
"post _processing": {

"actions _failed": ,
"actions ran": "",
"converted_destination": "",
"converted to": "",
"copy_nove_destination":
3
"processing tine": 69,
"profile": "File process"
"progress_percentage": 100,
"queue_tine": 5,
"result": "Al owed"
"user_agent": "webscan",
"usernanme: "LOCAL/adm n",
"verdicts": |

"No Threat Detected"
]
},
"scan_results": {
"data_id": "3b503f416a1d40ffacf79a8141baale7",
"progress_percentage": 100,

nn

"scan_all result_a": "No Threat Detected"
"scan_all _result_i": O,
"scan_detail s": {
"damav': {
"def _tinme": "2019-03-24T08: 46: 29. 000Z",
"eng_id": "clamav_1_Ii nux"
"location": "local",
"scan_result_i": O,

"scan_tinme": 3,

"threat found": ,
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"wait _tinme": 2
}

1

"start_tinme": "2019-03-25T07: 48: 25. 0182"

"total _avs": 1,

"total tinme": 55
3
"vulnerability_info": {

"verdict": O
1
"yara_info": {},
"extracted files": |

{
"data_id": "1014ec91e0b246489f a357celd02f 8b1",
"dip_info": {},
"file_info": {
"di splay_nane": "test.txt",

"file_size": 2,
"file type": "text/plain",
"file type_ description": "ASCI| text",
"md5": "60b725f10c9c85c70d97880df e8191b3",
"shal": "3f786850e387550f dabh836ed7e6dc881de23001b"
"sha256": "87428fc522803d31065e7hbce3cf 03f e475096631e5
e07bbd7a0f de60c4cf 25c7",
"upl oad_timestanp": "2019-03-25T07: 48: 25. 025Z"
3
"process_info": {
"bl ocked_reason": "",
"file type_skipped_scan": false,
"post _processing": {
"actions failed": "",
"actions _ran": "",
"converted _destination": "",
"converted to": "",
"copy_nove_destination":
}
"processing tine": 47,
"profile": "File process",
"progress_percentage": 100,
"queue_tinme": 4,
"result": "All owed",
"user_agent": "webscan",
"user nane: "LOCAL/adm n",
"verdicts": [
"No Threat Detected"

]

1

"scan_results": {
"data_id": "1014ec91e0b246489f a357celd02f 8b1",
"progress_percentage": 100,

nn
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"scan_all _result_a": "No Threat Detected",
"scan_all _result_i": 0,
"scan_details": {
" amav': |
"def _tinme": "2019-03-24T08: 46: 29. 000Z",
"eng id": "clamav_1 |i nux",
"l ocation": "local"
"scan_result_i": 0,
"scan_tinme": 0,
"threat found": "",
"wait _time": 4
}

},
"start_time": "2019-03-25T07: 48: 25. 0292",

"total _avs": 1,
"total time": 35

b,

"vulnerability_info": {
"verdict": O

1
"yara_info": {}
}
]
1
{
"data_id": "aB80f3b43192843f 28998abcf e073c3be"
"dl p_info": {},
"file_info": {
"di splay_nane": "test.txt",

"file_size": 2,
"file_type": "text/plain",
"file_ type_description": "ASCI| text",
"md5": "60b725f10c9c85c70d97880df e8191b3",
"shal": "3f786850e387550f dabh836ed7e6dc881de23001b"
"sha256": "87428fc522803d31065e7bce3cf 03f e475096631e5e07b
bd7a0f de60c4cf 25¢c7",
"upl oad_tinestanp": "2019-03-25T07:48: 25.0122"
1
"process_info": {
"bl ocked _reason": "",
"file_type_skipped_scan": false,
"post _processing": {
"actions_failed": "",
"actions_ran": "",
"converted destination": "",

"converted to": ,
"copy_nove_destination":

nn

I
"processing_tinme": 33,
"profile": "File process”
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"progress_percentage": 100,
"queue_tinme": 3,

"result": "Alowed",
"user _agent": "webscan",
"user name": "LOCAL/adm n",

"verdicts": |
"No Threat Detected"
]

b

"scan_results": {
"data_id": "a80f3b43192843f 28998abcf e073c3be",
"progress_percentage": 100,

"scan_all result_a": "No Threat Detected",
"scan_all result_i": O,
"scan_details": {
"damVv': {
"def _tinme": "2019-03-24T08: 46: 29. 000Z2",
"eng_id": "clamav_1 | i nux",
"l ocation": "local",
"scan_result _i": O,

"scan_tinme": 0,
"threat found": "",
"wait_time": 1
}
b,
"start _tinme": "2019-03-25T07: 48: 25. 015Z",
"total _avs": 1,
"total time": 23

}

ul nerability info": {
"verdict": O

}

"yara_info": {}

Using this method the following fields will not be shown compared to /file request containing
extracted files

® files _extracted count
® files_in_archive

® first_index

® page size

® worst data_id
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Also the "outdated_data" field will only be shown in the root archive.

Response (not existing data_id)

HTTP status code: 200

{
"61df f eaa728844adbf 49eb090e4e
cele": "Not Found"

}

Response (requested file is not an archive)

HTTP status code: 200

{

"61df f eaa728844adbf 49eb090e4e
ceOe": "lnvalid request”
}

Error response
Unexpected event on server

HTTP status code: 500

err "<error nessage>"

8.1.3.2.2.2. Archive file result (pagination fashion)

Request Value
Method GET
URL ffile/{data_id}?first={start_item}&size={number_of items_next}

Request HTTP header parameters
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name type required value

rule string false

apikey string false

first number true

size number true

the name is the desired rule to query for (see 8.1.3.5. Fetching
available processing rules)

User's session id, if 8.1.3.1. Process a file has API key sent,
then API key is required for fetching

The first item order in the list child files of archive file

The number of items to be fetched next, counting from the item
order indicated in f i r st header

Successful response with archive detection

HTTP status code: 200

"data_id": "
"dl p_info":
"extracted f

d7016058f 0874d12b98a8clece9d3ea9”,
{...},

iles": {

"files extracted count": 2,

"files_i

{

/ sanpl ezi p/ sanpl

v4.17.3

n_archive": [

"data_id": "21d48f2c463c4ca89b7544c2c127e945",
"detected_by": O,
"di spl ay_nane": "sanpl ezip.tar.gz/[Content]

ei my. j pg”,
"file size": 215684,
"file type": "imagel/|peg",

"file_type_description": "JPEG i mage data",
"process_info": {
"bl ocked_reason": "",
"progress_percentage": 100,

"result": "Al'l oned"
b
"progress_percentage": 100,
"scan_all _result_a": "Witelisted",
"scan_all _result _i": 7,

"scanned_with": 0

"data_ id": "7cb298eb42614ca9bc87ad4dedacad436",
"detected_by": 2,
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"di splay_nane": "sanpl ezip.tar.gz/[Content]
[ sanpl ezi p/ ei car",
"file_size": 69,
"file_type": "text/plain",
"file_type_description": "EICAR virus test files"

"process_info": {

"bl ocked_reason": "Infected",
"progress_percentage": 100,
"result”: "Bl ocked"
1
"progress_percentage": 100,
"scan_all result_a": "Infected"
"scan_all _result _i": 1,

"scanned with": 2
}
1,
"first_index": O,
"page_size": 20,
"worst _data id": "7cb298eb42614ca9bc87ad4dedacad436"

"file_info": {
"di spl ay_nane": "sanplezip.tar.gz",
"file_size": 1486610,
"file type": "application/x-gzip",
"file_type_description": "gzip conpressed data"
"md5": "60d5f c5b07ecdldcdc781bf a94ec8619",
"shal": "992e40a2a6906c6d21f 92034df ba779aae6d9ee7",
"sha256": "6ec5e258141528f 004a43f 7d25163alc7486df 76f de797

6a793b140blleda95d"

"upl oad_tinmestanp”: "2015-08-14T12: 46:59. 360Z2"

3

"scan_results": {
"l ast _file_scanned": "eicar",
"data_id": "d7016058f0874d12b98a8clece9d3ea9”,
"progress_percentage": 100,

"scan_all _result_a": "Infected"

"scan_all result _i": 1,

"scan_detail s": {

"Engi nel": {

"def _tinme": "2015-08-13T09: 32: 48. 000Z",
"eng id": "enginel 1 |inux",
"l ocation": "local"
"scan_result _i": O,

"scan_time": 1,
"wait_tine": 3,
"threat found":

}
"Engi ne2": {
"def _tinme": "2015-08-10T00: 00: 00. 000Z",
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"eng_id": "engine2_1 |inux",
"l ocation": "local",
"scan_result _i": O,
"scan_tinme": 3,
"wait _tinme": 1,
“"threat _found": ""
}

1,

"start _tinme": "2015-08-14T12: 46: 59. 363Z",

"total avs": 2,

“total _tine": 389
}
"process_info": {

"bl ocked_reason": "Infected",

"file_type_skipped_scan": false

"outdated data": |

"engi nedefinitions"

1,

"post _processing": {
"actions_ran": "",
"actions_failed": "",
"converted to": "",
"copy_nove_destination": "",
"converted _destination": ""

},

"processing_tinme": 400,

"progress_percentage": 100,

"user _agent": "webscan",

"user nane: "LOCAL/adn n",

"profile": "File scan",

"queue_time": 20,

"result": "Bl ocked",

}

ulnerability info": {...},
"yara_info":{...}

Completed response description with archive detection:
® extracted_files: information about extracted files
® files_extracted count: the number of extracted files
® files_in_archive: array of files in archive
® detected_by: number of engines reported threat
® scanned_with: number of engines used for scanning the file

® first_index: it tells that from which file (index of the file, 0 is the first) the result
JSON contains information about extracted files. (default=0)
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® page_size: it tells how many files the result JSON contains information about
(default=20). So by default, the result JSON contains information about the first
20 extracted files.

® worst_data_id: data id of the file that has the worst result in the archive

® scan_results
® Jast_file_scanned (stored only in memory, not in database): If available, the name
of the most recent processed file
Please find complete scan result at 8.1.3.2.2. Polling mechanism

Response (not existing data_id)

HTTP status code: 200

{
"61df f eaa728844adbf 49eb090e4e
cele": "Not Found"

}

Error response
Unexpected event on server

HTTP status code: 500

{

"err": "<err
or nessage>"
}

Note: Check Metadefender Core server logs for more information.

8.1.3.3. Processing results

Possible overall and per engine scan results

scan_result_a scan_result_i
No Threat Detected 0
Infected 1
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scan_result_a scan_result_i

Suspicious 2
Failed 3
Cleaned / Deleted 4
Scan Skipped - Whitelisted 7
Scan Skipped - Blacklisted 8
Exceeded Archive Depth 9
Not Scanned 10
Encrypted Archive 12
Exceeded Archive Size 13
Exceeded Archive File Number 14
Password Protected Document 15
Exceeded Archive Timeout 16
File type Mismatch 17
Potentially Vulnerable File 18
Canceled 19
Sensitive data found 20
Yara Rule Matched 21
Potentially Unwanted Program 22
Unsupported file type 23
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scan_result_a scan_result_i

In Progress 255

8.1.3.4. Cancel a file processing
Cancel Scan File
Url ffile/<data_id>/cancel
Method POST

When cancelling a file scan, the connected scans that are still in progress will be cancelled
also. The cancelled scan will be closed.

Header Description

apikey (OPTIONAL) User's session id, if it was set for creation it is required

Result Code Description

200 File scan cancelled successfully

400 Bad request, (e.g.: scan already finished)
404 Scan not found

405 Access denied

500 Internal server error

HTTP status code: 200

[data_id]: "cancelled"

}

HTTP status code: 500, 405, 404, 400
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err": <error nessage>

8.1.3.5. Fetching available processing rules

The response is an array of available rules

Request Value Note

Method GET

URL [file/rules

URL ffile/lworkflows  Same as /file/rules, deprecated

Request HTTP header parameters:

name type  required value

user_agent string optional The user agent string value
sent in the header
(specified by the client).

Successful response
HTTP status code: 200

The response contains the available rules:

v4.17.3

notes

Only those rules are returned,
that:

1. Match the client's user
agent sent using the
user_agent header, or

2. Are not restricted to a

specific user agent.

For details see KB article
What are Security Policies and
how do | use them?.
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"max_file_size": 200000000,

"name": "File scan"
b
{
"max_file size": 200000000,
"name": "File scan w o archive"
}

Response description:

® max_file_size: Maximum file size for files scanned in bytes.

® name: A unique identifier for identify in the used rule for a scan.

Error response

Unexpected event on server

HTTP status code: 500

n n

err "<error nessage>"

Note: Check Metadefender Core server logs for more information.

8.1.4. Processing files in batch
® 8.1.4.1 Initiate Batch
® 8.1.4.2. Scan file in batch
® 8.1.4.3. Status of Batch
® 8.1.4.4. Close Batch
® 8.1.4.5. Download Batch Signed Result
® 8.1.4.6. Cancel Batch

v4.17.3

271



8.1.4.1 Initiate Batch

Initiate Scan Batch

Url

[ffile/batch

Method POST

Request HTTP header parameters:

name

apikey

rule

type

string

string

user_agent string

user-data string

Result

200

400

403

500

required description

false

false

false

false

Code Description

User's session id, for e.g.: if rule is role dependent

Select rule for the batch, if no header given the default rule
will be selected (URL encoded string of rule name)

user_agent header for helping Rule selection

Additional custom information (max 1024 bytes, URL
encoded UTF-8 string)

Batch id generated in response body

Bad request, (e.g.: wrong header values)

Access denied

Internal server error

HTTP status code: 200

v4.17.3

"batch_id":

" 74c85f 475147439bac4d33b181853923"

272



HTTP status code: 500, 403, 400

"err": <error nessage>

8.1.4.2. Scan file in batch

Scan file in batch
Using /file API

For scanning file we are using the traditional /file API. These are just additions to 8.1.3.1.
Process a file:

Header Description

batch Batch id to scan with, coming from 8.1.4.1 Initiate Batch (If it is not given, it
(OPTIONAL)  will be a single file scan.)

rule If rule header is set, then it MUST match the one configured for the choosen
(OPTIONAL)  batch otherwise the request will result in error

user-agent If batch is set, this won't be used (provide compatibility for user_agent also,
(OPTIONAL) user-agent is the higher priority if both present)

8.1.4.3. Status of Batch

Status of Scan Batch

Url ffile/batch/<batch_id>

Method GET
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Header Description

apikey User's session id, if APl key header set on 8.1.4.1 Initiate Batch, then it is
(OPTIONAL) required

Result Code Description

200 Batch status given successfully

400 Bad request, (e.g.: wrong header values)
403 Access denied

404 Batch not found

500 Internal server error

HTTP status code: 200

Note that "files_in_batch" list maximum 50 results by default, and it is pagination controlled by
"first" and "size" parameter.

For example: /file/batch/<batch_id>/first=50&size=100

{
"batch_files":{
"bat ch_count": 4,
"files_in_batch":[
{
"data_id":"24c8b5dadd48445989ac3431544f dc34",
"detected_by": 4,
"di splay_nane": "eicar. cont,
"file_size":68,
"file type":"application/octet-streant,
"file type_ description":"EICAR virus test files"
"process_info":{
"bl ocked_reason": "I nfected",
"progress_percentage": 100,
"result":"Bl ocked",
"verdicts":[
"I nfected"
]

b
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"progress_percentage": 100,
"scan_all _result_a":"Infected",
"scan_all result_i":1

"scanned with":4

"data_id":"4bf b5df f 13084d909f 1af c97353cf ca8",
"detected _by": 0,
"di spl ay_nane": "w ndows- dat abase. ym ",
"file_size":2205,
"file_type":"text/plain",
"file type_description":"ASCI| Text",
"process_info":{
"bl ocked _reason":"",
"progress_percentage": 100,
"result":" Al owed"
"verdicts": [
"No Threat Detected"
]
1

"progress_percentage": 100,

"scan_all _result_a":"No Threat Detected"
"scan_all _result _i":0,

"scanned with": 4

"data_id":"cdab9c5089994091babeb5alf c16e5a69",
"detected_by": 0,
"di spl ay_nane": " Chr omeSet up. exe",
"file size":1214008,
"file_ type":"application/x-dosexec",
"file_type_description":"Executable File",
"process_info":{
"bl ocked_reason":"",
"progress_percentage": 100,
"result":"A | owed",
"verdicts":]
"No Threat Detected"
]
3

"progress_percentage": 100,

"scan_all result_a":"No Threat Detected"
"scan_all _result _i":0,

"scanned with": 4

"data_id":"8c29974a819d41eb8c5¢c9a9418e0d600"
"detected _by": 0,

"di splay_nane":"install-2.4.4.exe",
"file_size":3476784,
"file_type":"application/x-dosexec",
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"file_type_description":"Self-extracting Executable

File",
"files_extracted _count": 50,
"process_info":{
"bl ocked reason":"",
"progress_percentage": 100,
"result":" Al owed",
"verdicts": [
"No Threat Detected"
]
3
"progress_percentage": 100,
"scan_all _result_a":"No Threat Detected"
"scan_all _result_i":0,
"scanned with": 4
}
1,
"first_index":O,
"page_si ze": 50
1
"batch_id":"b7cc760038324b02908a5c111ch1563d"
"is_closed":fal se,
"process_info":{
"bl ocked_reason": "I nfected"
"file_ type_skipped scan":fal se,
"profile":"File process",
"result": "Bl ocked",
"user _agent": " ndi capserver"
"usernanme": "LOCAL/adnin"
1
"scan_results":{
"batch_id":"b7cc760038324b02908a5¢c111cb1563d",
"scan_all result_a":"Infected",
"scan_all result _i":1,
"start_time":"2019-07-29T12: 19: 46. 1182",
"total _avs":O,
“total _tine":18403
1
"user_data":"http://1ocal host:8008/"
}

HTTP status code: 500, 403, 400

n (LI

err <error nessage>
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8.1.4.4. Close Batch

Close Scan Batch

Url ffile/batch/<batch_id>/close

Method POST

Header Description
apikey User's session id, if it was set for creation it is required
(OPTIONAL)

Result Code Description

200 Batch closed successfully

400 Bad request, (e.g.: wrong header values)
403 Access denied

404 Batch not found

500 Internal server error

HTTP status code: 200

Note that "files_in_batch" list maximum 50 results by default, and it is pagination controlled by
"first" and "size" parameter.

For example: /file/batch/<batch_id>/first=50&size=100

{
"batch_files":{
"bat ch_count": 4,
"files_in_batch":[
{

"data_id":"24c8b5dadd48445989ac3431544f dc34",
"detected_by": 4,
"di spl ay_nane": "eicar. cont,
"file_size":68,
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"file_type":"application/octet-streant,
"file type_description":"EICAR virus test files"
"process_info":{
"bl ocked_reason":"Infected",
"progress_percentage": 100,
"result": "Bl ocked"
"verdicts":]

"I nfected"
]
1
"progress_percentage": 100,
"scan_all _result_a":"Infected",
"scan_all _result _i":1
"scanned_ with":4
1
{
"data_id":"4bf b5df f 13084d909f 1af c97353cf ca8",
"det ected_by": 0,
"di spl ay_nane": "w ndows- dat abase. ym ",
"file_size":2205,
"file type":"text/plain",
"file type description":"ASCII| Text",
"process_info":{
"bl ocked reason":"",
"progress_percentage": 100,
"result":"Al | owed",
"verdicts": [
"No Threat Detected"
]
1
"progress_percentage": 100,
"scan_all _result_a":"No Threat Detected"
"scan_all result _i":0,
"scanned with": 4
1
{

"data_id":"cdab9c5089994091babeb5alf c16e5a69"
"detected_by": 0,
"di spl ay_nane":" Chr oneSet up. exe",
"file_size":1214008,
"file_type":"application/x-dosexec",
"file_type_description":"Executable File",
"process_info":{

"bl ocked_reason":"",

"progress_percentage": 100,

"result":" Al owed",

"verdicts":]

"No Threat Detected"

]
3

"progress_percentage": 100,
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"scan_all result_a":"No Threat Detected"
"scan_all _result _i":0,
"scanned with": 4

1
{
"data_id":"8c29974a819d41eb8c5c9a9418e0d600"
"detected _by": 0,
"di splay_nane":"install-2.4.4.exe",
"file_size":3476784,
"file_type":"application/x-dosexec",
"file_type_description":"Self-extracting Executable
File",
"files_extracted _count": 50,
"process_info":{
"bl ocked reason":"",
"progress_percentage": 100,
"result":"A |l owed",
"verdicts":|
"No Threat Detected"
]
1
"progress_percentage": 100,
"scan_all _result_a":"No Threat Detected"
"scan_all result _i":0,
"scanned with":4
}
1,
"first_index":O,
"page_si ze": 50
1
"batch_id":"b7cc760038324b02908a5c111cbh1563d"
"is_closed":fal se,
"process_info":{
"bl ocked_reason": "I nfected"
"file_ type_skipped _scan":fal se,
"profile":"File process",
"result": "Bl ocked",
"user _agent":"ndi capserver",
"usernane": "LOCAL/adm n"
1
"scan_results":{
"batch_id":"b7cc760038324b02908a5c111ch1563d",
"scan_all _result_a":"Infected",
"scan_all result _i":1,
"start _time":"2019-07-29T12: 19: 46. 1182",
"total _avs":D0,
“total _tine":18403
1
"user _data":"http://1ocal host:8008/"
}
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HTTP status code: 500, 403, 400

"err": <error nessage>

8.1.4.5. Download Batch Signed Result

Download Batch Signed Result

Url ffile/batch/<batch_id>/certificate
Method GET
Header Description

apikey (OPTIONAL) User's session id, if batch was created with apikey it is required

Result Description

Code

200 Signed batch result and certificate are sent back in response body (YAML
format)

400 Bad request, (e.g.: wrong header values)

403 Access denied

500 Internal server error

HTTP status code: 200

batch_i d: 092876200f b54cf b80b6e3332c410ae9
user _data: the user data fromthe header from batch creation
cert_shal_fingerprint: <some cert serial value>
batch _fil es:
batch_count: 1
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files_in_batch:

- data_id: 9112b225f 0634f 189a2bb46ecla7826f
di spl ay_nane: Newd20Text %20Docunent . t xt
file size: 5
scan_all result i: O
process_i nf o:

bl ocked_reason:
result: All owed
sha256:
f4191b3ec6ce93aaf 712919a38e52815¢c5da9c91d2b141df 920bc8bcb5cbb8e3
process_i nfo:

bl ocked_reason:

file_ type_skipped_scan: false

profile: File scan

result: All owed

user _agent: webscan

scan_results:

scan_all result_a: No Threat Detected

scan_all result i: O

start_tinme: 2017-05-23T11:22: 03.010Z

total avs: 14

total time: 995

si gnat ur e:
881d22220c4ca0557d7¢c7d5¢c5794d53a8a2780997cd65b27h6e7f 1c099a15de03d
bcb5edbeaea7aaf a6099f ab37be07017b39e3e3a7d66c550f 44eb59a096c54d5b9
555¢b28198546f bec57¢33b717751d333a09733d95dd876e2798d044c8caef 828f
4352b91f 9a6d057253bb1a9461e0e0e0bf 4313a80895998d645bebc81841f f 3499
589¢80f f c4e8a190d1ec9b3e4126d86659d303b0elf 22d9289¢c9¢c4671d35532hb55
ad4620e048a78bb405b573897da63ef dd5f 036692¢934a82d9bdc9b9862e7f eabe
8abeeb1444be0689d50373¢c5¢c0632484950c0f e0337ed5f 91bdf 26986f 7cf f 8aa3
431bf 4bc948f c127c16bal3ec679f e9f 67e7586075c1f 467454f a8cf 40e9¢cd5012
91¢c95d862eb16f 4477¢c17d1711294f Of f 2b3a1140bd53dbd1f bb0846af 6062e9e4
e2elal09af 3448503ed11e342164e535f c268bf 7d8f bc28ed946cd2bb8eal75f 229
5d2f aB8392076d41608c3b5decf 8f ab3abec7del190f 07583331e0517e5f 361735cd
59326622dc8b07b10a464028de781a063e408f 918¢c1d5534329140f 4e4dcla717d
808d6784410410b00d36cb9a345f 5bbcl11f alc58ee28f 8e7b863f 3ea2¢c923ec5f b
2ac29eaa4ddc0d6d9odf d3f 16a97f 207dc2858410a577c7f 4a92f f 01bad3229f 5f ¢
db08e21df 9869a113272aa9d96bf df e8bf b3a50414c174e16a3504e5780¢c271877
9b0757298546f 287ef 7ea86e67510d48a8
certificate: |
————— BEG N CERTI FI CATE- - - - -
M | GJzCCBA+gAWM BAgl BATANBgk ghki GOWOBAQUFADCBs| ELMAK GA1UEBhMCRI | x
Dz ANBgNVBAgMVBK Fs ¢ 2Fj ZTETMBEGAL UEBWWKU3Ry YXNi b3Vy Zz EYMBYGA1 UECgwP
d3d3LnZy ZW/s YWAub3J nVRAWDY YDVQQL DAd T vl b GFuMSOWKwY DVQQDDCRGE VI
bGFul FNhbXBsZSBDZXJ0aWZpY2F0ZSBBdXRob3JpdHkxI j AgBgkghki GOwWOBCQEW
E2NvbnRhY3RAZNJI ZWkhbi 5vcrcwHhe NMTT wNDI 3MTAz MTE4AWACNM | wNDI 1MT Az
MTE4W B+MQs wCQYDVQQGEW] GUj EPMAO0 GALUECAWGQW z YWNI MRgwi-g YDVQQKDA93
d3cuznJdl ZWkhbi 5vcntx EDAOBgNVBAs VB2 Zy ZW/s YWAx Dj AMBgNVBAMVBWEFSs aV\N
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MBI W AYJKoZI hvcNAQKBFhNj b250 YWNOQGZy ZW/s YWAub3JnM | CI j ANBgkghki G
9WOBAQEFAACCAg8AM | CCgKCAgQEA3W2 9+l D6194bH6e€j Lr 1 CAhb2Ugo8v6ZC+M ¢
k2dNYMNPj c OKABvXxxEt BanrmSaelU/ | Y7FC/ gi N622LEt V/ 3oDcr ua0+yWiVaf yxni
yTKUb4/ GUgaf RQPf / ei X9ur Wir t | KZ7XgNGFNUj YPq4dSJ QPPhwCHE/ LKAy kWhZBX
Rr XODg4Xy ApNkuOlI pj | j EXH+8i x E12wH8wt 7DEvdO7 T3N3Cf Ubal Tl 1gBX+Nm2Z6
g4Ag/ ubr | 8NJf Xg71ZmXA3Xg 7zFvpyapRl ZcPnkvZYn7SMCp8dXy XHPdpSi | W.2
uB3Ki O4Jr UYvt 2GzLBUThp+l NSZaz/ (By CaAAUKOx+1h08285Pi +P8l O+H2Xi c4S
viMglxt Lg2bNoPC5KnbRf uFPuUD2/ 3dSi i ragJ6uYDLOyW Di vKQ& / 720VTEPAL90
6T2pGZr woQui FG GTMZOVWVBpQ NI +t CCXI T4mAgJDRWMIMGE | 4DnnGzt 31 KgNwsS4
Qy09Kgj M PwnXZAmMAPBFCKe4s Fwe 5f pawKO01J ZewDs YTDx Vj +cwXwFxbE2yBi F
Z2FAHW opwaH35p3C61 kcgP2k/ zgAl nBl uz ACUI +MKJ/ GQ0gv/ uAhj 10HI@BL6kn1
Spv41l/ ueBj | unExqQ@SYD7G Z1Kg8uCcg2r +W SE3QCcIMp QFFkUVI | ngWBWYDUN3
Zsez 95k CAWEAAaN7 VHkwCQYDVROTBAI wADAs Bgl ghkgBhvhCAQOEHXYdT3BI bl NT
TCBHZWB| cnFOZWy Q@ Vydd maWNhd GUWHQYDVROOBBYEFF! f yRO6G8y 5qEFKi ki 5
aj b2f T7XVB8GALUdI wQYMBaAFCNs LTO+KV14uGam+quK7Lh5sh/ JTMAOGCSqGSI b3
DQEBBQUAA4I CAQATSWIFPger vbj a5+90i Kxi 1dOQVvt V@B+z6aoAMUVK+qgi Ovgvr
mu9ot 2| vTSCSnRhj ei POSI dgFMORnBt OCFk/ kYDp9M 91b+vS+S9eAl xr NCB5VOF
PgxEPp/ w 1r BcEAGBQ c6Hc Fon3F+0BYCs UQhZDKSSZxhDnBnj 7pb67FNbZbJl zJ
70HDs Re2Q040i Tx+h6g6pWBcOQVY! AvFgKNSEX 727K4230BONI dGkzuj 4KSM_ONM
sl SAcXZ410CoSKN y44BVEZv0Zdx TDr RMAEWJt NyggFzmt TuV02nkUj 1bYYYC5f OL
ADr 6s0XMyaNk8t W WY1 YDZ5uKDpVRVBSf i GcqOuldl zI verrhuTr of h8pBQONKk PRDFT
Rgli Toll hhl 3/ FI 1kXk1WR3j Tj Nb4j HX7I | oXwpwp767HAPKGhj @@cFbnHVEt kr o
Rl JYdt Rg5ntcDt wT0GFy 0J LLBZdHHVHIZOF9H7 FNk 2t TQQVhKSMWYwg+L| aee586
CQVgf bscp7evl gj LVO8H+5zyl RHAgoH2G79aH j NKMp9BOuUq6SnEgl Esi WGVt u2l
hnx8SB3sVJZHeer 8f / UQQMbAO+Kdy 70NmbSaqgaVt p8j OxLi i dVkwSy RTsuU6D8i
Di HBuEqBXEX|j rj OFsl| xcVKdVj 5gl Ve Sk LWZKbEULOKW eT/ i XFhvooWhQ==
----- END CERTI FI CATE- - - - -

HTTP status code: 500, 403, 400

err <error nessage>

8.1.4.6. Cancel Batch

Cancel Scan Batch

Url

ffile/batch/<batch_id>/cancel

Method POST

When cancelling a batch, the connected scans that are still in progress will be cancelled also.
The cancelled batch will be closed.
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Header Description

apikey (OPTIONAL) User's session id, if it was set for creation it is required

Result Code Description

200 Batch cancelled successfully

400 Bad request, (e.g.: wrong header values)
403 Access denied

404 Batch not found

500 Internal server error

HTTP status code: 200

{

[batch_id]: "cancelled"

}

HTTP status code: 500, 403, 400

"err". <error nessage>

8.1.5. Download Sanitized Files

Download Sanitized Files Using Data Id

Request Value

Method GET

URL [file/converted/{data_id}
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The data_id comes from the result of 8.1.3.1. Process a file. In case of sanitizing the content of
an archive, the data_id of contained file can be found in 8.1.3.2. Fetch processing result.

Request HTTP header parameters:

name type required value

apikey string false Session id, can be acquired by Login / Create a Session

If APl key was set on 8.1.3.1. Process a file then it is required

When a user's apikey was used for scanning a file, it is necessary to set an apikey which
belongs to the same user to access the sanitized files.

Successful response
HTTP status code: 200

Raw file data

Error response

Invalid data id
HTTP status code: 404

err "File could not be found"

Internal error

HTTP status code: 404

err "<error nessage>"

Invalid api key or rights
HTTP status code: 405
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"err": "Access denied

Unexpected event on server

HTTP status code: 500

err": "<error nessage>"

Note: Check Metadefender Core server logs for more information.

8.1.6. Vulnerability Info In Processing Result

Vulnerability info can be generated into scan result if the vulnerability engine is enabled on the
scanning node and the file uploaded contains known vulnerability. This detection is done by the
Vulnerability detection engine.

Example

"vul nerability_info": {
"result": {
"code": 0,
"hash": "B428501D1FAD1BA14AA2FC3FOB5F051EC8721EA2" ,
"met hod": 50700,
"timestanp": "1493020752",
"timng": 48,
"detected_product": {
"has_vul nerability": true,
"is_current": false,

"product": {
"id": 104,
"nane": "Adobe Fl ash Pl ayer"

1
"remedi ation_link": "http:\/\/get.adobe.com/fl ashpl ayer\/",

"severity": "CRITI CAL",
"sig_nane": "Adobe Flash Player",
"signature": 107,
"vendor": {

"id": 91,

"nane": "Adobe Systens Inc."

v4.17.3 285



1
"version": "20.0.0.235",
"version_data": {
"count behi nd": 65,
"feed_id": 200005,
"version": "25.0.0.149"
1
"vul nerabilities": [
{
"description": "Adobe Flash Player before 18.0.0.324 and
19.x and 20.x before 20.0.0.267 on Wndows and OS X and before
11. 2. 202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe Al R SDK
before 20.0.0.233, and Adobe AIR SDK & Conpil er before 20.0.0.233
all ow attackers to execute arbitrary code or cause a denial of
service (nmenory corruption) via unspecified vectors, a different
vul nerability than CVE-2015-8460, CVE-2015-8636, and CVE-2015-
8645. ",
"details": {

"cpe": "cpe:\/a:adobe:flash player",
"cve": "CVE-2015-8459",
"cvss": {

"access-conplexity": "LOW,
"access-vector": "NETWORK"
"aut hentication": "NONE",
"avail ability-inmpact": "",
"confidentiality-inpact": "COVWPLETE",
"gener at ed- on-epoch": "1451411824",
"integrity-inmpact": "COVPLETE",
"score": "10.0"
"source": "http:\/\/nvd. nist.gov"
1
"cwe": "CWE- 119",
"l ast - nmodi fi ed-epoch”: "1487300348",
"publ i shed-epoch": "1451347140",
"references": |
"http:\/\/lists.opensuse. org\/opensuse-security-
announce\/2015-12\/ nsg00045. ht m ",

]

s
"severity": "CRITICAL",

"severity_index": 5,
"static_id": 20158459

(...}
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Response description:

® vulnerability_info: Contains all vulnerability related information of the scan result

result: The result information from the OESIS Framework

Result description (vulnerability_info.result)

v4.17.3

code: The result code for vulnerability check, 0 means a successful check

hash: The file's SHA1 hash value

method: The method used by OESIS Framework, it should be 50700 every time

timestamp: Timestamp of the request issued

timing: The vulnerability check's duration in milliseconds

detected_product: Detected products object is present if input hash has been found to
correspond to verified product

has_vulnerability: Indicates whether any vulnerabilities have been associated
with the particular product

is_current: True if this product's patch level is current, defaults to true
product: Product data object

® id: The OPSWAT product id

® name: The product name
remediation_link: A link where product updates or patches can be obtained

severity: String description of Severity level: 'low', 'moderate’, 'important’, ‘critical’,
'not_available', 'unknown'

sig_name: Product signature descriptor
signature: OPSWAT signature id
vendor: Vendor data object
® id: The OPSWAT vendor id
® name: The vendor name
version: The installed product version
version_data: Object containing detailed patch information
® count_behind: The number of patches behind of the installed product
® feed_id: The remote feed ID used to determine patch level
® version: The current version of the product in the remote feed

vulnerabilites: A list of specific vulnerabilities
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® description: A text description of the specific vulnerability

® details: A set of optional vulnerability details

® cpe: A CPE product reference

® cve: A CVE identification string

® cvss: A set of cvss severity information

access-complexity: A CVSS access-complexity descriptor
access-vector: A CVSS access-vector descriptor
authentication: A CVSS authentication descriptor
availability-impact: A CVSS availability impact descriptor

confidentiality-impact: A CVSS confidentiality impact
descriptor

generated-on-epoch: An epoch timestamp indicating CVSS
generation time

integrity-impact: A CVSS integrity impact descriptor
score: A CVSS 10-point severity score

source: A CVSS source descriptor

® cwe: A CWE group identification string

® last_modified_epoch: An epoch timestamp indicating source last
update time

® published-epoch: An epoch timestamp indicating source publishing

time

® references: An array of external reference links

® severity: String description of Severity level: 'low', 'moderate’, 'important’,
‘critical', 'not_available', 'unknown'

® severity_index: A 5 point scale numerical description of Severity level with
5 being greatest and 0 being unknown

® static_id: An OPSWAT identifier for the vulnerability

8.1.7. Skip by hash
® 8.1.7.1. Get 'skip by hash' list

® 8.1.7.2. Modify 'skip by hash' list
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8.1.7.1. Get 'skip by hash’ list

Fetching whitelist

The response containing the whitelist, blacklist and skip engine rules;

Request Value
Method GET

URL /admin/config/skip

Request HTTP header parameters:

name type required value

apikey string true Session id, can be acquired by Login / Create a Session

Successful response
HTTP status code: 200

{
"blacklist": {
"edechf 6bd03ef 340e0c6cd438a4069c2": {
"comrent": "exanpl e3"
}
1
"skip": {
"13d8b8329bd2f 668e6a889f 32f eaa48c832dbf Oc": {
"comrent": "exanple4",
"engi nes": |
"t ot al def ense”
]
1
"7f 6¢f 37bd817f 2¢7572f 5467578d38bb4dc7080b": {
"coment": "Exanpl el",
"engi nes": |
"eset",
"cl amav"
]
}
|
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"whitelist": {

" 6e340b9cf f b37a989ca544e6bb780a2c78901d3f h33738768511a30617af a

01d": {
"comment": "exanpl e5"
}
8fb": {
"comment": "exanpl e2"
}
}
}

The response contains three objects: blacklist, whitelist, skip. Each object represents a list of
hashes (md5, sha1 or sha256) and the corresponding information.

Skip: comment, engines(array)

Whitelist and Blacklist: comment

Error response

Internal error

HTTP status code: 404

err "<error nessage>"

Invalid api key or rights
HTTP status code: 403

err "Access deni ed"

Unexpected event on server

HTTP status code: 500

err "<error nessage>"
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Note: Check MetaDefender Core server logs for more information.

8.1.7.2. Modify 'skip by hash’ list
The API for change of the "skip by hash"

Request Value

Method PUT

URL /admin/config/skip

Request HTTP header parameters:

name type required value

apikey string true

Request body:

JSON path  Type

skip object
blacklist object
Example:
{
"bl acklist":

Session id, can be acquired by Login / Create a Session

Required  Value

true Contains a hash object that contains a comment and
an array of the engines to be skipped

true

"edecbf 6bd03ef 340e0c6cd438a4069c2": {

"exanpl e3"

"13d8b8329hd2f 668e6a889f 32f eaa48c832dbf Oc": {

"comment":
}
}
"skip": {
"comment ":
"engi nes":

"exanpl e4",
[

"t ot al def ense"
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]
}
"7f 6¢cf 37bd817f 2c7572f 5467578d38bb4dc7080b": {
"comment": "Exanplel",
"engi nes": [
"eset",
"cl amav"

]
}
¥
"whitelist": {
" 6e340b9cf f b37a989ca544e6bb780a2c78901d3f b33738768511a30617af a
01d": {

"comrent": "exanpl e5"
1
"df 72d035b31b1f f 89f 752e83af 14b9e9dcf 4913d9954f 074546860d10b690
8fb": {
"comrent": "exanpl e2"
}
}
}

The request body containing whitelist's rules in array under "whitelist" key;
Each object in the array represents a whitelist:

comment: same comment for detailed more information this whitelist settings.
engines: containing engine id's strings in array

hash: md5, sha1 or sha256 hash

Successful response

HTTP status code: 200

"blacklist": {
"edecbf 6bd03ef 340e0c6cd438a4069c2": {
"comrent": "exanpl e3"
}
}
"skip": {
"13d8b8329bd2f 668e6a889f 32f eaa48c832dbf Oc": {
"comrent": "exanpl e4",
"engi nes": |
"t ot al def ense"
]
}

"7f 6¢cf 37bd817f 2c7572f 5467578d38bb4dc7080b": {
"comment": "Exanplel",
"engi nes": |
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n eset n ,
"cl amav"

]
}
¥
"whitelist": {
" 6e340b9cf f b37a989ca544e6bb780a2c78901d3f b33738768511a30617af a
01d": {

"comment": "exanpl e5"
b
"df 72d035b31b1f f 89f 752e83af 14b9e9dcf 4913d9954f 074546860d10b690
8fb": {
"comment": "exanpl e2"
}

The response returned the modified whitelist

Each object in the array represents a whitelist:

comment: same comment for detailed more information this whitelist settings.
engines: containing engine id's strings in array

hash: md5, sha1 or sha256 hash

Error response
Internal error

HTTP status code: 404

"err": "<error nessage>"

Invalid api key or rights
HTTP status code: 403

err "Access deni ed"

Unexpected event on server

HTTP status code: 500
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err "<error nessage>"

Note: Check Metadefender Core server logs for more information.

8.1.8. Get version of components
® 8.1.8.1. Fetching Engine / Database Versions
® 8.1.8.2. Get Product Version

8.1.8.1. Fetching Engine / Database Versions

The response is an array of engines with database information.

Request Value
Method GET

URL [/stat/engines

Successful response

HTTP status code: 200

"active": true,

"def _time": "",

"downl oad_progress": 100,
"downl oad_time": "2015-08-14T15:57: 46. 898Z",
"eng_id": "7z_1 Iinux",
"eng_nanme": "Archive engine",
"eng_type": "Bundl ed engi ne",
"eng ver": "9.38-57",

"engi ne_type": "archive",
"state": "production",
"type": "engine"

"active": true,

"def _tinme": "2015-08-17T02: 37: 05.000Z",
"downl oad_progress": 100,

"downl oad_time": "2015-08-17T08:17:22.810Z",
"eng_id": "clamav_1_|inux",
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"eng_nanme": "d amAVv',
"eng_type": "Bundled engine",
"eng ver": "3.0-43",

"engi ne_type": "av",

"state": "production",

"type": "engine"

Response description:
® active: if used by at least one engine
® def_time: the database definition time for this engine
® download_progress: percentage progress of download
® download_time: when this engine downloaded from the update server
® eng_id: engine internal ID
® eng_name: engine name
® eng_type: engine type in human readable form
® eng_ver: engine's version
® engine_type: engine's type (av, archive or filetype)

® state: status of the engine (downloading, downloaded, staging, production, removed,
temporary failed, permanently failed, content invalid or download failed)

Error response

Internal error

HTTP status code: 500

err "Error querying engine list"

Unexpected event on server

HTTP status code: 500

err "<error nessage>"
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8.1.8.2. Get Product Version

Fetch details about the product version.

Request Value
Method GET

URL /version

Successful response

HTTP status code: 200

"product _id": "MSCL",
"version": "4.3.0.311"

Error response

Unexpected event on server

HTTP status code: 500

"err": "<error nmessage>"

Note: Check Metadefender Core server logs for more information.

8.1.9. Configuration related APIs

All APIs below require authentication. You must send your apikey in header
parameter.
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api key: <your _uni que_api key>

® Processing history clean up
® Quarantine clean up
® Audit records (update history) clean up
® Sanitized file clean up
® Update settings
® Explanation
® Default settings
® Roles
® Users
® |mport
® Update
® Change password
® Nodes
® Engines
® Pin engine to prevent auto-updates
® Unpin engine to apply auto-updates
® Enable engines
® Disable engines

® Session settings

Processing history clean up
(cleanup records older than)

PUT /admin/config/scanhistory

Properties
Property Value
DESCRIPTION Setting processing history cleanup time. The cleanup range is defined

in hours .
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Property Value

URL http://<server>:<port>/admin/config/scanhistory
REQUIRED RIGHTS retention: [read, write]

HTTP METHOD PUT

CONTENT TYPE json

BODY
{"cl eanupr ange": 24}

Response

Result code Value Description

200 Request processed successfully.
{
c
I
e
a
n
u
Y
r
a
n
g
e
2
4
}

403 The apikey is missing or invalid.
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Result code Value Description

o0 TS oOQn®mOooo0 >

—

405 The user has no rights for this operation.

O TSSO mwnwOooOo >
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Result code Value Description

500 Internal server error.

SO~ e SCc@T™"500@3 < T"TQ030 "I S0 M
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Result code Value Description

}

Quarantine clean up
(cleanup records older than)

PUT /admin/config/quarantine

Properties
Property Value
DESCRIPTION Setting quarantine cleanup time. The cleanup range is defined in
hours .
URL http://<server>:<port>/admin/config/quarantine

REQUIRED RIGHTS retention: [read, write]
HTTP METHOD PUT

CONTENT TYPE json

BODY
{"cl eanupr ange": 24}

Response

Result code Value Description

200 Request processed successfully.
{
c
I
e
a
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Result code Value Description

T S —-TT C S

— AN

403 The apikey is missing or invalid.

o0 TS OoOQnw®mOooo0 >

—

405 The user has no rights for this operation.
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Result code Value Description

O TS OO ®MODOOO0 > ot

—

500 Internal server error.

< —"—Q003ZJ®— IS0~ -m
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Result code Value Description

=TSO T T ST CcQ TS O0O0KQ@ S

—

Audit records (update history) clean up
(cleanup record older than)

PUT /admin/config/auditlog

Properties
Property Value
DESCRIPTION Setting audit records (update history) cleanup time. The cleanup
range is defined in hours .
URL http://<server>:<port>/admin/config/auditlog

REQUIRED RIGHTS retention: [read, write]
HTTP METHOD PUT

CONTENT TYPE json

BODY

{"cl eanupr ange": 24}
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Response

Result code Value Description

200 Request processed successfully.

= A

PQ S5 Q9 T T S S D — O

~ AN

403 The apikey is missing or invalid.

O T3> DODQOnnm oo
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Result code Value Description

405 The user has no rights for this operation.

=T =

OO0 TSSOV ODOOO0 > =

——

500 Internal server error.

Eﬁo—ﬁﬂm
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Result code Value Description

SO~ Sc@ "> 00@3 < "TQ030 ">

——

Sanitized file clean up
(cleanup records older than)

PUT /admin/config/sanitize

Properties
Property Value
DESCRIPTION Setting sanitized files cleanup time. The cleanup range is defined in
minutes .
URL http://<server>:<port>/admin/config/sanitize
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Property Value

REQUIRED RIGHTS retention: [read, write]

HTTP METHOD PUT

CONTENT TYPE json

BODY
{" maxage": 360}
Response
Result code Value Description

200 Request processed successfully.
{
m
a
X
a
g
e
3
6
0
}

403 The apikey is missing or invalid.
{
e
r
r
A
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Result code Value Description

O d® T3S DdDawmwwmwodod o

—

405 The user has no rights for this operation.

o0 TS OoOQnw®mOooo0 >

—

500 Internal server error.

v4.17.3 309



Result code Value Description

IS OO SCc@ TS 00@3 <K TTTO030 T IS S0 M

——

Update settings
(reference: Update settings)
PUT /admin/config/update

Properties
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Property Value

DESCRIPTION Setting processing history cleanup time. The cleanup range is defined
in hours .
URL http://<server>:<port>/admin/config/update

REQUIRED RIGHTS update: [read, write]
HTTP METHOD PUT
CONTENT TYPE json

BODY

"aut oupdat eperi od": 240,
"del eteafterinmport": true,
"di sabl edupdate": |
{
"days": "5-7",
"from': 480,
"to": 960

"days": "1-2",
"from': 480,
"to": 960
}
]

i ckupfol der”: "/tnp/core-data
/ updat e_aut oadd",
"source": "internet"”

}

Response

Result code Value Description

200 Request processed successfully.
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Description

Value

Result code

© 5342 05T B e QD .. OT-= T O O D B o e &E OO0 o o=

312
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Result code Value Description

e

O T OoOT CO® T T n A
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Result code Value Description

8
0

[@RNoc IR N

v4.17.3 314



Description

Value

Result code

O .- 0OX 53 Q4 O _T O = = /tmplcore_data/update

315
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Result code Value Description

[oRNoRN RN e REa N e}

~ 0SSO ~35—

——

403 The apikey is missing or invalid.

==

wooo >
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Result code Value Description

O M® ~— 35 Dd®awm

—

405 The user has no rights for this operation.

o0 TS oOQn®nmooo >

—

500 Internal server error.
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Result code Value Description

SO~ Sc@ T"500@5 <K T"TTQ030O IS S0 Tm

——

Upon successful modification, in the response you must see the same JSON structure
you have just set.

Explanation
There are three update methodology.

The actual method depends on the source setting:

"source": "internet"
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OR

"source": "fol der"
OoR
"source": "manual "

When choosing the Internet method means the product will do automatic update downloading
from the internet.

To set the frequency of these updates choose the corresponding value presented on the
autoupdateperiod key's value.

"aut oupdat eperi od": 240

The value is representing minutes (how often the product will check for updates on the
internet)

You can set when NOT to distribute update packages to scan nodes:

"di sabl edupdate": |

{
"days": "1",
"from': 480,
"to": 960

},

{
"days": "5-7",
"from': 480,
"to": 960

}

This is a JSON array, in which you can define the time period when you do not want to
distribute update packages to scan nodes.

The JSON below mean that from Friday to Sunday (week starts on Monday (1), ends on
Sunday (7)) from 8:00 to 16:00 you do not want to distribute packages.

From and fo is the distance in minutes from 0:00 (8:00 — 480 minutes, 16:00 — 960 minutes)

"days": "5-7",
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"from': 480,
"to": 960
b,

When selecting folder as an update source, then the most important settings are:

"del eteafterinport”: true
AND

"pi ckupfol der": "/tnp/core-datal/ update_aut oadd”

deleteafterimport means if you want to clean the pickup folder after the updates have been
applied,

pickupfolder sets the folder where the core will look for update files.

Default settings

{
"aut oupdat eperi od": 240,
"del eteafterinport”: true,
"di sabl edupdate”: [],
"pi ckupfol der": "/tnp/core-datal/update_aut oadd",
"source": "internet"

}

Roles

(Create new role)

POST/adm n/rol e

Properties
Property Value
DESCRIPTION Add a new user role to the system.
URL http://<server>:<port>/admin/role

REQUIRED RIGHTS users: [read, write]

v4.17.3 320



Property Value
HTTP METHOD POST
CONTENT TYPE json

BODY

"nane": "new_role",
"di splay_nane": "New Rol e",
"rights": {
"agents":|
"read",
"wite"
],
"cert":|
"read",
"write"

]

onfiglog":[
"read",
"wite"

],

"engi nes": [

"read",

"wite"

]

xternal ": [
"read",
"VW i t ell

"l'icense":|
"read",
"V\ﬁ'i tell

"quarantine":|
"read",
"wite"

] ]

"retention":[
"read",
"wite"

]

"rule": |
"read",
"VWi tell

1,
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Property

Response

Result code

200

v4.17.3

Value

Value

"scan": |
"read",
"wite"

],

"scanl og": [
"read",
"wite"

1,

"skip":]
"read",
"wite"

]

pdate": [
"read",
"wite"

]

"read",
"wite"
],
"users": |
"read",
"wite"

]

"read",
"wite"
],
"zone": [
"read",
"wite"

Description

Request processed successfully.

,pdatelog":[

"wor kf | ow": [
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Description

Value

Result code
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Result code Value Description
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Result code Value Description
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Description

Value

Result code
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Result code Value Description
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400 Failed to apply changes.

403 The apikey is missing or invalid.
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Result code Value Description

oD SO0 uOoo0o0 >

——

405 The user has no rights for this operation.

OO TS OQOMw®ODoo0 >

——

500 Internal server error.
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Result code Value Description
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Users
( Create new users )

POST / adm n/ user
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Properties

Property Value
DESCRIPTION Add a new user to the system.
URL http://<server>:<port>/admin/user

REQUIRED RIGHTS users: [read, write]
HTTP METHOD POST
CONTENT TYPE json

BODY

352f ",

"directory id": 1,
"di spl ay_nane": "asdasd",
"emmi | ": "asd@sd",
"nanme": "asdasd",
"password": "asd",
"roles": |

i

"o

api _key": "b8a4b52f 19de88e365aa4f 7e403f a91b

1,
"ui _settings": {
"refresh rate": "{\"value\":30}",
"time_period": "{\"value\":24,\"
uni tlnHour\": 1} ",

}

Response

Result code Value Description

200 Request processed successfully.
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Description

Value

Result code
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Description

Value

Result code
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Result code Value Description
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Result code Value Description
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Description

Value

Result code
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Result code Value Description
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Result code Value Description
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Description

Value

Result code
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Result code Value Description
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400 Failed to apply changes.

403 The apikey is missing or invalid.
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—
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Result code Value Description

405 The user has no rights for this operation.

o0 TS oOQnw®mooo0 >

—

500 Internal server error.
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Result code Value Description

TS 0O TTTTO ST Cc@Q TS 0O0@Q@ S5 T T QO O

—

Import
(Import configuration from file)

POST /adm n/i nport

Properties
Property Value
DESCRIPTION Import configuration from file.
URL http://<server>:<port>/admin/import

REQUIRED RIGHTS Administrators right

HTTP METHOD POST

CONTENT TYPE json
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Property Value

BODY Already exported config json.
{
"config": {
"policy.rule.rule": {
"itens": |
{
"active": true,
"all ow cert": false,
"all ow cert.cert": "None",
}
Response
Result code Value Description
200 Request processed successfully.

{
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Result code Value Description
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304 The configuration has not changed.

400 The format of the configuration file is invalid.
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Result code Value Description

}

400 Internal server error.
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Result code Value Description

403 The apikey is missing, or the user has no rights for this
operation.
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—

500 Internal server error.

<YQVO~"O—T®C

v4.17.3 345



Result code Value Description
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Update
(Trigger update mechanism manually)

POST / admi n/ updat e

Properties
Property Value
DESCRIPTION Trigger the update mechanism manually to fetch and deploy
packages.
URL http://<server>:<port>/admin/update

REQUIRED RIGHTS engines: [read, write]

HTTP METHOD POST

Response
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Result code Value Description

200 Request processed successfully.

< TTC PO OODODOOCOWOODODT-STODDQEQ TTT O T OT C

403 The apikey is missing or invalid.
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Result code Value Description
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405 The user has no rights for this operation.
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Result code Value Description

500 Internal server error.
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Change password
(Modify user password)
POST / user/ changepassword
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Properties

Property Value
DESCRIPTION Modify the password set for the user identified by apikey.
URL http://<server>:<port>/user/changepassword

REQUIRED RIGHTS

HTTP METHOD POST

CONTENT TYPE json

BODY
{
"ol d_password": "ol dpassword",
"new_password": "newpassword"
}

Response

Result code Value Description

200 Request processed successfully.
{
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Result code Value Description
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}

400 The apikey is missing or invalid.

o0 TS oOQn®nooo >

——

405 The user has no rights for this operation.
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Result code Value Description
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500 Internal server error.
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Result code Value Description

d

}

Nodes
(Get node list and statuses)

GET / st at/ nodes

Properties

Property Value

DESCRIPTION Get the list of connected nodes and status of all of them.
URL http://<server>:<port>/stat/nodes

REQUIRED RIGHTS agents: [read]

HTTP METHOD GET
Response
Result code Value Description
200 Request processed successfully.
{
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0
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Description

Value

Result code
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Result code Value Description
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Result code Value Description
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Result code Value Description
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Description

Value

Result code
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Result code Value Description
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Result code Value Description
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Result code Value Description
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Result code Value Description
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Result code Value Description
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Description

Value

Result code
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Description

Value

Result code
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Result code Value Description
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Result code Value Description
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403 The apikey is missing or invalid.

o0 TS oOQnw®mooo0 >

—

405 The user has no rights for this operation.
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Result code Value Description

d
}
Engines
(Get the list of engines)
GET /st at/ engi nes
Properties
Property Value
DESCRIPTION Get the list of engines and status of all of them.
URL http://<server>:<port>/stat/engines

REQUIRED RIGHTS Need "full details" visibility for at least one of the workflow rules.
When the visibility is set for "Everybody", then the apikey is not

required.
HTTP METHOD GET
Response
Result code Value Description
200 Request processed successfully.
[
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Description

Value

Result code

viy— © — 0 O

C O 4= .- > O =

. B <]

T O w

t.|men

n

Tco=22c_o0o

370

v4.17.3



Description

Value

Result code
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Result code Value Description
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Description

Value

Result code
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Result code Value Description
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Description

Value

Result code
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Value

Result code
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Description

Value

Result code
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Result code Value Description
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Description

Value

Result code
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Result code Value Description
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Result code Value Description
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Result code Value Description
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Description

Value

Result code
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Result code Value Description
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Description

Value

Result code
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Result code Value Description
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Result code Value Description
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Description

Value

Result code
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Description

Value

Result code

T OS2C_0@®T IQ- ODe O v n-= TO02Cc_0®T |le.— € 0=

389

v4.17.3



Result code Value Description
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Description

Value

Result code
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Result code Value Description
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Result code Value Description
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Description

Value

Result code
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Result code
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Result code

- O n n:=

.. O O

o2 c_0®DO

|l — € © =

NOHO i 4N i OMEF AN

396

v4.17.3



Description

Value
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Description

Value

Result code
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Result code Value Description
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Result code Value Description

403 The apikey is missing or invalid.
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405 The user has no rights for this operation.
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Result code Value Description

500 Internal server error.
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Pin engine to prevent auto-updates

(Pin engines to prevent applying automatic updates on them. Manual updates still can be
applied.)
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POST / admi n/ engi ne/ { engi nel d}/ pi n

Properties
Property Value
DESCRIPTION Set engine to be pinned.
URL

http://<server>:<port>/admin/engine/{engineld}/pin

REQUIRED RIGHTS engines : [read, write]

HTTP METHOD POST

Header Parameters

Header Description Allowed Values Required
apikey  Authentication <your_unique_apikey> YES
type Pin engine or database to prevent applying engine / database NO
automatic updates on it.
(If the type is not defined both engine and
database will be pinned.)
Response
Result code Value Description
200 Request processed successfully.
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Description

Value

Result code
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Result code Value Description
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400 Bad request.
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Description

Value

Result code
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Result code Value Description
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403 The apikey is missing or invalid.
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405 The user has no rights for this operation.

v4.17.3 407



Result code Value Description

O d® T3S DdawnwwmwdOo

——

500 Internal server error.
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Result code Value Description
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Description

Value

Result code

n O O O35 == OT

MHMeco - c 0. naoa_CcCcOT~w>SC Q.. CC OO

OO ® 0N V.- n Q. ©C

410

v4.17.3



Result code Value Description
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Unpin engine to apply auto-updates
(Unpin engines so automatic updates will be applied on them.)

PUT / adm n/ engi ne/ { engi nel d}/ unpi n

Properties
Property Value
DESCRIPTION Set engine to be unpinned.
URL http://<server>:<port>/admin/engine/{engineld}/unpin

REQUIRED RIGHTS engines : [read, write]

HTTP METHOD POST

Header Parameters

Header Description Allowed Values Required
apikey  Authentication <your_unique_apikey> YES
type Unpin engine or database to applying engine / database NO

automatic updates on it.
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Header Description Allowed Values Required

(If it is not defined both engine and database
will be unpinned.)

Response
Result  Value Description
code
200 Request processed

{"result":"Engi ne is unpinned"} successfully.

{"result":"Database i s unpi nned"

}

400 Bad request.

{"err":"The type header val ue
has to be 'engine' or
' dat abase' "}

403 The apikey is missing or invalid.

{"err":"Access deni ed"}

405 The user has no rights for this
{"err":"Access denied"} operation.
500 Internal server error.

{"err":"Can't unpin the engine"}

{"err":"Can't unpin the engine"}
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Result  Value Description
code

{"err":"Error has occurred.
Engi ne i s pi nned/ unpi nned,
Dat abase i s pi nned/ unpi nned"}

Enable engines
(Enable to use engine on the nodes)

POST / admi n/ engi ne/ {engi nel d}/ enabl e

Properties

Property Value

DESCRIPTION Enable to use the selected engine on the nodes.

URL http://<server>:<port>/admin/engine/{engineld}/enable

REQUIRED RIGHTS engines : [read, write]

HTTP METHOD POST
Response
Result code Value Description
200 Request processed successfully.
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Result code Value Description
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403 The apikey is missing or invalid.
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405 The user has no rights for this operation.
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Result code Value Description
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500 Internal server error.
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Result code Value Description
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Disable engines
(Disable to use engine on nodes)

POST / admi n/ engi ne/ { engi nel d}/ di sabl e

Properties

Property Value

DESCRIPTION Disable to use the selected engines on the nodes.
URL http://<server>:<port>/admin/engine/{engineld}/disable

REQUIRED RIGHTS engines: [read, write]

HTTP METHOD POST
Response
Result code Value Description
200 Request processed successfully.
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Result code Value Description
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403 The apikey is missing or invalid.
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405 The user has no rights for this operation.
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500 Internal server error.
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Result code Value Description
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Session settings
(Configure settings for session generated upon a successful login)

PUT /admin/config/session

Properties
Property Value
DESCRIPTION Configure settings for session generated upon a successful login
See more at 8.1.1.1. Login / Create a Session
URL http://<server>:<port>/admin/config/session

REQUIRED RIGHTS Administrators right

HTTP METHOD PUT

CONTENT TYPE json

BODY
{
"absol ut eSessi onTi neout": 0,
"al | owCr ossl pSessi ons": true,
"al | owbDupl i cat eSessi on": true,
"sessionTi neout"”: 300000
}
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Response

Result code Value Description

200 Request processed successfully.
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Description

Value

Result code

o OV .- 0C u-: T _—— 03205 .- OB N OV .- OC:-

421

v4.17.3



Result code Value Description
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403 The apikey is missing or invalid.
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Result code Value Description

}

405 The user has no rights for this operation.
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500 Internal server error.
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Result code Value Description
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8.1.10. Yara
® 8.1.10.1. Get Yara sources
® 8.1.10.2. Modify Yara sources
® 8.1.10.3. Generate Yara package

® 8.1.10.4. Get status of Yara package generation

8.1.10.1. Get Yara sources

Request Value

Method GET
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Request Value

URL /admin/config/yara/sources

Request HTTP header parameters:

name type required value

apikey string true Session id, can be acquired by Login / Create a Session

Successful response

HTTP status code: 200

{
"l ocal sources": |
{
"source": "/mmt/yara"
"state": "enabl ed"
}
1,
"http_sources": |
{
"source": "http://onlineyarasources. net/source. zip",
"state": "disabled"
}
]
}

The response contains the current sources.

Each object in the array represents a source:
source: path or the url of the source
state: state of the source ( can be enabled or disabled )

Error response

Internal error

HTTP status code: 500
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err

Invalid api key or rights
HTTP status code: 403

err "Access deni ed"

"<error nessage>'

Note: Check Metadefender Core server logs for more information.

8.1.10.2. Modify Yara sources

Request Value
Method PUT

URL /admin/config/yara/sources

Request HTTP header parameters:

name type required value

apikey string true Session id,

Request body:

JSON path Type Required

http_sources  array true
local_sources array true
Example:
{

"l ocal _sources": |

{

v4.17.3

can be acquired by Login / Create a Session

Value

containing the new http sources

containing the new local sources
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"source": "/mmt/yara",

"state": "enabl ed"
}
1,
"http_sources": [
{
"source": "http://onlineyarasources. net/source. zip",
"state": "disabl ed"
}

The request body contains local sources and http sources as an array;
Each object in the array represents a source:

source: path or the url of the source

state: state of the source ( can be enabled or disabled )

Successful response

HTTP status code: 200

{
"l ocal _sources": |
{
"source": "/mmt/yara"
"state": "enabl ed"
}
1.
"http_sources": |
{
"source": "http://onlineyarasources. net/source. zi p",
"state": "disabled"
}
]
}

The response contains the modified data of sources.

Error response
Internal error

HTTP status code: 500

err "<error nessage>"

v4.17.3 427



Invalid api key or rights
HTTP status code: 403

{
"err": "Access denied"
}
Invalid data

HTTP status code: 500

"err "<error nessage>"

Note: Check Metadefender Core server logs for more information.
8.1.10.3. Generate Yara package

Request Value

Method POST

URL /yara/generate

Request HTTP header parameters:
name type required value

apikey string true Session id, can be acquired by Login / Create a Session

Successful response

HTTP status code: 200
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"status": "idle",

"start _tinme": ,

"issues": {
"general ": [
{
"severity": "warning",
"message": "Error while extracting network source. Can
not open destination."”
}
1,
"<source>": [
{
"severity": "warning",
"message": "The given |ocal source does not exists."
}

1,

The response is the is the actual state of generation process.

status: can be "idle", "error" or "inprogress"

start_time: used only when status is inprogress, otherwise its empty.

issues: stores a map of issues. Each key represents the according source, except "general",
which contains general errors occurred during the generation process.

Error response
Internal error

HTTP status code: 500

"err": "<error nessage>"

Invalid api key or rights
HTTP status code: 403

err": "Access deni ed"

Note: Check Metadefender Core server logs for more information.
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8.1.10.4. Get status of Yara package generation
Request Value
Method GET

URL /yaral/package

Request HTTP header parameters:
name type required value

apikey string true Session id, can be acquired by Login / Create a Session

Successful response
HTTP status code: 200

{
"status": "idle",
"start _time": "",
"issues": {
"general ": |
{
"severity": "warning",
"message": "Error while extracting network source. Can
not open destination."
}
1,
"<source>": |
{ . .
"severity": "warning",
"message": "The given |ocal source does not exists.”
}
1.
}
}

The response is the is the actual state of generation process.
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status: can be "idle", "error" or "inprogress"

start_time: used only when status is inprogress, otherwise its empty.

issues: stores a map of issues. Each key represents the according source, except "general",
which contains general errors occurred during the generation process.

Error response
Internal error

HTTP status code: 500

err "<error nessage>"

Invalid api key or rights
HTTP status code: 403

"err": "Access deni ed"

Note: Check Metadefender Core server logs for more information.

8.1.11. Webhooks
® 8.1.11.1. Individual file processing
® 8.1.11.2. Batch processing
® 8.1.11.3. Query webhooks status

8.1.11.1. Individual file processing

By default, REST Client is expected to keep querying Core for analysis result upon file
submission (polling mode), but client can switch from polling to webhooks mode by setting
callbackurl header mentioned in 8.1.3.1. Process a file .

When configured properly on file analysis request, Core will proactively notify back to client's
specified URL with the full analysis result, whenever that analysis is finished. The client will no
longer need to keep querying Core for temporary analysis results (polling).
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Successful response

HTTP status code: 200

"data_id": "61dffeaa728844adbf 49eb090ed4ecele”

Error response

Callback URL is invalid
HTTP status code: 400

err": "Callback url is invalid."

When analysis is finished on MetaDefender Core, PUT request will be made to the specified
URL address (that was passed as callbackurl header in file submission request). The body of
the request will contain the full analysis result. See more about full scan result example at
8.1.3.2. Fetch processing result

8.1.11.2. Batch processing

By default closing batch will not be successful while inner files are still being processed, and
expecting client to keep retrying to close batch again later.

Client can switch from this polling to webhooks mode by setting callbackurl header mentioned
in 8.1.4.4. Close Batch . When configured properly on batch closing request, Core will:

® Monitor all inner files until they are all done
® Close that batch,
® Proactively notify back to client's designated URL with a full batch result.

By doing so, REST client will use batch closing API just to confirm that all inner files submitted
successfully tied to that batch. REST Client will no longer be required to wait for all inner files to
finish the analysis in order to close the batch.

MetaDefender Core will take care of the rest and will notify client (via callbackurl) when batch is
closed and the analysis for the entire batch is available to client.
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URL [file/batch/<batch_id>/close/callback

Method POST

Header Type

Required Description

apikey string No User's session id, if it was set for
creation it is required

callbackurl  string ( <protocol://><ip| Yes Client's URL where MetaDefender Core

domain>:<port></path>) will notify batch result back to whenever

batch is closed successfully (webhooks
model). See details at 8.1.11.2. Batch
processing
For example: http://10.0.1.100:8081
/callback

Result Code Description

200 Callback URL is set successfully

400 Bad request, (e.g.: wrong header values, batch is already closed, invalid API

key)

403 Access denied

404 Batch not found

500 Internal server error

Successful response

HTTP status code: 200

"<batch_id>": "Callback url
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Error response

Callback URL is invalid
HTTP status code: 400

"err": "Callback url is invalid."

Callback URL is missed
HTTP status code: 403

err": "No call back url given."

When batch is closed successfully on Core, a batch result will be automatically sent to URL
address which pre-configured via callbackurl header. See more about batch result example at
8.1.4.4. Close Batch

8.1.11.3. Query webhooks status

Prior to being notified by Core when webhooks mode is set, client can anytime ask Core for file
/ batch processing webhooks status

URL ® File processing: /filelwebhook/<data_id>

® Batch processing: /file/lwebhook/<batch_id>

Method GET

Header Type Required Description

apikey string No User's session id, if it was set for creation it is required
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Result Code Description

200 Webhooks status is fetched successfully

400 Bad request, (e.g.: wrong header values, invalid API key)
403 Access denied

404 Webhooks status is not found

callbackurl header wasn't added for the specified data_id

500 Internal server error

Successful response

HTTP status code: 200

{
"data_id": string,
"request _tinme": string,
"status_code": nunber,
"url": string

}

Error response

Webhooks status not found

HTTP status code: 404

err": "Webhook status not found."

Callback URL is not set
HTTP status code: 404
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err": "No call back url set."

8.2. MetaDefender APl Code Samples

OPSWAT provides some sample codes on GitHub to make it easier to understand how the
MetaDefender REST API works.

® https://github.com/OPSWAT

Also, you can import the MetaDefender Postman Collection, which will give you quick access to
the API. After you import it, please update the URL for MetaDefender and the credentials
(MetaDefender Core collection — Edit — Variables):

Name

MetaDefender Core

Variables

VARIABLE INITIAL VALUE © CURRENT VALUE @

metadefenderURL http://localhost:8008/ http://localhost:8008

admin admin

admin

© Use variables to reuse values in different places. Work with the current value of a variable to prevent sharing sensitive
values with your team.

Update

Please note that the requests are chained, so you can use the Runner to run the tests and to
see the analysis flow and the requests headers and response:
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Collection Run )i Run In Command Line

MetaDefender Core

Run Summary >

"display_nam
"file_siz

"file_t:
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9. Advanced MetaDefender Deployment

® 9.1. Scripted license management

® 9.2. Deployment automation support
® 9.3. Cloud Deployment

® 9.4. Multi-node deployment

® 9.5. Using external load-balancer

9.1. Scripted license management

Using REST API calls there is an option for scripted activation and deactivation for
Metadefender Core servers with no Internet connection or if your infrastructure is using
automation to create/destroy Metadefender Core instances. In this chapter the steps of
these two scenarios are described.

Requirements
® aninstalled Metadefender Core instance without Internet connection
® another computer that has Internet connection and can run your activation scripts

® a manual or automated way to transfer data between the two computers

Activation steps
1. For activating Metadefender Core v4, deployment ID and activation key are needed to
generate the license file.
a. Activation key should be purchased from OPSWAT.

b. Metadefender Core v4 deployment ID can be queried by using REST API (for
details see Get Current License Information page)

® Save this deployment ID in your system, you might need this ID when the
instance is unavailable at the time of deactivation.

2. Activate license and get the license file using the following URL:
https://activation.dl.opswat.com/activation ?key=<activation
key>&deployment=<deployment unique ID>&quantity=<quantity>
Where <quantity> is the number of scan nodes to be connected to this Core instance
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(most cases it's 1, please refer 9.4. Multi-node deployment for multi-node deployment

scenarios)

If the activation is successfully, a license file is downloaded. Save this file.

HTTP status codes can be:

HTTP
Response

200 Ok

200
Activation
failed

200
Invalid
parameter

200
Invalid
parameter

200
Invalid
parameter

400 Bad
request

500
Internal
server
error

Body

license file

error: '<user conform error message>'

error: 'Could not activate your product because the
Activation Key you provided is invalid. Check if you typed it
correctly or open a support ticket if problem persist.'

error: 'Could not activate your product because the
Deployment ID you provided is invalid. Check if you typed
it correctly or open a support ticket if problem persist.’

error: 'Could not activate your product because the quantity
you provided is invalid. Check if you typed it correctly or
open a support ticket if problem persist.'

error: 'Internal server error (<error ID>). Please contact
support'

® In case of any activation issue, contact OPSWAT support for help

Comment

Activation
was
successfully.

Failed
activation

Invalid key
format

Invalid
deployment
format

Invalid
deployment
format

Missing key,
quantity or
deployment

439



3. Upload license file to Metadefender Core v4:
The license file should be uploaded to the Metadefender Core v4 to activate the product.
For details see page: Uploading License Key File

Deactivation steps

1. For deactivation of a deployment ID an activation key is necessary:

a. Activation key should be purchased from OPSWAT.

b. Metadefender Core v4 deployment ID can be queried by using REST API (for
details see Get Current License Information page)

2. Deactivate license using the following URL:
https://activation.dl.opswat.com/deactivation ?key=<activation
key>&deployment=<deployment unique ID>
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HTTP status codes can be:

HTTP
Response

200 Ok

200 No
active
license
found

200
Invalid
parameter

200
Invalid
parameter

400 Bad
request

Body

result: ok

error: 'Could not found any active license with the
given parameters'

error: 'Could not deactivate your product because
the Activation Key you provided is invalid. Check if
you typed it correctly or open a support ticket if
problem persist.'

error: 'Could not deactivate your product because
the Deployment ID you provided is invalid. Check
if you typed it correctly or open a support ticket if
problem persist.'

Comment

Successful
deactivation

The license has not
been activated yet or
it has been
deactivated already.

Invalid key format

Invalid deployment
format

Missing key or
deployment
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HTTP Body Comment

Response

500 error: 'Internal server error (<error ID>). Please
Internal contact support'

server

error

Important notes

o Product activation is tight to several hardware, operating system and software
parameters. In case of one or more major hardware or software parameter change the
product might turn into deactivated status. Operating system updates, other software
updates should not affecting the activation status.

If the product is online activated and has live Internet connection then in case of
deployment ID change the product reactivates itself. If the product doesn't have
Internet connection then the administrator is responsible to reactivate the product.

Because of the above administrator should consider licensing restrictions of the offline
deployments if using any virtualization and/or containerization technologies.

9.2. Deployment automation support

® |nstallation
® |nitialization
® |gnition file
® |gnition file fields
® Ignition file location
® Detailed initialization process
® Configuration

The product supports fully automated deployment. It means that it can be installed and
configured with no human interaction.

The automated deployment can be split to three steps on a high level:

1. Installation,
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2. Initialization,

3. Configuration.

Error rendering macro 'drawio’ : null

Installation

To automate the installation, install the product from the command line and provide the
installation-time options as parameters to the installer. For further details see 2.2.1. Installing
Metadefender Core using command line.

After the installation is complete, the product starts up and waits in a pre-initialized status. The
product may be initialized in two ways:
1. Manually using the 1.1.1. Configuration wizard, or

2. Automatically using an ignition file (see below).

© If the automated initialization fails for some reason (e.g. the ignition file is not in
place) then the automated initialization may be retried fixing the problem (e.g.
placing the ignition file to its lookup location) and restarting the OPSWAT
Metadefender Core service.

Until the product is in pre-initialized status, it will try the automated initialization
every time after a service (re)start.

Error rendering macro 'drawio’ : null

Initialization
Initialization is the process of bringing the product to an operable status.

Basically the initialization consists of the following steps:

1. Accept the End User License Agreement (EULA),
2. Import product configuration and

3. Create the first administrator user account.

Error rendering macro 'drawio’ : null

Ignition file
The initialization process can be configured in a file called the ignition file.

The ignition file must be in ini format
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©@ Sample ignition file

eul a=true

[user]

nanme=adm n
passwor d=adm n
emai | =adm n@ ocal

[confiqg]
i mport=config_export.json

Ignition file fields

The ignition file must have the following fields:

Section Key Required Description

eul a Mandatory Whether to accept the End User License Agreement.

® This key must be set to t r ue to accept the
EULA. Any other value will cause the
initialization to fail.

user Mandatory Initial administrator user account properties.

® The Administrator role is granted to the account.

name User name for the initial administrator user account.

password Password for the initial administrator user account.

@O WARNING! Clear text password
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Section Key Required Description

The password in this configuration file must be
stored in its clear-text format and as so it may
be visible for unauthorized parties.

enmai | E-mail address for the initial administrator user account.
config Optional Further configuration options. Currently only i nport is
supported.
i mport Path to a file in j son format that contains a previously

exported configuration to be imported.

Ignition file location

The directory of the ignition file is configurable:

Platform  Configuration Configuration Configuration key Configuration examj
method section

Windows Windows i nt ernal ignition_ file_location
Registry
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Platform  Configuration Configuration Configuration key Configuration examj
method section

|

File Edit WView Fav
Computer\HKEY_LOCA
. || OEM
; Opera £
v | | oPswe
\ Cent
MdL
M et
Met:

Met;
COracle

Partner
Policies
Realtek
Registe

Linux Configuration
file Met aDef ender

[internal]
ignition_file

Detailed initialization process

1. After the product has been started, it looks for the ignition file in the configured (or
default) location.

2. If an ignition file is found, then
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a. It gets validated, and if it is valid, then
i. Based on the information found in the ignition file:

i. The EULA is accepted,

ii. The configuration is imported,

iv. The administrator account is created.

v. If any of the above steps fails, then the error is logged, and the initialization
gets terminated.

® In this case the product starts normally: if for example the basic
configuration wizard has not been completed yet, then it must be
completed first.

b. If it is not valid, then the error is logged, and the initialization gets terminated.

® In this case the product starts normally: if for example the basic
configuration wizard has not been completed yet, then it must be
completed first.

3. If there is no ignition file, then no initialization is performed.

® In this case the product starts normally: if for example the basic configuration
wizard has not been completed yet, then it must be completed first.
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© If the automated initialization fails for some reason (e.g. the ignition file is not in place)
then the automated initialization may be retried fixing the problem (e.g. placing the
ignition file to its lookup location) and restarting the OPSWAT Metadefender Core
service.

Until the product is in pre-initialized status, it will try the automated initialization every
time after a service (re)start.
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Configuration

After the initialization is complete, the product is ready with the default and the imported
configuration.

This configuration can be later changed calling the configuration API functions. For further
details about the API see 8.1.9. Configuration related APls.

9.3. Cloud Deployment

® 9.3.1. AWS Deployment

9.3.1. AWS Deployment

Baseline Requirements: User Deployment Guides

® |ntroductory Material
® Introduction

® Architecture diagrams

® Planning guidance
® Security
® Costs
® Sizing

® Deployment guidance

® Deployment Assets

® Operate guidance
® Health Check
® Backup and Recovery
® Routine Maintenance
® Emergency Maintenance

® Support

® Accessibility
® Reference Materials

® | ocalization

v4.17.3 447



Introductory Material

Introduction

This Deployment Guide provides step-by-step instructions for deploying MetaDefender version
4.9.0 on Amazon Web Services infrastructure.

Organizations interested in protecting their solutions deployed in AWS can leverage
MetaDefender to analyze and sanitize files residing, or transitioning, their AWS deployment.
MetaDefender can scan and either sanitize or check for known vulnerabilities, depending on
the type of traffic it's seeing. The ideal use case would be an organization that allows files to be
uploaded to AWS through an external facing web portal. Analyzing files before they are made
accessible to the end-users is critical to ensure that no malicious content is allowed and
distributed through the web application.

Advanced attacks are concealing the malicious payload and are relying on productivity files
(documents, pdfs, images) as a distribution mechanism. Productivity files allow active content
to be leveraged, but these features are frequently exploited to execute the malicious behavior.

This guide is for IT infrastructure architects, administrators and DevOps professionals who are
seeking to prevent potential malicious traffic being allowed in their AWS Cloud deployment.
Threat Prevention is ensured for both productivity files that might be uploaded and for known
vulnerabilities that can be identified for all running services/applications deployed in AWS. The
vulnerability scanning is checking known vulnerabilities for unpatched OS and running
applications.

MetaDefender is provided as an AMI through the AWS Marketplace (MetaDefender Windows
and MetaDefender Linux offerings) or as a packaged installer available for download through
the OPSWAT Portal.

For installing our solution and deploy it without taking leverage of the predefined AMIs and
CloudFormation scripts, please review the guideline listed below:

® 9.3.1.1. Install MetaDefender in AWS EC2
® 9.3.1.2. AMI - Single MetaDefender Deployment
® 9.3.1.3. AMI - Distributed MetaDefender Deployment

For deploying the available AMIs, we provide the following deployment guidelines and as an
example CloudFormation scripts:

® Single deployment of MetaDefender in a public subnet

® Distributed deployment - load balanced MetaDefender instances in 2 private subnets,
maintained by OPSWAT Central Management deployed in a public subnet
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By using predefined CloudFormation scripts the deployment time will be roughly 3 minutes (for
single MetaDefender deployment) or 12 minutes (for distributed deployment)

Architecture diagrams

A ® N

&>

‘r . .

MetaDefender  MetaDefender MetaDefender ~ MetaDefender

\ Availability Zone 1 Availability Zone 2 /

MetaDefender AWS (2).xml

Planning guidance

Security

Depending on the selected deployment model, we provide guidance on which are the IAM roles
and services that MetaDefender needs to interact with.

All the details for each service and their role in the deployment architecture are detailed in the
guidelines below:

® 9.3.1.1. Install MetaDefender in AWS EC2
® 9.3.1.2. AMI - Single MetaDefender Deployment
® 9.3.1.3. AMI - Distributed MetaDefender Deployment

Costs

MetaDefender is made available as an annual subscription. Contact our sales team via our
Contact form, available here: https://www.opswat.com/contact

Considering that are over 60 diferent options to license MetaDefender, is highly coupled to the
use case and the advanced features that you are considering deploying. Note that the more
functionality you are adding to MetaDefender, the more need will be of CPU from the EC2
instance.
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Our recommendation would be a minimum 8 vCPU for our lower tiers. The list of recommended
EC2 instances are below:

® mb5.xlarge
® mb.2xlarge
® mb.4xlarge
® cb5.2xlarge
® c5.4xlarge
® c5.8xlarge

We recommend to go with Reserved Instances, considering that you are committing to an
annual subscription for MetaDefender.

For pricing per instance, please refer to the official AWS pricelist: https://aws.amazon.com/ec2
/pricing/

Sizing
MetaDefender needs an EC2 instance with minimum 8 vCPU, in order to have an optimal

response rate to submitted files for analysis. However, depending on the use case and
expected throughput (analysis SLA), higher tier instances are recommended.

The system requirements (hardware and supported operating system) are defined here:
https://onlinehelp.opswat.com/corev4/2.1. Recommended_System_Requirements.html

Deployment guidance

Deployment Assets
An ideal deployment in AWS will follow this process:
® Store the files in an S3 bucket before they are submitted to MetaDefender

® |deally MetaDefender would be deployed in the same region as the S3 bucket, to
avoid additional traffic.

® However, in the high unlikely event the entire region will fail, S3 provides a Cross-
Region Replication, which will insure that the files are still saved and ready to be
processed once MetaDefender services are back online.

® Define a pool of jobs for your webapp, which are in a pending state while MetaDefender
analyses the files

® Best option would be to use the SQS service and your application to send the
files from the SQS to MetaDefender
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® Every time the files are being uploaded to a temporary S3 bucket, there is
a new job added to the SQS

® |f MetaDefender fails, the job is stilled defined in SQS

® If AZ or even the region fails, if the S3 bucket is synced in multiple regions, the
SQS queue should be easily be able to be reconstructed for the remaining files in
the bucket

® Oninitializing stage, check the files in the S3 bucket and if there is any file
left, add them to the SQS

® Based on the result from MetaDefender, the file should be moved to the final location or
it's sanitized copy should. Either way, the original file should be deleted from the
temporary S3 bucket

® When the job is being removed from SQS, remove also the file from the S3 bucket

...........

Picks up the job, retrieves the
file from 53 and sends it to
MetaDefender for analysis

d |
) 4—'

Uploaded file is

stored in S3 Receives the message and adds it .
bucket to the queue
-h _)
S=E MetaDefander
=H|
message queue
p—d | L

Upload file by |||
Client or Application

Worker instances (e.g.
Lambda, containers or EC2)

-----------

Auto Scaling

Regarding MetaDefender deployment in AWS and it's needed assets/services, we provide 3
deployment guides:

® 9.3.1.1. Install MetaDefender in AWS EC2
® 9.3.1.2. AMI - Single MetaDefender Deployment
® 9.3.1.3. AMI - Distributed MetaDefender Deployment

Operate guidance

Health Check

It is important to set a health check of the MetaDefender instance. There are multiple factors
that can result in failure of the system, some of them are AWS related (AZ fault, hardware fault)
or application fault. Depending on the use case, each customer defines differently what
application failed is.

v4.17.3 451



For generic hardware or AZ fault, we recommend always a distributed environment as defined
in 9.3.1.3. AMI - Distributed MetaDefender Deployment. By deploying MetaDefender in different
Availability Zones with a load balancer in front of them, you will always be sure that no
hardware fault will result in service interruption.

1. If you have an ELB in front of MetaDefender instances, configure it to do the health
checks using the engines status.

® How to setup ELB to do health checks: https://docs.aws.amazon.com
/elasticloadbalancing/latest/classic/elb-healthchecks.html

® Use Engines status as API endpoint for health check: https://onlinehelp.opswat.
com/corev4/Fetching_Engine Database Versions.html

2. In case you are not using an ELB or you would like to have a more advanced health
check, our recommendation would be to setup a Lambda function to check on each
MetaDefender instance. In case of the health check monitored via Lambda, you will have
the flexibility to actually adapt based on the REST API response provided by
MetaDefender. One of the following should apply:

® If all engines are healthy, the instance is considered healthy

® |f some of the engines are not up to date or failing, based on the internal policy
you might invalidate this MetaDefender instance.

® Recovery of MetaDefender will be detailed in the next section
® |f the REST API response is an error, the instance should be considered down

3. An even more advanced check can be considered actually submitting a file to be
analyzed using a Lambda function. Note that depending on the file size and complexity,
workflow configurations and the number of files in the queue, it might result in timing out
the Lambda execution.

® Submit always the same file to MetaDefender through the REST API

® Compare the response with a baseline

Backup and Recovery

MetaDefender service in general is not storing any data that needs to be recovered or backed-
up. Regardless if it's an hardware or service failure, MetaDefender will not recover the files
submitted in the queue. In order to have a sustainable service, not affected by any hardware or
software failures, the recommendation would be to:

® Store the files in an S3 bucket before they are submitted to MetaDefender

® In order to avoid any AZ or Region failure, would be recommended to use S3's
Cross-Region Replication
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® Define a pool of jobs for your webapp, which are in a pending state while MetaDefender
analyses the files

® Best option would be to use the SQS service and your application to send the
files from the SQS to MetaDefender

® Every time the files are being uploaded to a temporary S3 bucket, there is
a new job added to the SQS

® If MetaDefender fails, the job is stilled defined in SQS

® If AZ or even the region fails, if the S3 bucket is synced in multiple regions, the
SQS queue should be easily be able to be reconstructed for the remaining files in
the bucket

® On initializing stage, check the files in the S3 bucket and if there is any file
left, add them to the SQS

® Based on the result from MetaDefender, the file should be moved to the final location or
it's sanitized copy should. Either way, the original file should be deleted from the
temporary S3 bucket

® When the job is being removed from SQS, remove also the file from the S3 bucket

In case of failure of MetaDefender service, follow the instructions defined in the
Troubleshooting section: https://onlinehelp.opswat.com/corev4/9.
_Troubleshooting_Metadefender_Core.html

Routine Maintenance

Always update the MetaDefender deployment with the new versions published either on:
® portal.opswat.com > Products section
®  AWS Marketplace

Release Notes are available here.

MetaDefender provides a direct update mechanism for the licensed analysis engines (all the
engines listed in Inventory > Technology). The application logic will require a product update,
however the licensed engines are automatically updated (in online deployments). Both the
engine and the signature updates for Anti-malware engines will be automatically downloaded
and deployed on a daily basis. We recommend to configure the product to check for updates at
least every 4h (for more details see 3.4. Update settings).

In general MetaDefender instance has Internet connection. If an offline deployment is
considered, make sure you are using either the Central Management or the Update
Downloader and that you are uploading the engines' signatures updates minimum once a day.
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Emergency Maintenance

In case of any availability failures of an AWS Service, recommended actions would be to pass
the load to another MetaDefender instances, preferably deployed in a different AZ than the one
affected. Any analysis in progress submitted to MetaDefender will be considered lost. However,
is highly recommended to build a resilient system that won't rely on MetaDefender to recover
the pending jobs, but to be managed by a queueing mechanism (e.g. AWS SQS). See Backup
and Recovery suggested deployment scenarios.

Support

Support policies, costs, levels and SLA's are described on our website, at the Support section:
https://www.opswat.com/support

Accessibility

Reference Materials

All MetaDefender documentation is available on onlinehelp.opswat.com

Localization

MetaDefender products and documentation are available exclusively in English for now.

9.3.1.1. Install MetaDefender in AWS EC2

1. Go to the EC2 Management Console in AWS and select Launch Instance:

EC2 Dashboard (g e Actions Q o % 0

Events

Tags Filter by tags and attributes or search by keyword 2] None found
Reports . ;
You do not have any running instances in this region.

Limits

First time using EC2? Check out the Getting Started Guide.
Instances Click the Launch Instance button to start your own server.
Launch Templates

Launch Instance

Spot Requests
Reserved Instances
Dedicated Hosts

Scheduled Instances

2. Select the desired Operating System you want to run for MetaDefender instance. And then
select the instance type.
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1.Choose AMI 2. Choose Instance Type 3. Configure Instance

4.Add Storage 5. Add Tags

Step 1: Choose an Amazon Machine Image (AMI)

Windows

Root device type: ebs

Virtualization type: hvm

" Microsoft Windows Server 2012 R2 Base - ami-10375468

ENA Enabled: Yes

6. Configure Security Group

Windows Microsoft Windows 2012 R2 Standard edition with 64-bit architecture. [English]

Free tier eligible

Root device type: ebs

Virtualization type: hvm

Microsoft Windows Server 2012 Base - ami-a20063da

ENA Enabled: Yes

Windows Microsoft Windows 2012 Standard edition with 64-bit architecture. [English]

Free tier eligible

Root device type: ebs

a Microsoft Windows Server 2008 R2 Base - ami-e432519¢

Virtualization type: hvm

ENA Enabled: Yes

Windows Microsoft Windows 2008 R2 SP1 Datacenter edition, 64-bit architecture. [English]

Free tier eligible

Root device type: ebs

a

Microsoft Windows 2008 SP2 Datacenter edition. [English]

Windows

Root device type: ebs

Virtualization type: hvm

Virtualization type: hvm

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage

Step 2: Choose an Instance Type

General purpose

General purpose
General purpose

G

General purpose
General purpose

General purpose

General purpose

Compute optimized

Please review MetaDefender's system requirements (OS and hardware requirements) before
choosing the desired AMI and instance type.

3. Select the desired VPC and subnet you would like to have MetaDefender deployed.

1.ChooseAMI 2. Ghoose Intance Type

mS.large 2
mS xlarge 4
mS.2xlarge 8
mS.4xiarge 16
ms.12xlarge 48
mS.24xlarge %
m.large 2
m.xlarge 4
m4.2xlarge 8
m4.4xlarge 16
m4.10xlarge 40
m4.16xlarge 64
o5 large 2

3.Configure Instance 4. AddStorage 5. Add Tags

Step 3: Configure Instance Details

1 Launch nto Auto Scaling Group (7

Number of instances.

Network

‘Subnet

1 Request Spot inst:

Vpo-91fc08e8 | myVPC (defaul)

No preference (default subret n any Avalabilty Zon

rAdd

Domain join directory

1AM role

‘Shutdown behavior

None

None

Stop

7 Protect against termination

Monitoring

EBS-optimized instance

Tenaney

Elastic GPU

~ Advanced Details

User data
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Enable CloudWatch detalled monitoring
Additional charges apply.

9/Launch as EBS-optimized instance

Shared - Run a shared hardware nstance

‘Additional charges will apply for dedicated tenancy.

71Add GPU
Additional charges apply.

5. Add Tags 6. Configure Security Group
8 EBS only
16 EBS only
32 EBS only
64 EBS only
192 EBS only
384 EBS only
8 EBS only
16 EBS only
32 EBS only
64 EBS only
160 EBS only
256 EBS only
4 EBS only

©Astext )Asfile [ Input is already base64 encoded

ENA Enabled: Yes

ENA Enabled: No

7. Review

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Microsoft Windows Server 2008 SP2 Base - ami-205f3f58 (64-bit) / ami-6cd2b214 (32-bit)

SUSE Linux Enterprise Server 11 SP4 (PV), SSD Volume Type - ami-7eb31906

SUSE Linux Enterprise Server 11 Service Pack 4 (PV), EBS General Purpose (SSD) Volume Type. Amazon EC2 AMI
Tools preinstalled; Apache 2.2, MySQL 5.5, PHP 5.3, and Ruby 1.8.7 available.

Up to 10 Gigabit

Up to 10 Gigabit

Up to 10 Gigabit

Up to 10 Gigabit
10 Gigabit
25 Gigabit
Moderate

High

High

High

bit

25 Gigabit

Up to 10 Gigabit

Cancel and Exit
64-bit

64-bit

64-bit

64-bit

©64-bit ~32-bit

64-bit

Cancel  Previous (GTNEVERLIEILEIE  Next: Configure Instance Details

6. Configure Secuty Group 7. Review

C' Create new VPC

Create new subnet

C Createnew arectory

C  Create new IAM role

(Optional)

cance | rovos (IO s i s
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Depending on the deployment model, the recommendation would be to deploy MetaDefender
in a private subnet, with no Internet Connection. And to separately deploy an instance of
OPSWAT Central Management in a different EC2 instance as part of a public subnet. The 2
subnets need to be able to connect to each other, in order for Central Management to manage
and deploy new engine versions to MetaDefender.

From security perspective, no 1AM role is needed as of right now for MetaDefender. However,
depending on the deployment model, it might be needed in order to have access to different
internal resources

® | ambda functions:

® if Lambda functions are used for product activation/deactivation or to process
uploaded files to S3, define an IAM role that grants access to those resources
and attach it to the instance

® Advanced Details:
® Recommended would be to add an User Data script to do the following:
® (Change default credentials from admin/admin to admin/instance-id
® Activate the product
See OPSWAT's Github account for scripts references.
4. Storage step can be skipped

In general there's no need for additional storage by MetaDefender. However, there are 2
situations where additional local storage might be required:

® MetaDefender will process large files or a high volume of files which submitted in
MetaDefender's queue will need over 10GB files storage

® MetaDefender is configured to store files in the Quarantine section which will eventually
fill the entire root volume.

In case quarantining the files in the MetaDefender instance or analyzing high volumes of files is
a requirement, please consider adding an EBS volume.
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1.ChooseAMI  2.ChooselnstanceType 3. Configure instance 4, Add Storage  5.AddTags 6. Configure Securty Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instar

Device : Size (GIB) Throughput  Delete on

Volume Type Snapshot Volume Type (i 0P8 O gy (7 Termination  Encrypted (i
Root General Purpose 5D (GP2) 4] 100/3000 NA Not Encrypted
ES General Purpose SSD (GP2) 4] 100/3000 NA NotEncypt v @

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibilty and
usage restrictions.

ot e (IR o e

5. Security Groups

There are 2 rules that are needed to be opened during the installation phase, after which only
one rule should remain:

® Custom TCP: 8008

® MetaDefender exposes it's REST API by default to port 8008. However this port
can be changed during the installation phase or updated during it's lifetime.

¢ RDP/SSH

® |n order to install MetaDefender on Windows add access for RDP and for Linux
add support for SSH

® Highly recommended would be not to allow traffic to RDP or SSH from
anywhere, but to limit to your IP address

1.ChoosoAMI  2.ChooselnstanceType 3. Configuro Instance  4.Add Storage  5.AddTags 6. Configure Security Group 7.

ince. On this page, you can add rules to allow specific traffic to reach your
t allow unrestricted access to the HTTP and HTTPS ports. You can

example, if you want to
ecurity group or select

Security group name:
Description:  launch-wizard-12 created 2018-04-25T15:17:16.925-07:00
Type (i Protocol (i Port Range (i Source (i Description (i
Custom TCP 14 Tcp 8080 Custom _#) 0.0.000 MetaDefender REST API )
ROP g ToP 3389 Custom %) CIDR, IP or Security Group RDP )
Add Rule
A\

stance. We recommend setting security group rules to allow access from known IP addresses only.

After the installation remove RDP or SSH from this Security Group!

6. Launch the instance
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After you review the settings, hit Launch. In a few minutes the instance should become

available
EC2 Dashboard m Conneot | [ Actions ¥

Events

Tags

Reports

Limits
10575a3196a1270306  mSxarge us-west-2c

Instances

Launch Templates

Spot Requests

Reserved Instances

Dedicated Hosts

Scheduled Instances

AMis

Bundle Tasks

Volumes

Snapshots

istance Type - Availability Zone

@ o o 0!
|

e 1to10f1

Status Checks Alarm Status  PublicDNS (I |

© 22checks passed  None %o 0023420016 3

Instance: | i Public DNS:

Description  Status Checks  Monitoring ~ Tags

Instance |D  i-0575a3(96a127e366

Key Instance state  running

Network Interfaces Instance type  m5.xiarge
Blastic IPs

Load Balancers Avaiabiity zone  us-west-2c

Target Groups

Launch Configurations

7. Additional steps

1. User Data

® In case you've added a User Data script, make sure that running User Data is

Public DNS (Pv4)  c2-34-209-166-54.us-west-

2.compute.amazonaws.com

1Pvé Public IP 34.209.166.54

PvBIPs -
Private DNS  ip-172-

Private IPs

Secondary private IPs

VPCID  vpc-91fcaBes
Subnet D subnet-7e6ad724

enabled on the new instance

Ec2 Service Properties =)= -

General | image | Storage | Support El

Set Computer Name
[[] Set the computer niame of the instance to ip-<hex Intemal IP> niame
Disable this feature to persist your own computer niame setting

User Data

Enable UserData exscttion for next service start (automatically enabled at Sysprep)
eg. <script></scrpt> or <powershell></powershell>

Evert Log

[T] Output event log entries on the console for easy monitoring and _m
debugging from the client <

Walpaper Information
Check the box to overtay information on the curent wallpaper.

This will be generated eventime a userlogs in
Uncheck the box to reset the background to what was previously set

Note: These changes willtake affect on next boct or restart of the ec2corfig service

Atribution

Version: 4.9.2586

ok | [ Cancel || popy

|

1

mme |

For instances running Windows OS versions, make sure that Windows Firewall will allow traffic

to 8008.

In order to do that, RDP into the instance, open Windows Firewall and Advanced Security and

create a New Rule for Inbound. Select Ports and choose the port you'll going to use for
MetaDefender API (default is 8008).
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» Windows Firewall with Advanced Security e

Actions.
20l ~ || Inbound Rules —
@ NewRule.
Retrieval (HTTP-In) ~ BranchCache - Content Retr V' Filter by Profile 4
Cache Server (HTT... BranchCache - Hosted Cach... All No T Filter by State »
[ New Inbound Rule Wizard
Protocol and Ports

“ G Soectythe protocols and pots to which ths e apples

Does ths e apply to TCP or UDP?
© Tcp
) uoP

Does s e apply 0 i localpots o peciiclocal pots?
) Al local ports
© Specific local ports: (008
Eample: 80,443, 50005010

<Back ][ Net> ][ Cancel

9.3.1.2. AMI - Single MetaDefender Deployment

For a single deployment of MetaDefender in a public subnet, refer to the CloudFormation script
provided as example.

In this example, besides the MetaDefender EC2 instance, additional resources are being
generated and set up.

Deployment flow:

Select the desired MetaDefender, based on the OS support:

1.ChooseAMI  2.Choose Instance Type 3. Configure lnstance 4. Add Storage 5. AddTags 6. Configure Security Group 7.

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit

An AMI s a template that contains the software configuration (operating system, application server, and applications) required to faunch your instance. You can select an AMI provided by AWS, our
user community, or the AWS Marketplace; or you can select one of your own AMIs.

Quick Start 1102 of 2 Products
3 MetaDefender x

My AMis

Metabefender  MetaDefender Linux m
AWS Marketplace

490 Sokd by OPSWAT

Community AMIs B

645 Amazon

~ Categories MetaDefender is a leading platform for detecting and preventing malicious file uploads avalable via REST AP, particularly

for web applications or storage systems. The solution
Al Categories

More info
Infrastructure Software (2)

MetaDefe Winde

# 4k (0 490 Sokd by OPSWAT
Clear Filter

o
¥ All Windows Windows. 20122
Windows 2012 R2 (1) Updatod: 7118

MetaDefender is a leading platform for detecting and preventing malicious file uploads available via REST AP, particularly

¥ Al Linux/Unix for web applications or storage systems. The solution

Amazon Linux (1) More info

~ Software Pricing Plans

Bring Your Own License
@

~ Region

Current Region (2)

Go through the steps to launch an instance (steps defined here: 9.3.1.1. Install MetaDefender
in AWS EC2)

Or, use the CloudFormation template available on OPSWAT's Github account. Feel free to
review it and modify it accordingly.

To launch the CloudFormation script, follow these steps:
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1. Go to CloudFormation > Create Stack and select the template (or import it):
2. Fill the needed details:

® Stack name : Identifier for this entire MetaDefender stack

® Activation Key: MetaDefender license key

® AMI: grab the AMI id from the AWS Marketplace or from your own built
MetaDefender AMI

® KeyName: the keypair you would like to use in order to manage this instance

® Note that it's very important to provide a valid key, especially if you plan to
connect to this machine for different investigations

® VPC and Subnet: Select from the dropdown which is the VPC and the subnet
used for this instance.

a. Note that it's very important that the selected subnet will provide
MetaDefender Internet access, in order to get all the needed updates.

@ CloudFormation v  Stacks > Create Stack

Specify Details

wwwwww

Stack name

Parameters

AAAAAAAAAAAA

°

3. Finish the wizard, acknowledge that IAM roles are being generated and hit Create

The CloudFormation script will generate the needed resources to provide the following flow:
® |nstance initialize phase

® User Data script (Powershell for Windows and shell for Linux) will be called which
will:

® change the credentials from the default admin/admin to admin/instance-id

® updates the CloudWatch Event Rule to be dispatched only for the
instances running MetaDefender (adds the new instance-id to the existing
list)
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® updates the Deactivate Lambda function by mapping the instance-id to the
MetaDefender's unique deploymentid

® activate the product based on the provided activation key
® Instance shutting-down / terminate

® Deactivate Lambda function will call the OPSWAT Activation Server to deregister
the existing MetaDefender deployment

® Results are logged in CloudWatch
® Instance rebooted
® Respects same flow as Initialize phase
Resources:
® MetaDefender Windows EC2
® The VM running the MetaDefender instance
® MetaDefenderSecurityGroup

® Only the TCP port 8008 is opened, being the only port needed to communicate
with MetaDefender

® | ambdaAccessRole

® |AM Role created for to the EC2 instance, to allow it to update the
DeactivateLambda function and the DeactivateEventRule

® | ambdaRolePolicies

® The IAM Policy which grants access to update the defined lambda function and
CloudWatch event rule

® | ambdalnstanceProfile
® |AM InstanceProfile that is attached to the EC2 instance
® DeactivateLambda

® Calls the OPSWAT's Activation Server to deregister the MetaDefender instance
on termination.

® |ambdaExecutionRole
® |AM Role to allow running the lambda function and publishing the results in logs
® DeactivateEventRule

® CloudWatch EventRule which allows to monitor the EC2 instance and calls
DeactivateLambda on shutting-down or stopping.

® PermissionForEventsTolnvokeLambda
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® | ambda Permission needed to invoke the DeactivateLambda function

® Resources and relationships:

&’ MEA@J’

Role Function Role
[N

~
®

Y 2 °

) )
Permissio... Lambdalns...
Permission InstancePro...

Deactivat...
Rule

A
\

L\ |
*——
B’ — e
H - e
LambdaRol... MetaDefen... . MetaDefen... ‘
Policy SecurityGroup Instance .

»

‘o—e-e’

9.3.1.3. AMI - Distributed MetaDefender Deployment

For a distributed environment, we would recommend to use MetaDefender Central
Management deployed in a public subnet and MetaDefender Core instances deployed in
private subnets, in separate Availability Zones.

® Disclaimer: Please note that Central Management is not available on the AWS
Marketplace, you will need to download the product from portal.opswat.com, install it
and create an AMI.

Even though is a free of charge, will require a license key. Please contact us for
details.

OPSWAT provides a CloudFormation template as an example of the deployment seen in the

diagram below.

Deployment Diagram:
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@ Availability Zone 1 Availability Zone 2

Public Subnet

‘D o

MetaDefender NAT Gateway
Central Management

@ iy

Private Subnet __ Private Subnet

MetaDefender Core MetaDefender Core

Deployment flow:

Select the desired MetaDefender, based on the OS support:

1.ChooseAMI  2.Choose Instance Type 3. Configurenstance 4. Add Storage 5. AddTags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS, our
user community, or the AWS Marketplace; or you can select one of your own AMis.

Quick Start 1102 0f 2 Products
Q MetaDefender x
My AMis
Metabefend MetaDefender Linux m
AWS Marketplace fapetender
..... 1490 soby OPSWAT
Community AMis Bring Your Own Licensa + AWS usage fees
SfCaeines aleading platfor for detecti malicious REST AP, particularly
) for web applications orstorage systems. The soluton ..
All Categories
More info
Infrastructure Software (2)
§ MetaDefender Windows m
~ G Victaerender
k4 % 04901 Sod by OPSWAT
Clear Fiter
o
~ All Windows Widows,
Windows 2012 R2 (1) Updstecssne
is a leading platform for detect maiicious REST API, particularly
Al Linux/Unix for web appiications or storage systems. The soluion
Amazon Linux (1 Mers o

~ Software Pricing Plans

Bring Your Own License

@

~ Region
Current Region (2)

Go through the steps to launch an instance (steps defined here: 8.4.1.1. Install MetaDefender
in AWS EC2)

Or, in order to use the CloudFormation template provided, please see OPSWAT's Github
account. Our recommendation would be to use this template as an example and modify it
accordingly to your business requirements.

To launch the CloudFormation script, follow these steps:

1. Go to CloudFormation > Create Stack and select the template (or import it):

2. Fill the needed details:

® Stack name : Identifier for this entire MetaDefender stack

® Availability Zones

® Select at least 2 availability zones in the selected region
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® Network Configuration
® Distribution of the CIDR blocks
® Configure the needed IP allocation per subnets

® |f needed, create additional private subnets with dedicated ACL, not
default ones.

® EC2 Configuration

® KeyName: the keypair you would like to use in order to manage this
instance

® Note that it's very important to provide a valid key, especially if you
plan to connect to this machine for different investigations

® NAT instance type

® This is important for regions where NAT Gateway are not yet
available (e.g. GovCloud)

® MetaDefender Configuration
® Activation Key: MetaDefender license key
® AMI:
® Both for Central Management and Core

® Grab the AMI id from the AWS Marketplace or from your own built
MetaDefender AMI
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3. Finish the wizard, acknowledge that IAM roles are being generated and hit Create

The CloudFormation script will generate the needed resources to provide the following flow:
® |nstance initialize phase
® Central Management

® User Data script (Powershell for Windows and shell for Linux) will be called
which will:

® change the credentials from the default admin/admin to admin
f/instance-id

® updates the CloudWatch Event Rule to be dispatched only for the
instances running MetaDefender (adds the new instance-id to the
existing list)

® updates the Deactivate Lambda function by mapping the instance-id
to the MetaDefender's unique deploymentid

® activate the product based on the provided activation key
® attach the running MetaDefender instances

® activate MetaDefender instances and push the activation file to
MetaDefender instances

® MetaDefender Core
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® User Data script (Powershell for Windows and shell for Linux) will be called
which will:

® change the credentials from the default admin/admin to admin
f/instance-id

® |nstance shutting-down / terminate

® Deactivate Lambda function will call the OPSWAT Activation Server to deregister
the existing MetaDefender deployment

® Results are logged in CloudWatch

® Instance rebooted

® Respects same flow as Initialize phase

Resources:

® MetaDefender Windows MDWindowsEC2AZ1

® The VM running the MetaDefender instance in Availability Zone 1
® MetaDefender Windows MDWindowsEC2AZ2

® The VM running the MetaDefender instance in Availability Zone 2
® MetaDefenderSecurityGroup

® Only the TCP port 8008 is opened, being the only port needed to communicate
with MetaDefender

® CentralManagementSecurityGroup

® Only the TCP port 8018 is opened, being the only port needed to communicate
with MetaDefender Central Management

® | ambdaAccessRole

® |AM Role created for to the EC2 instance, to allow it to update the
DeactivateLambda function and the DeactivateEventRule

® | ambdaRolePolicies

® The IAM Policy which grants access to update the defined lambda function and
CloudWatch event rule

® | ambdalnstanceProfile
® |AM InstanceProfile that is attached to the EC2 instance
® DeactivateLambda

® (Calls the OPSWAT's Activation Server to deregister the MetaDefender instance
on termination.

® | ambdaExecutionRole
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® |AM Role to allow running the lambda function and publishing the results in logs

® DeactivateEventRule

® CloudWatch EventRule which allows to monitor the EC2 instance and calls
DeactivateLambda on shutting-down or stopping.

® PermissionForEventsTolnvokeLambda

® | ambda Permission needed to invoke the DeactivateLambda function

Resources and relationships:

-BT J..w_-j B B L g o |

9.4. Multi-node deployment

Metadefender Core is designed to support scaling of the scanning infrastructure by distributing
scan requests among several scan nodes. The benefit of having such a distributed
infrastructure is that based on node loads, Metadefender Core server can always choose the
most appropriate node to assign a new scan task to. In case of high scan load, node tasks are
well-balanced to provide robust load balancing.

Metadefender Core servers allow connections from several nodes. The server-node
communication is unsecured. Therefore it is advisable to configure a dedicated virtual LAN and
open only the respective ports. Alternatively you can set up an ssl-tunnel to encrypt data-flow.
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Setting up several Metadefender Core nodes

After activation of the product it is possible to connect as many nodes to your server is allowed
by the purchased license. Please note that there is a node running on the Metadefender Core
server itself.

The Metadefender Core server needs to be installed on a dedicated server, and the nodes on
other machines, using the installation packages applicable to your distribution. To set up
multiple nodes both the configuration of the server and the nodes are to be changed according
to the following paragraphs.

Installing additional Metadefender Core Node instances

Windows
There are two options to install a node on Windows systems:

®  With Install Wizard:
Run the installer (.msi file) and follow the instructions.

® Using command line interface:

nsiexec /i <msi file name> <option key>=<option val ue>

where the possible keys and their default values are the following:

Key Default Value Description

SERVERPORT 8007 The value should match to the port value
(in versions defined on the Metadefender Core server.
before v4.9.0:
8009)

SERVERADDRESS - The value should be the IP address that the

Metadefender Core server listens on for
accepting external node connections.
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Linux

If the Metadefender Core Node package dependencies are not installed on your
system you may need to have a working Internet connection or you may have to
provide the Installation media during the installation. Consult your Operating System
documentation on how to use Installation media as a package repository.

Debian package (.deb)

sudo dpkg -i <filenane> || sudo apt-get install -f

On Red Hat Enterprise Linux / CentOS package (.rpm)

sudo yuminstall <filenanme>

Setup on the server machine on Linux

1. Open the configuration file / et c/ omet ascan/ onet ascan. conf

2. Within [ gl obal ] section create a new entry called address. The value should be the IP
address of network interface you want the server be accepting nodes on. If you want to
allow all interfaces for this purpose you can either skip this step or define value 0.0.0.0 to
this field.

3. Within [ gl obal ] section create a new entry called port on with the server accepts
connections. The suggested value is 8007.

4. Restart ometascan service using your distribution service manager utility.

[ gl obal ]

address=0.0.0.0
port=8007
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Setup on the node machine(s) on Linux
1. Open the configuration file /etc/ometascan-node/ometascan-node.conf on the node
machine

2. Within [ gl obal ] section create an new entry called serveraddress. The value should be
the IP address of the server. If defined at server side these addresses should match.

3. Within [ gl obal ] section create an new entry called serverport of which the value should
match to the port value defined at server side.

4. Restart ometascan-node service using your distribution service manager utility

[ gl obal ]

server addr ess=<server |P>
server port =8007

Setup on the server machine on Windows

1. Open the key HKEY LOCAL_ MACHI NE\ SOFTWARE\ OPSWAT\ Met ascan\ gl obal in
Windows Registry

2. Within gl obal key create a new string value called address. The value should be the IP
address of network interface you want the server be accepting nodes on. If you want to
allow all interfaces for this purpose you can either skip this step or define value 0.0.0.0 to
this field.

3. Within gl obal key create a new string value called port on with the server accepts
connections. The suggested value is 8007.

4. Restart OPSWAT Metadefender Core service.

Setup on the node machine(s) on Windows
1. Open the key HKEY _LOCAL_MACHI NE\ SOFTWARE\ OPSWAT\ Met ascan Node\ gl obal
in Windows Registry

2. Within gl obal key create an new string value called serveraddress. The value should
be the IP address of the server. If defined at server side these addresses should match.

3. Within gl obal key create an new string value called serverport of which the value
should match to the port value defined at server side.
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4. Restart OPSWAT Metadefender Node for Core service.
Note that after specifying the port value in the server configuration, you should set the
configuration file of the node which is installed on the server machine.

After these steps Metadefender Core server starts deploying scan engines and malware
databases onto the connected nodes, which will be shown on the Metadefender Core web
interface in the Inventory Scan nodes menu.

9.5. Using external load-balancer

® 9.5.1. HTTP(S) - Layer 7 load balancing
® 9.5.2. DNS load balancing

9.5.1. HTTP(S) - Layer 7 load balancing

This page provides information about recommended ways to use sessions with a Layer 7 load-
balancer.

Most load-balancers have the ability to provide cookies for pinning subsequent traffic from a
client to the appropriate server. This method is called sticky session, session persistence or
session affinity. Using cookies efficiently requires the client to know when a cookie should be
sent, should not be sent or should be deleted.

Sticky session load balancing

Each Metadefender Core v4 instance has its own databases and application sessions that
cannot be seen by other instances. Therefore, in order to get the related data/response to our
queries we should ask the appropriate Metadefender Core v4 server. On the other hand, to
keep the advantages of the used load balancing method, cookies should not be sent if it is not
necessary.

Single file scanning

Steps
No. Stage Task Cookie usage
1. Sending Initiate processing a file on the client side. Send file Cookie should
file through the load-balancer. (See REST API: Scan A File) not be sent.
2. Save cookie
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No. Stage

Task

Save the cookie and the data_id you got from the load-
balancer

3. Getting  Request result related to data_id saved in step 2. (See
result REST API: Fetch Scan Result)
4, If processing is in progress (See REST API: Fetch Scan

Result), wait a little while and repeat step 3.

Batch scanning

Steps

No. Stage

1. Open batch

2.

3. Sending
files

4.

5.

6. Getting
batch status

v4.17.3

Task

Initiate processing file(s) in batch. Request a batch
ID through the load-balancer. (See REST API:
Initiate Batch)

Save the cookie and the batch_id you got from a
Core server through the load-balancer.

Send file through the load-balancer. (See REST
API: Scan file in batch)

Save the data_id you got from the load-balancer.

Status/result of scanning of sent files can be
queried: (See REST API: Fetch Scan Result)

Repeat step 3-4. with files wanted to be in the same
batch.

See REST API: Status of Batch

Cookie usage

Send cookie
saved in step
2.

Send cookie
saved in step
2.

Cookie usage

Cookie should

not be sent.

Save cookie

Send cookie
saved in step 2.

Send cookie
saved in step 2.

Send cookie
saved in step 2.
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7. Close batch  Tell the server that no more files will be sent to this Send cookie

batch. (See REST API: Close Batch). saved in step 2.

(This will only be successful if all the files sent to the
batch have been processed already. Repeat this
step until batch is closed.)

8. Getting Request results related to batch ID saved in step 2.  Send cookie

results (See REST API: Download Batch Signed Result). saved in step 2.

If it does not matter which upstream server responds, then querie should be sent without
cookie.

® It is recommended not to send cookies when it's not necessary to allow load-balancer
to use its own method to share the load between Metadefender Core v4 servers.

Limitations, additional notes
Using load-balancing between Metadefender Core servers does not support:
® Global scan history

® Core server administration through load-balancer

OPSWAT products that support HTTP load balanced Metadefender Cores

Product name Minimum version Further information
MetaDefender Kiosk 434 -
OPSWAT Client Windows: 7.6.247.0 -

Mac: 10.4.243.0

MetaDefender Email Security  4.3.0 -

MetaDefender ICAP Server 43.0 -

MetaDefender Vault 1.3.0 -

v4.17.3
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9.5.2. DNS load balancing

Using this method is logically similar to Layer 7 load-balancing.

Briefly how it works

Client uses a domain name to send a query to a server. Client's DNS server has more "A"
records for that name with different IPs. When a client resolves the server's domain name DNS
server randomly chooses an IP for that name to send back. When a session is used on the
application layer, client should know the IP address of the Core server that handles that specific
session. In every other case, client should resolve the domain name with DNS query to let
requests to be balanced between Metadefender Core servers.

Single file scanning

Steps
No. Stage
1. Choose a Core
server by using
DNS load

2. balancing

3. Sending file

5. Getting result

v4.17.3

Task

Resolve the Core servers' common domain
name.

Save the IP gotten from the DNS server.

Initiate processing a file on the client side.
(See REST API: Scan A File)

Save the data_id got from the Core server

Request result related to data_id saved in step
2. (See REST API: Fetch Scan Result)

If processing is in progress (See REST API:
Fetch Scan Result), wait a little while and
repeat step 3.

Addressing

Use domain
name

Save the IP

Use IP saved in
step 2.

Use IP saved in
step 2.

Use IP saved in
step 2.
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Batch scanning

Steps

No.

10.

v4.17.3

Stage

Choose a Core
server by using

DNS load
balancing

Open batch

Sending files

Getting batch
status

Close batch

Getting results

Task

Resolve the Core servers' common domain
name.

Save the IP gotten from the DNS server.

Initiate processing file(s) in batch. Request a
batch ID. (See REST API: Initiate Batch)

Send file to the specific Core server with the
basch ID saved in step 3. (See REST API: Scan
file in batch)

Save the data_id you got from the Core server.

Status/result of scanning of sent files can be
queried: (See REST API: Fetch Scan Result)

Repeat step 3-4. with files wanted to be in the
same batch.

See REST API: Status of Batch

Tell the server that no more files will be sent to
this batch. (See REST API: Close Batch).

(This will only be successful if all the files sent to
the batch have been processed already. Repeat
this step until batch is closed.)

Request results related to batch ID saved in
step 2. (See REST API: Download Batch Signed
Result).

Addressing

Use domain
name

Save the IP

Use IP saved
in step 2.

Use IP saved
in step 2.

Use IP saved
in step 2.

Use IP saved
in step 2.

Use IP saved
in step 2.

Use IP saved
in step 2.
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Limitations, additional notes

Using load-balancing between Metadefender Core servers does not support:

® Global scan history

® Core server administration via DNS load-balancing

OPSWAT products that support DNS load balanced Metadefender Cores

Product name

MetaDefender Kiosk

MetaDefender Client

MetaDefender Email Security

MetaDefender ICAP Server

MetaDefender Vault

v4.17.3

Minimum version

does not support yet

does not support yet

does not support yet

does not support yet

does not support yet

Further information
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10. Troubleshooting MetaDefender Core

In this section you can find solutions for generic issues with MetaDefender Core

Installation issues

® |naccessible Management Console

Issues with nodes

MetaDefender Core should log and display any issue related to scan nodes.
For more information about these kind of issues, go to

® Possible Issues on Nodes

Where are the Metadefender Core logs located?

MetaDefender Core generates log files to /var/log/lometascan under Linux and to Windows
Event Log under Windows.

The server and node logs are collected separately and are
plain text files. For more information on how to read the logs, go to

® How to Read the Metadefender Core Log?

How can | create a support package?

To ensure the best help from OPSWAT support, you can create a support package with a tool
that comes with MetaDefender Core.

For more information on how to create a support package, go to

® How to Create Support Package?

Issues under high load

® Too Many Sockets or Files Open

® Too Many TIME_WAIT Socket
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Debug logging
To provide debug logs for the OPSWAT support team, the level of the logfile for the given
service (ometascan or ometascan-node) must be set to 'debug'.

Next, execute the scenarios requested by the support team, and collect the generated log files
from the configured location.

After that the log level should be set back to 'info'. In debug level the size of the logfile will
increase significantly.

For information on how to modify the logging settings of the product consult the paragraph:
Configuration

For information on other data that OPSWAT support might require go to How to Create Support
Package?

For information on how to interpret the log files consult: How to Read the Metadefender Core
Log?

How to Create Support Package?

A support package contains essential information regarding the operating system and
OPSWAT software found on the machine.

Creating the package on Linux

To create a package you have to start the /usr/bin/lometascan-collect-support-data.sh for
Core and /usr/bin/ometascan-node-collect-support-data.sh for Node.

As the script processes the necessary information, the script generates the support package
output.

The package files are tar.gz archive with the following name:

onmet ascan- support - <TlI MESTAMP>. t ar. gz
onmet ascan- node- support - <TI MESTAVP>. t ar . gz

Where the timestamp is the date when the package was generated.

Example:

onet ascan- support-1439983514.tar. gz
onet ascan- node- support - 1506936465. tar. gz
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The generated package will be placed in the same location as the script that was called.

Creating the package on Windows

To create a package you have to start the script found under the installation directory of the
product, default is C:\Program Files\OPSWAT\Metadefender Core\ometascan-collect-
support-data.bat for Core and C:\Program Files\OPSWAT\Metadefender Core
Nodelometascan-node-collect-support-data.bat for Node.

As the script processes the necessary information, the script generates the support package
output.

The package files is a zip archive with the following name:

onet ascan- support - <TI MESTAMP>. zi p
onet ascan- node- support - <TlI MESTAMP>. zi p

Where the timestamp is the date when the package was generated.

Example:

onmet ascan- support-1439983514. zi p
onet ascan- node- support - 1439983514. zi p

The generated package will be placed in the same location as the script that was called.

Content of the created package
The support package contains the following elements:
® configuration : the configuration files of OPSWAT software found on machine
® log : the log files of OPSWAT software found on machine
® system information : system information stored in file named os.info
® hardware information: hardware information stored in file named hw.info
® network information: network information stored in file named network.info

® directory information: OPSWAT software directory information stored in file named
files.info

® copy of config database : config database WITHOUT user data

You can check the content of the generated package to make sure it does not contain any
confidential information.

v4.17.3

479



How to Read the Metadefender Core Log?

The log files are plain text files that can be opened with any text editor.

Files

Under Linux the server and nodes generate separate log files under /var/log/ometascan.
The ometascan.log file (if present) belongs to the server and the ometascan-node.log file (if
present) belongs to the installed scan node.

Under Windows there is no default logging into file unless otherwise specified. For details see
Startup Core Configuration and Startup Node Configuration accordingly.

Format

In the log, each line represents a log message sent by the server or node. Depending on the
log file, the format of the line is as follows:

[LEVEL] TI MESTAMP ( COVPONENT) MESSAGE [msgi d: MESSAGE | D]

Example:

[INFO ] 2015.08.19 09:40:27.941: (core.workflow) Scan finished,
dat al d=' ¢35a190681944380a52ef b9ef 32ef 509', overal | Resul t=" No
Threat Detected', total ResultCount="5", infectedResultCount='0'
[megi d: 82]

Where the different values are:
® LEVEL : the severity of the message
® TIMESTAMP : The date value when the log entry was sent
® COMPONENT : which component sent the entry

® MESSAGE : the verbose string of the entry's message
® MESSAGE ID : the unique ID of this log entry

Severity levels of log entries
Depending on the reason for the log entry, there are different types of severity levels.
Based on the configuration, the following levels are possible:

® DUMP : The most verbose severity level, these entries are for debuggers only.
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® DEBUG : Debuggers severity level, mostly used by support issues.
® INFO : Information from the software, such as scan results.

® WARNING : A problem occurred needs investigation and OPSWAT support must be
contacted, however the product is supposed to be operational.

® ERROR : Software error happened, please contact support if the issue is persist.
Software functionality may be downgraded in these cases.

Inaccessible Management Console

Problem: You cannot access the Web Management Console from your browser.

How to detect

After you enter the Metadefender Web Management Console address you get an error
message (connection refused) or your browser is waiting for reply.

Solution

1. Please make sure your computer can access the Metadefender IP address
2. Please make sure you entered the correct URL into your browser

3. Please make sure you opened the firewall port on the Metadefender server for the Web
Management Console. Consult your Distribution manual on how to configure a firewall in
your distribution.

Possible Issues on Nodes

Q. Node detected 3rd party product on system

Scan node detected that a 3rd party protection product is installed on the same system where
the node is. This product blocks the scan node from proper functioning.

Issue:

A 3rd party product blocks our operation. The node or some of the engines can not
access the file that are currently under processing.
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Solution:

The blocking product should be uninstalled or disabled for the resource directory of
node to work properly.

Other solution might be to exclude the specific directory mentioned in the description
from the real-time scanning.

How to recover node:

After doing the necessary steps the node should work correctly, no further steps
needed. The notification about the issue will disappear within a few minutes, when the
node detects the blocking was eliminated.

Q. There is no scan node connected

To ensure that Metadefender nodes can connect Metadefender Core check the following:

1. Check if your license allows connecting as many nodes as you need.

2. Check if node service is running properly both on Core Server side and on remote
machines, if any. Start/restart them, if necessary. For details visit windows or packages.

3. Check if your node configuration is valid. For more information see Startup Node
Configuration.

4. In case of having running nodes on remote machines check firewall settings to have
necessary ports open. For port settings see Startup Core Configuration.

5. Check node log for further details.

If none of the above solves connecting issues then create a support package for submitting
OPSWAT. For details on doing so see How to Create Support Package?.

Too Many Sockets or Files Open

Only on Linux systems: if too many sockets or files are open by the process this can cause
problems.

How to detect

Check the file descriptor limit:
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ulimt -n

Check the used file descriptor count on a running process:

watch -n 1 "ls /proc/\ ps -eo commpid | ank '\$1l == \"onet ascan-
node\" { print \$2 }'\"/fd | w -I"

Replace the ometascan-node to ometascan if needed.
If the count is close to the limit this will cause problems.

Rule of thumb: 1 scan workflow requires 2-3 file descriptors.

Solution
Increasing the number of file descriptors

The command ulimit -n displays the current set number of maximum file descriptors. In order
to increase this number follow the next steps:

Append this line to /etc/sysctl.conf

fs.file-max = 65535

Add the following lines to /etc/security/limits.conf

sof t proc 65535
hard npr oc 65535
soft nofile 65535
har d nofile 65535

* Ok X X

Restart the system to apply the new configuration. After restart you can check the changed limit
by issuing ulimit -n.

>ulimt -n
> 65535

Starting from Metadefender Core v4.0.1 product set up sets a higher limit during the installation
and service start.
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Too Many TIME_WAIT Socket

This trouble is only on Linux systems.

If TCP connections are in use the port limit can be reached. In this case, no new connection
can be created. This can happen on the Node or Server side.

How to detect

Kernel message:

kernel : TCP: request_sock_TCP: Possible SYN fl ooding on port 8009.
Sendi ng cooki es. Check SNMP counters.

Check the TIME_WAIT sockets count:

watch -n 1 "netstat -nt | grep TIMEWAIT | we -|"

If it is close to the available port range then your system is suffers from this issue:

cat /proc/sys/net/ipvd/ip_local port_range

Solution
You should enable socket reusing

By default Linux selects a port from an ephemeral port range, which by default is a set to range
from 32768 to 61000.

A TCP local socket address that has been bound is unavailable for some time after closing,
unless the SO_REUSEADDR flag has been set. Care should be taken when using this flag as it
makes TCP less reliable.

To avoid waiting on closed sockets and enable reusing them sett cp_t w_r euse sysctl to
enable reusing of TIME_WAIT sockets by appending the following line to file /etc/sysctl.conf:

net.ipvd.tcp_twreuse =1

After this, sockets in state TIME_WAIT will be reused when necessary.
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Technical Insights

Connect function error value in these cases is EADDRNOTAVAIL.
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11. Release notes

MetaDefender Core v4.17.3
Release Date: 06 Apr 2020

New features / Behavior changes

Configurable setting to run database
optimization

Scan database rollback mechanism

Logging improvement with configurable
settings

v4.17.3

This is a maintenance release primarily focused
on bug fixes

Database optimization has been introduced
since Core 4.17.0 to help run database queries
faster. The downside is while running (for a few
seconds), Core queries hold up causing
possibly timeout on client side.

This new setting allows users setting specific
time to run database optimization task (to avoid
peak hours), or just disable to prevent this task
from running (to avoid performance degradation
while running). Learn more how to configure:
3.2.1. Startup Core Configuration

In some circumstances (e.g. Core crashes, out
of disk/memory etc.), the atomicity of product
database could be compromised causing
inconsistent processing scan history returned.
Rollback mechanism helps retain that atomicity
of database.

® | og rotation for Core, Node, Nginx web
server logs (Configurable settings
supported). Learn more how to
configure: 3.2.1. Startup Core
Configuration and 3.2.2. Startup Node
Configuration

® More comprehensive support package
(to include engine and database info,
Nginx web server info).

487



Webhook mode continuous refinement

New download mechanism for
Processing History on MetaDefender
Core management console

MetaDefender Drive use-case better
support when engine packages
corrupted

Central Management v7 support to
revert download source when
unhooked

RolelDs JSON field validated when
creating / modifying user

Account name value validated on Core
wizard setup

Better support for sanitized file
download when under load

v4.17.3

® More informative log message on
sanitization related tasks.

® Sensitive info redacted (on debug level
logging mode).

® Performance impacted warning on both
MetaDefender Core GUI and logs when
the scan database (ometascan.db.sqlite)
starts growing up big (>10 GB).

® Retry to send scan results to client upon
network interim disconnected.

® Resend file scan results to client after
Core service restarted.

Support IE / Edge web browsers to download
processing history report.

Support to re-new engine packages to re-
download engine packages again when
corrupted (due to upon unexpected reboot).

Respect skipped scan settings (Whitelist /
Blacklist) to keep backward compatibility, and
also save Core resource for processing files as
well.

Effective to POST /admin/user and POST /user
endpoint REST APIs. Role ID value must be an
array of strings according to current user guide.

Effective to "Admin User Setup" screen during
wizard setup, "Account name" validated against
special characters (e.g. @ &)

When under load and certain circumstance with
system write failed, the sanitized download on
the same file might return 404 HTTP response
(not found) to client. Enhanced our Core
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Minor Ul changes

Bug fixes

Data tunnel between Node and engines
could be lost under high load

Node crashed when swapping engines
during update

File processing was stuck at 95%

Overflow issue with unexpected inputs

Unexpected result with non-ASCII
password protected document scanning

Proactive DLP displayed wrong result
within archive scanning

v4.17.3

caching mechanism to ensure next time
sanitization on the same file will not rely on the
previous failed time.

® Hide "Edit Workflow" button in "Workflow
Templates Management" screen

® Remove space between date and time in
"Definition date" field on "Modules"
screen

When occurred, expecting to see " process
communication timed out" message repeatedly
in Node log, and none of engines could be able
to scan files.

Node could be crashed under certain
circumstances, applied to swapping engine
instances during update.

Encountered when custom engine stopped its
process, all of running tasks on that engine
becomes stuck, or when ClamAV engine can't
return consistent scan result during its engine
update.

Overflow value issue could occur within product
causing unexpected behavior or result.

When occurred, document file could not be
sanitized properly.

When occurred, Proactive DLP engine could
return misleading result (Not scanned) while
archive file processing result is "Sensitive Data
Found".

489



Session expired on IE / Edge web When session cleared out, authenticated users
browser could be logged out repeatedly due to session

expired error on MetaDefender Core
management console.

11.1 Archived release notes

Version v4.17.2
Release Date: 03 Mar, 2020

New features:

v4.17.3

Quarantine cleanup task no longer blocks Core service starting procedure
Empty file submission is no longer be blocked at REST API level

® Retain same behavior on Core 4.16.3 or older, to support back some corner use-
cases from MD Kiosk and ICAP

Custom engine initialization enhancement

® Increased timeout to 10 minutes to support engine deployment on under-specs
hardware (formerly 1 minute)

Processing history report enhancement
® Added "username" column to the processing history export from MD Core
Validation mechanism on file scan and batch init REST API changed

® When using via REST API, no longer validate session cookie, only API key
header is validated when exists (same behavior on Core 4.16.3 or older)

Configurable Proactive DLP timeout is supported
® Support to adjust timeout for Proactive DLP handling (formerly fixed on 3 minutes)
Respecting whitelist and blacklist configurations

® Respect skipped scan settings (Whitelist / Blacklist) to keep backward
compatibility, and also save Core resource for processing files as well.

Response for POST /login no longer returns cookie back to client

® When using via REST API, by default the response for POST /login no longer
returns cookie back to client (same behavior on Core 4.16.3 or older, to avoid
breaking F5 LTM scenario with cookie header is auto added)

Removing failed dummy scan results on Core processing history Ul due to upload failure
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Fixed:

v4.17.3

® When file upload is failed for some reasons (e.g. network corrupted) between
clients and MD Core, dummy record results are still available and displayed on
Core processing history Ul, but actually MD Core never processed those files,
and client never got results from MD Core on those files. Those dummy records
will be removed since this version to avoid misleading.

Deadlock could possibly happen when engine update task is timed out

® When encountered, all files happens in "Failed" result with "Not available" result
for file type analysis after timeout hit (~ 70 seconds), and only Node service
relaunched can bring the scanning be operational back.

Node service could be crashed when archive engine crashed

® When archive engine crashed for some reasons, Node service could be crashed
as well (but not happened all the time)

Core and Node service could be crashed when under high load
® Core and Node service could be crashed when under high load

Archive file extraction when timed out, or failed to extract, the original archive itself could
not be scanned by AV engines

® When archive extraction hits timeout or failed to extract, the original archive itself
could not be scanned by AV engines

Core could return 404 not found HTTP(S) response to client for sanitized file download
API request

® When processing the same file many times on Core, it could return 404 not found
HTTP(S) response to client (e.g. MD Email) due to file sync issue between Core
and Node

Memory leak issue on Core process

® The process ometascan could be leaked on memory with auto update mode
enabled and Proactive DLP engine is enabled

Anonymous user can't submit file scan to MD Core web scan Ul

® When not logged in, anonymous user can't submit file scan to MD Core web scan
Ul (error: Invalid session ID given)

Core service can't restart due to configurations corrupted while running Proactive DLP
engine

® Core service can't restart due to configurations corrupted while running Proactive
DLP engine

Document files inside sanitized password protected archive file could not be sanitized
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® When document file is also treated as an archive file, there was a bug on archive
compression level calculation to prevent document files not being sanitized inside
original archive file

Timeout on hash calculation task resulted as Blocked regardless of "override scan
results classified as allowed" setting

® When this task timed out, regardless what users set on "override scan results
classified as allowed" setting, the final verdict were "Blocked"

Webhook continuous fixes and updates
® Duplicated callbacks returned to client

® Support retry mode for sending callback to client (when client is temporarily
unresponsive etc.)

® Enhance validation callbackurl header against IP version 6 and domain format
Minor Ul fixes
® Added margin to bottom edge of scan result Ul

® Name of rights under user management did not match to Inventory

Version v4.17.1

Release Date: 06 Jan, 2020

New features:

Fixed:

v4.17.3

Archive extraction details
® Available on both scan result Ul and
Advanced engine configurations enhancement
® Ul interactive and schema based for advanced engine settings
Proactive DLP engine integration enhancement
MetaDefender Cloud integration enhancement
® MetaDefender Cloud API version 4 upgraded
Engine integration enhancement to avoid product crash
User validation update for file and batch processing

® File scan and batch init endpoint API is now validated on API key input when that
key information is available.

More ready for adding password back to sanitized archive and document files

Minor Ul update
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Core could become unavailable to clients when under high load

® Data communication channel between Core and Node service could be broken
when under high load

Processing giant files (> 50 GB) could be stuck at hash calculation

® Hash calculation with pre-set timeout value (10 minutes) could be exceeded when
processing giant files (> 50 GB) and then stuck at 5% forever

Scan could be failed with "not available" result for File type analysis when under certain
circumstances

Memory leak issue on Core process
Temporary files not cleaned up when archive extraction timed out
Webhook continuous fixes and updates

® Redundant warning log messages populated even when not using webhook
mode

® Core could be crashed itself when trying to close a not-found bath with callback
® (Callback sent to client with wrong status when Core is restarted

Visibility level smaller than full details might break batch result display

Minor Ul fixes

® The field "File Password" on the file processing Ul not cleared up after empty file
selected

Version v4.17.0.1
Release Date: 27 Nov, 2019

Fixed:

Deadlock issue on batch handling

® Under certain circumstances, a deadlock issue could encounter locking database
from being queried (timeout on REST requests)

Version v4.17.0
Release Date: 14 Nov, 2019

New features:

v4.17.3

Callback URL (Webhooks) for file and batch scanning (to avoid polling result from client)
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Fixed:

v4.17.3

® Support for individual file and batch scanning to eliminate polling mechanism i.e.
MetaDefender Core will notify client based on designated / configurable callback
URL whenever an individual scan finished or a batch can be closed.

Security enhancements

® Harden MetaDefender Core management console against security vulnerabilities
found on pen-test's result

Log correlation from parent archive file to child files
Comprehensive failure reason on archive extraction (available on JSON response)
Sanitization output name on password protected document fully respects value set on Ul
® No longer appended with fixed value "decrypted_document” in output name
UTF8-encoding password for file scan request via REST
® File scan REST API now supports "archivepwd" header with encoding password
Total number of files inside archive (all recursive levels), available on scan result Ul
Archive scanning enhancements
® Better integration logic with archive engine
® Support empty folder inside archive engine
® Not try to extract archive file if extracted size exceeded is anticipated
Database query optimization
Processing input refinement
® Empty file scan request no longer is accepted at API level
MetaDefender Core's nginx log location no longer requires double backslashes
Ul enhancements

® Password field supported for password-protected archives or documents on the
Ul (web scan)

Relaunching Proactive DLP engine process after timeout could crash Node service

Nginx custom configuration file and certificates is unexpectedly erased when upgrading
MetaDefender Core

Overall failure on scan could encounter when system goes wrong while analyzing file
type

® When something wrong occurred while analyzing file type, the scan process could
be immediately stopped and ended up as overall failed.
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® Override scan result setting did not apply properly to empty batch
® Changes on workflow template could interfere Core service
® Excluding engines in workflow template could make Core service failed to start
® Return incorrect REST response code when closing batch with invalid API key
® Fail to create local user directory under certain settings

® (Creating "Local" user directory type could be failed when "Enhance password
policy" setting is unchecked

® Nginx access log location customized on registry is not retained when upgrading
MetaDefender Core

® When upgrading MetaDefender Core, nginx log location (nginx_logfile) could be
unexpectedly reverted back to default value, not retained to what users
configured.

® Minor Ul fixes
® Some display and hyperlink minor issues related to table and navigation

® Hitting cancel batch button on Ul causing error

Version v4.16.3

Release Date: 16 Oct, 2019

New features:
® Support new header (metadata) for file submission API
® Enhance MetaDefender Core service starting procedure
® Enhance engine update procedure

® Remove restriction on Core version retrieval REST API

® MetaDefender Core service on Linux could not be started when running on FIPS mode

® MetaDefender Core service could be unexpectedly restarted when engines repeatedly
crashed

® Uninstalling MetaDefender Core did not terminate its processes properly (nginx)
® Password protected document could not be decrypted properly for data sanitization

® Uninstalling MetaDefender Core did not clean up its leftover data folder

Version v4.16.2
Release Date: 10 Sep, 2019
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New features:

Restrict APIs based on user roles (configurable)

Support displaying and filtering username on processing history Ul
Enhance logging with Yara matched rules appended

Upgraded nginx web server component to latest version 1.16.0
Add new scan result - Unsupported file type

Refined JSON output when users want to quarantine items which are already in
quarantined folder

Updated Ul (minors)

In-progress files could be deleted mistakenly, causing failures when scanning
Engines repeatedly disable and re-enable
File processing could be stuck until archive timeout value reached

Non UTF-8 characters were not displayed correctly when exporting process history via
ul

Dependency installation issue on Ubuntu 18 & Debian 9

Version v4.16.1
Release Date: 12 Aug, 2019

New features:

v4.17.3

Supported to pin & unpin engines and their database on the Ul to prevent auto update
being applied

Gently handled timeout on Archive and Deep CDR engines

New logging mode for archive processing troubleshooting

Enhanced logic for non-archive file processing

Limited number of characters on some applicable text fields on the Ul

Enhanced security with unquote service exploit

Node crash issue when under high load
Issue with resource manager with in-use temp files
Memory leaking issue on archive engine process

Memory leaking issue on Node process
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Batch handling issue causing failure on batch

Stuck scan issue at 5% when parallelcount_7z_extract is set with definitive number
Detection issue on Proactive DLP engine with regrex rule applied

Ul issue where Yara result is not displayed

Ul visibility issue on Internet Explorer (IE) web browser

Some other minor Ul issues

Wrong timezone set on exported CSV scan report

Version v4.16.0
Release Date: 08 July, 2019

New features:

Proactive DLP engine (ver 2.0) integration

Password policy enforcement

Support archive partial sanitization for Vault and Email integration

New REST API for local update server source

Better handle archive sanitization timeout

Support configurable settings for archive extraction and compression parallel count
Enhance syslog message format

Retouch Ul

Better logging with timeout on engines

Enhance logic to apply engine definition files

Wrong outcome when archive engine process unexpectedly stopped
Wrong Ul result on sanitization timeout

Memory leak issue on engine package uploading

Version v4.15.2
Release Date: 19 June, 2019

Fixed:

v4.17.3

Stability issue

® Potential deadlock issue on batch scan handling prevents querying batch
information
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Usability issue

® Enhanced error log messages when the engine process is terminated due to
engine timeout

® Exposed log messages on warning level when there is an archive extraction
failure

Version v4.15.1

Release Date: 06 June, 2019

New features:

Fixed:

v4.17.3

Partial sanitization use-case for archive file types
Clarified error messages for terminated engine processes
New REST API for cleaning up idle batch scans

Ul improvement

License EULA update

Stability issue
® Potential memory handling issue that could cause the node service to crash
® Empty and read-only files are no longer extracted

Usability issue

® Not able to remove abandoned temp. files of archive files when they are empty
and read-only

Security issue

® AD user credential is not masked properly on the audit log while sending over to
AD server for authentication

Scanning batch REST API issues
Engine custom configuration
Ul issues
® Dashboard refresh button sometimes did not work as expected

® List of processing records didn't show when changing "number records per page"
while not staying at first page

® Not user-friendly error messages when adding duplicate hashes to a backlist

® Typos on the Ul
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Version v4.15.0
Release Date: 06 May, 2019

New features:

Fixed:

Data Sanitization details displayed on Core management console
User password recovery and reset enforcement

API rate limiting

Support Windows Server 2019 (The support is still on beta)

Suspicious results returned by engines are now configurable to be handled as a different
circumstance (infected, ignore)

Improve usability
® Return zero for definition dates on non-AV engines' database
® "Select all" option added to the Data Sanitization page
Improve handling on node
® Improve cleanup mechanism on nodes to avoid deleting files in use

® Improve validation process when starting the node service, support to try creating
temp. folder with a configurable timeout

Fixed stabilization issues that possibly caused Node services to crash
Scan batch API closing issues
® No longer returns total time of -1 in response

® Should not randomly fail due to " 400 - One or more scan is still in progress" even
when all linked scans already finished

Upgrading Core when installed in a non-default installation path prevented users from
choosing another folder path by mistake

Ul issues
® The "Process File" button no longer disappears in case of sanitization failed
® Max recursive level under archive handling tab must equal 1 or greater
® non-Unicode file name displayed on web scan Ul encoded properly

Sanitizing empty archive file no longer returns failed

Version v4.14.3
Release Date: 01 Apr, 2019

v4.17.3
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New features:

Support built-in integration with OPSWAT Central

New setting for archive sanitization timeout

Add process time field into CSV exported history report
Effectively wipe out necessary data from support package
Revamp Inventory Ul page with "Utilities" group

More relevant REST error message for scan request where file is non-existed /
inaccessible

Syslog message for scan-finish event more comprehensive
Consolidated scan info for archive scan result fetching
Add libcurl4 as alternative dependency to libcurl3 for better support on Ubuntu 18.04

Outputs and indicators for Threat Intelligence feature on Quarantine Ul page more
relevant and informative

Node becomes unstable under high load processing

Closing batch with ongoing scans could result in failed verdict on batch
Inconsistent behavior with password protected document

Temporary files are not cleaned up when cancelling an ongoing scan
Inconsistent returned error message between batch and file scanning via REST
DLP verdict returns incorrect value for some cases

Logs in support package did not handle non-Unicode characters

Version v4.14.2
Release Date: 28 Feb, 2019

New features:

[ ]
Fixed:

[ ]

[ ]

v4.17.3

New result page, n ew look and more informative badge

Engine configurations could not be saved

Make error message more relative for case where file exceeded the size limit

Pinning engines and their databases independently
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Version v4.14.1

Release Date: 31 Jan, 2019

Fixed:
® Missing "pinned" option from "/stat/packages" JSON response
® Inconsistent "progress_percentage" and "result" values
® Hash validation (blacklist/whitelist)

® Upload performance

Version v4.14.0
Release date: 19 Dec, 2018
New features:
® Send quarantined files to MetaDefender Cloud for scanning
® Automation support:
® Support ignition file to automate the welcome wizard
® Configuration API functions have been documented
® Enhanced password policy can be enabled for local users

® Files with Failed to sanitize result can be set to be blocked

Version v4.13.2
Release date: 21 Nov, 2018
New features:
® Tiles on Dashboard are linked to the corresponding pages
® More options to filter Processing History (Post Actions and CDR)
Fixed issues:

® In case of an engine hangs, the communication channel is blocked between the Node
and the Core, so more engines can time out

® Clean-up mechanism removes files still in use

® Various engine handling issues

Version v4.13.1

Release date: 31 Oct, 2018
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Fixed issues:
® Yara and DLP tasks are not stopped on cancelling a processing
® Batch processings cannot be cancelled via web management console

® "Can't process shared resource file" error message did not contain the file name

Version v4.13.0
Release date: 16 Oct, 2018
Important:
® Yara engine integration
New features:
® Processing history entries can be colorized

® Files can be marked as suspicious if less than a given number of engine mark it as
infected

® Processings can be cancelled via web management console
® Default rules are added for MetaDefender Email Security
® Bulk operations in quarantine
Fixed issues:
® Extracted files are left behind

® On Debian based systems, on upgrades, engines are deleted and disabled engines are
re-enabled

Version v4.12.2
Release date: 3 Oct, 2018
Fixed issues:

® In case of archive processing, sometimes clean-up mechanism removes some extracted
files before processing is finished

Version v4.12.1

Release date: 26 Sept, 2018

New features:
® Files can be whitelisted/blacklisted by their checksums
® More specific log entries for CDR

Fixed issues:
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® Details of scan result for nested archives (for the file itself not for the content) is not
propagated to the top level

® The value, set in "MAX TOTAL SIZE OF EXTRACTED FILES" is handled incorrectly

® Older configs cannot be imported into v4.12.0

Version v4.12.0
Release date: 15 Sept, 2018
Important:
® Data Loss Prevention functionality
New features:

® Possibility to set the number of engines that required to start file processings (per
workflow)

® Possibility to exclude engines from processings (per workflow)
® Improved user interface performance
® Possibility to blacklist/whitelist files by file types besides file type groups
® Re-designed workflow tab list appearance
® Possibility to set timeout for sessions regardless of user activity
Fixed issues:
® On Node details page, every issue appears multiple times
® Despite not detecting any vulnerabilities, the vulnerability tab appears
® On hash lookup page, empty hash can be searched

® Sanitized output file name validation can cause user interface stalled

Version v4.11.3
Release date: 30 Aug, 2018
Fixed issues:

®  Whitelist page under Inventory menu does not exist (only Ul issue)

Version v4.11.2
Release date: 29 Aug, 2018
New features:

® The access_log Nginx directive now can be overridden
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® The parallel count parameter now can be set per engine
® Minor changes on user interface for better user experience

Fixed issues:

® A critical CSV injection vulnerability in the CSV export functionality (issue reported by
Wojciech Reguta, SecuRing)

Archives can be sanitized even in case of partial processing (e.g. exceeded archive size,
exceeded archive file number)

® In some cases, blocked results can be overwritten by an allowed result with higher
priority

® Inconsistent operation of MetaDefender Cloud integration
® Typos on the user interface

® Abandoned files left behind after processings

Version v4.11.1
Release date: 8 Aug, 2018
Fixed issues:
® Unexpected Core and Node service restart in some corner cases

® Using remote syslog server slows down the product in case of missing PTR record in
DNS

® Empty files are skipped in archives

® Incomplete archive extraction issue happened on heavily overloaded systems

Version v4.11.0
Release date: 11 July, 2018
New Features:
® Exceptions (by mime-type) from whitelist/blacklist
® New engine page called Technologies
® Support for user-friendly engine configuration (depends on the engine version)
® Welcome wizard
Fixed issues:
® Slow clean-up mechanism

® Abandoned files after uninstall in Windows
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® Temporary files are left behind after processings
® Wrong sanitized output file name in some cases

® Default workflows can be overridden on config import

Core crashes

Version v4.10.2

Release Date: 27 June, 2018

Fixed issues:
® Uninstall not properly cleans the system
® The "whitelisted" and "blacklisted" results are overriden by "infected" result
® Node crashes

® |nconsistent results in case of archive processing: In case of processing an archive more
times, the result may be different by cases (infected/exceeded archive file number
/exceeded archive size)

Version v4.10.1
Release Date: 23 May, 2018
New features:
® Data Sanitization engine time-out and retry count is now configurable

® REST API: process info contains the name of the last scanned file when scanning
archive file types

® REST API: Configurations that may change the final scan result since the time of
processing will be included in the process info response (i.e., outdated definitions)

® Hash based result lookups can be filtered by rule name
Fixed issues:
® Sanitized DB integrity issue
® On the dashboard, category names of doughnut charts were truncated

® |n case of archive processing, the "Not scanned" result to a file is not propagated to a
higher level (overall verdict)

Version v4.10.0
Release Date: 2 May, 2018

Important:
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® Added support for the LDAP directory type
® Syslog messages can now be sent to multiple log aggregators
® MetaDefender installers no longer use eicar test files
New features:
® AD and LDAP directories can now be configured with multiple servers
® Sanitization failures are marked with a badge in the scan session summary

® Admin’s will be notified if a third party solution is blocking MetaDefender from working as
expected

® Users can now be granted API keys manually
® Paginated archive results
® HTTPS can now be enabled from web management console
Fixed issues:
® Improved license status info
® In some cases, sanitized files had faulty names
® Suspicious scan results were not always at the top of the list in archive file types
® Inappropriate handling of user rights in the Whitelist page
® AD group members did not have user profiles

® Misleading license information

Version 4.9.1
Release Date: 28 February, 2018
New features:

® New-looking user interface

® Workflows based on the default one (not edited by workflow editor) will be kept and
upgraded on version upgrade in the future

® |tis allowed blacklisted/whitelisted files to be processed
Fixed issues:
® Security zone: IP address validation
® (Cancelled batches are displayed as in-progress
® Removing certificates from the inventory caused policies to disappear
® Memory leak in Node

® Access via Active Directory is not logged
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® Sluggish pages under Policy menu

Version 4.9.0
Release Date: 13 December, 2017
New features:
® |Pv6 support
® Global whitelist by hash
®  Whitelist by file type group
® Display more security related information on dashboard
® Changed default port for external nodes to 8007
® New default security rule for Metadefender Secure File Transfer (SFT)
® Performance tuning of processing history
® Improved resource handling on Node
® On Linux, multiple nginx worker processes for better scaling
Fixed issues:
® Upgrades overwrite existing configuration (IP, port, etc.)
® Resource folder clean up after data sanitization
® Update timing settings affect manual updates
® Poorly handled invalid update files
® Poorly handled UTF-8 characters in output file name for sanitized files

® /hash API can give "in progress" result

Version 4.8.2
Fixed issues:
® Fixed a memory leak caused by failed update download
® Fixed a possible crash issue at Scan history manual cleanup in case of high load

® Fixed a memory leak in case of recurrring failed database deployment on Node

Version 4.8.1
Release Date: 5 October, 2017
New features:

® Improved engine/database update distribution to nodes
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Improved archive extraction limit handling

Improved engine monitoring

More precise time duration measurement for requests
API for canceling scans (file/batch scans)

Option to disable archive extraction of office documents
For batch scans, certificate validity interval can be set

Improved scan result badge

Fixed issues:

Fixed issue of scans stuck in "in progress" state

Fixed possible product crash during archive scanning

Fixed update bug where incorrect packages left behind

Fixed failed quarantine handling

Fixed handling unavailable engine during scans

Scan result JSON now contains file name in UTF-8 format

Limited number of parallel Post Action and External Scanner scripts
Archive handling parameters now have upper bound

Improved archive handling

Archive related failure handling

Version 4.8.0

New features:

Quarantine for blocked files

Scanning files in batch (REST API)

Certificate and key handling for scan batch signing

Configurable sanitized file name

Post action commands gets the result JSON with final verdict included
Increased scan history export interval

Improved archive bomb handling

Added eng_id to scan_results.scan_details (REST API)

Showing in-progress files in "extracted files" list of archives

Added "scan_all_result_a" into "extracted_files" (REST API)

Fixed issues:

v4.17.3
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Fixed case insensitive username comparison in Active Directory integration
Process workflow revamped (post actions run every time)

Fixed non-updated policy user interface after added new user roles

Fixed handling of database upgrade errors in linux package installers

Fixed error handling when scan target was sent in the body and via filepath (/file REST
API)

Fixed disconnected ghost node issue displayed on user interface

Version 4.7.2

Issues fixed:

Fixed bug that could cause policies to not contain any elements and forbid user to create
new items

Fixed bug where Core could download older version of engines where newer one was
already downloaded

Version 4.7.1

Issues fixed:

Fixed upgrade of scan configuration

Fixed ghost nodes appeared on Inventory— Nodes page

Version 4.7.0

New features:

v4.17.3

Active Directory integration

Custom post actions

Redesigned user interface

External (customer developed) scanner integrations
Policies export/import

Archive sanitization

Individual log message level override

Aggregated archive scan result in Scan History

Self-lockout protection, admins can not delete themselves
gzip and base64 encoding now supported on /file REST API

Able to navigate through archive hierarchy
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Timezone changed to local in log messages

Metadefender Cloud integration hostname changed to api.metadefender.com

Issues fixed:

Fixed scanning of .Ink files on Windows

Fixed blacklisting of Unicode filenames

Automatically downloads packages again if the previous download failed
Fixed order of extracted files on scan details view

Fixed rare temporary file leak during archive scan

Version 4.6.3

Issues fixed:

Improved scan result fetching performance for big archives

Version 4.6.2

Issues fixed:

Improved archive extraction performance

Fixed a race condition in /file/<data id> REST API that could provide access error in
some cases

Fixed advanced engine config reload for Data sanitization engine
Fixed login issue which happened when many login request was initiated concurrently

Fixed calculation of extracted file count

Version 4.6.1

New features:

® List of path for local filescan can be blacklist / whitelist with specific error message on
REST
Issues fixed:
® |nvalid external Node listenting IP/port config stops product startup
® Connection to remote syslog is reactivated on network error
® [f user has no right to use a rule, following rules in order will still be checked
® sending HEAD request where GET should have been sent will not lead to product crash
[

v4.17.3

Ensure resource file deletion on Microsoft Windows when a scan engine locks file further

than expected
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Scan history CSV export uses comma as separator

Fixed potential Node service crash when stopping during scanning
More specific error message when uploaded file size limit exceeded
Fixed a rare race condition in update downloader component

Fixed login issue when Core v3 like URL is used by the admin (/management)

Version 4.6.0

New features:

Multiple user roles introduced with different access rights

Scan Agent has been renamed to Scan Node

Role (user group) based rule availability configuration

Role based scan result visibility with different level of details exposed
Ability to export part of scan history into STIX/Cybox format

Ability to export part of scan history into CSV format

Filter on rule and source added into Scan history

Configurable lockout feature against brute force login attack

Official support introduced for Ubuntu 16.04

Detection threshold (suppress threat detection if less then X engines detected a threat)
Custom engine configuration via user interface

Free text search functionality in user guide

Suspend engine testing/deployment to Node when 3rd party security software blocks
access to malware files

Successful login / unsuccessful login / lockout events are logged
Option to send engine issue count info during update

[REST API] /file/{data_id} response for scan results now contain process info block for
extracted files

Initiating local scan is faster as no wait for hashing is required

Issues fixed:

v4.17.3

[REST API] /file/{data_id} blocked reason change to mirror V3 API
Fixed handling of archive extraction depth

More flexible and stable internal database upgrade when upgrading product
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® Custom engine update timeout increased to one hour to deal with slow engine updates
® Archive engine fixes (non-ASCII filenames in archive)

® Engine handling fixes, improved handling of engine deinitialization

® More precise engine cleanup when removing engines

® Fixed bug where random connections were rejected every 2 min

® Fixed bug regarding updates handling (conflicting names)

® Filesize is now correctly displayed on scan result user interface

® Support package generator now includes auditlog db

Version 4.5.1
Issues fixed:
® Fixed possible crash of Agent when there is database which is handled by engine

® Fixed possible crash of Core that could occur when updating a package

Version 4.5.0
New features:
® Data Sanitization of files to protect against unknown threats
® Filetype mismatch detection
® Improved user interface responsiveness for small screens
® Real filetype based blacklist option in rules/workflows
® Improved licensing for offline deployments
® Added product specific proxy settings in the Linux version
® Advanced configuration for allowed/blocked file scan result types
Issues fixed:
® Fixed local scan option user interface for new rules
® Fixed Scan History auto cleanup collision with manual cleanup
® Potential issue fixed for update file upload

® J/apiversion interface is added to easily determine REST API compatibility level

Version 4.4.1
New features:

® Added several features/improvement for better Metadefender Kiosk integration
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® Full audit log about any configuration changes via Web user interface or REST API
® Able to disable applying update in user configurable time periods
® Core can act as an update source for OESIS product line
® Detect if the analyzed binary is a part of any vulnerability detection
® Improved scan engine status monitoring and auto recovery
® Custom directory can be set for storing temporary files
® Able to set up apikey for every user for easier REST API integration
® Improved hardware detection in license component
Issues fixed:
® Fixed message content format in Windows Event log
® Fixed system wide proxy usage on Windows
® Improved browser cache handling in case of product upgrades
® Fixed a path specification issue in local file scanning feature on Windows
® Fixed engine counting on Agent details page (do not count utility type engines)
® Fixed lost agent connection handling
® Fixed handling of unsupported Transfer-Encoding on REST API
® Patched internal nginx web server to fix CVE-2016-4450
® Fixed archive timeout handling and user interface
® Fixed scan results in case of archive related findings
® Improved logging of proxy usage
® |Improved handling of slow file uploads
® Detailed logging in case of SSL connection issues

® Improved auto-recovery of engines running under Emulated Windows

Version 4.3.0
New features:

® Introduced official support for Microsoft Windows 7 or newer and Microsoft Windows
Server 2008 R2 or newer

® Added offline update picker feature to make it easy to apply offline updates without user
interaction or scripting

® Able to scan local files stored on server without transferring the content via REST API

® Added hardware related info into generated support package
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Created a framework in Linux version to be able to run Windows scan engines on Linux
server

Option added to log to a remote syslog server

Inventory / Scan Agents page extended with more detailed agent information
Parameter workflow renamed to rule in some REST APIs

Improved system issue notification on Web Management Console

Added detection of 3rd party anti-malware products that break operation of
Metadefender Core

® Improved scan performance of various engine integrations
Issues fixed:

® Improved documentation of multiple REST APlIs

[ J

Fixed failed scans during some engine or database update

Removed unmeaningful database age display of non-anti-malware engines

Version 4.2.0

New features:

product name has changed to Metadefender Core

able to use scan results from metadefender.com

workflow options can be configured from Web Management Console
workflow options can be overridden from rule editor window

support for system wide HTTPS proxy

it is possible to configure maximum file size of scanned files

filtering security rule by user agent is now possible

eliminate limitations on the size of scanned files

improved scan related log messages

deployment can now be deactivated on the License page

automatic deployment reactivation of online installations if license becomes invalid

Metascan v3 URLs (/management and /metascan_rest) are now redirected to the proper
v4 URLs

check disk space before/during scan requests

Issues fixed:

v4.17.3

fixed encrypted communication error with activation server on Ubuntu 12.04
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® fixed temporary folder cleanup
® fixed support data collector scripts
® do not download database without the corresponding engine package

® number of engines and maximum file size is now reflect the current status

Version 4.1.0
New features:
® https support for REST API and for Web Management Console
® update history to track every database/engine change
® new option to globally disable or enable specific scan engine
® reworked result page for archive files
® user guide is available within the product
® no scan downtime while updating engine/database (if engine supports)
Issues fixed:
® more descriptive communication error messages instead of error codes in logs
® proper handling of update download issues
® fixed handling of scan engine crashes
® fixed manual update package upload

® fixed unwanted warning message after successful activation

Version 4.0.1
New features:
® new script to help log collection for support
® inform the user if browser is not HTML5 compatible
® show a spinner if loading a page takes too much time
® support lower screen resolution for web interface
® support for non-ascii character filenames in archives
Issues fixed:
® fix stability issue in update downloader
® optimize database queries

® do not check for updates at product startup if auto update is off
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® fixed a page auto refresh issue with Internet Explorer

Version 4.0.0
New features:
® Able to to monitor Metascan v4 for Linux instances
® Able to to monitor Metascan v3 for Windows instances
® Collect Files scanned and Infections found stats from managed instances
® Deploy scan engine database updates to Metascan v3 for Windows instances

® Deploy scan engine and scan engine database updates to Metascan v4 for Linux
instances

11.2 Proactive DLP Release Notes

(D Proactive DLP features such as redaction and watermark are available with
MetaDefender 4.16 or newer.
The features in v2.1 are available with MetaDefender 4.17 or newer.

v2.3.0

Release date: April 7, 2020
® Support Optical Character Recognition (OCR) for PDF (Windows only)
® Redact sensitive information for Microsoft Office Excel (XLS/XLSX)

® Better detection method, reduce false positive

v2.2.1

Release date: Feb 12, 2020
® Improve IPv4/CIDR detection performance
® Better handling temp files

® Remove "Parse Binary" option

v2.2
Release date: Jan 6, 2020
® Supports watermark addition for PDF

v4.17.3
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® Redact sensitive information for Microsoft Office Word (DOC/DOCX)

® Support DLP in Linux with limited functions (work with MetaDefender Core 4.17.1 or
newer)

® Redact sensitive information based on certainty level (work with MetaDefender Core
4.17.1 or newer)

® Sample Regular expressions to detect Personally identifiable information (PIl): email,
address, full name, date of birth, driver license, phone number, bank account number

v2.1.2
Release date: November 27, 2019

® Better error message when an input PDF file is corrupted

v2.1.1
Release date: October 31, 2019
® Better displaying the words before and after a hit in PDF

v2.1

Release date: September 8, 2019
® Supports IPv4, Classless Inter-Domain Routing (CIDR) detection
® Supports remove metadata for TIFF, GIF file
® Better CCN detection

v2.0.1
Release date: August 15, 2019
® Better watermark and redaction handling when a system is under high load

® Improve CCN detection

v2.0
Release date: June 28, 2019
® Proactive DLP as new name
® Certainty score for sensitive data detection
® Redact sensitive information for text-based PDF file

® Watermark addition for JPEG, TIFF, PNG, GIF
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® Supports remove metadata for JPG, PNG file

v1.0.3

Release date: February 18, 2019
® Improve detection for Microsoft Access format
® Improve context for hits

® Improve processing speed (20%)
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12. Legal

® Copyright

® MetaDefender Export Classification

Copyright

DISCLAIMER OF WARRANTY

OPSWAT Inc. makes no representation or warranties, either express or implied by or with
respect to anything in this document, and shall not be liable for any implied warranties of
merchantability or fitness for a particular purpose or for any indirect special or consequential
damages.

COPYRIGHT NOTICE

OPSWAT, OESIS, Metascan, Metadefender, AppRemover and the OPSWAT logo are
trademarks and registered trademarks of OPSWAT, Inc. All other trademarks, trade names and
images mentioned and/or used herein belong to their respective owners.

No part of this publication may be reproduced, stored in a retrieval system or transmitted, in
any form or by any means (photocopying, recording or otherwise) without prior written consent
of OPSWAT Inc. No patent liability is assumed with respect to the use of the information
contained herein. While every precaution has been taken in the preparation of this publication,
OPSWAT Inc. assumes no responsibility for errors or omissions. This publication and features
described herein are subject to change without notice.

MetaDefender Export Classification

MetaDefender United States Export Classification Number (ECCN) is 5D002, subparagraph c.1

Exports and re-exports of MetaDefender are subject to U.S. export controls and sanctions
administered by the Commerce Department’s Bureau of Industry and Security (BIS) under the
U.S. Export Administration Regulations (EAR).

This page provides export control information on MetaDefender. MetaDefender provides
encryption features that are subject to the EAR and other U.S. laws. These features have been
approved for export from the United States, subject to certain requirements and limitations. You
may find the information on this page useful for determining exportability to particular countries
or parties, and for completing export or shipping documentation, recordkeeping, or post-
shipment reporting.
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Although we provide the information on this page, you remain responsible for exporting or re-
exporting MetaDefender in accordance with U.S. law. We encourage you to seek appropriate
legal advice and/or consult the EAR and the BIS Information Technology Controls Division

before exporting, re-exporting, or distributing MetaDefender. The information provided here is
subject to change without notice.
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13. Knowledge Base Articles

® Page:Are MetaDefender Core v4 upgrades free?

® Page:Are there any limitations regarding the MetaDefender Core v4 scan engines?
® Page:Can | control access to the RAM disk in MetaDefender Core v4?

® Page:Does MetaDefender Core v4 Detect the NotPetya Ransomware?

® Page:Does Metadefender Core v4 offer real-time antivirus protection on the system
where it is installed?

® Page:Does the fixing updates for Meltdown and Spectre vulnerabilities affect any
engines in MetaDefender Core v4?

® Page:Engine clean-up instructions

® Page:External scanners in MetaDefender core v4.8.0 and above

® Page:How can | configure the maximum queue size in Metadefender Core v4 ?

® Page:How can | find a sanitized file scanned with MetaDefender Core v4?

® Page:How can | increase the scaling up performance?

® Page:How can | run tests to see the different scan results on MetaDefender Core v4?
® Page:How can | upgrade from Core v4.7.0/v4.7.1 to a newer Core v4.7 release

® Page:How can the TEMP folder be changed?

® Page:How do | check if "noexec" flag exists on a Linux OS?

® Page:How do | collect verbose debug packages on MetaDefender Core v4 for Linux?
® Page:How do | deploy MetaDefender Core v4 to an offline Linux environment?

® Page:How do | deploy MetaDefender Core v4 to an offline Windows environment?

® Page:How do | disable real-time protection of my anti-malware software if it is not
allowed by corporate policy for use with MetaDefender Core v4?

® Page:How do | remove an engine from my MetaDefender v4 instance?
® Page:How do | use MetaDefender Core v4 Workflows ?

® Page:How long is the support life cycle for a specific version/release of MetaDefender
Core v4?

® Page:How to install MSE on Windows Server 2012 R2 and Windows Server 2016
® Page:How to transfer your Metadefender Core v4 scan history database

® Page:ls Metadefender Core compromised while scanning files?
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® Page:ls there a virus test | could use to test MetaDefender Core v4?

® Page:MetaDefender Core v4 shows a large number of files that failed to scan. What can
| do?

® Page:Microsoft Visual C++ 2017 Redistributable requirement for Deep CDR 5.8 or newer
® Page:Post actions in MetaDefender Core V4.8.0 and above

® Page:Queue mechanism on Metadefender Core v4

® Page:Using MetaDefender Core V4 BLACKLIST/WHITELIST feature

® Page:What are Security Policies and how do | use them?

® Page:What are the differences between TrendMicro and TrendMicro HouseCall anti-
malware engines?

® Page:What are the requirements for using Windows Defender as a custom engine in
MetaDefender Core?

® Page:What does "Potentially Vulnerable File" result mean?

® Page:What features of MetaDefender Core version 3 are available in version 4 ?
® Page:What file types are supported by DLP engine?

® Page:What file types can be verified by MetaDefender v4?

® Page:What is the frequency of signature/definition updates?

® Page:What links, target-services or target host-IP's need to be allowed for MetaDefender
Core v4?

® Page:What operating system patches should be applied to the system hosting
MetaDefender Core?

® Page:What should | do if an engine is in "failed" or "permanently failed" status?
® Page:What temporary folder do Custom Engines use ?

® Page:Where can | submit false positives detected by MetaDefender Core v4?
® Page:Which are the supported archive formats for MetaDefender Core v4?

® Page:Why does the deployment ID appear NULL In MetaDefender Core v4?

® Page:Why don't | see the Data Sanitization engine in MetaDefender Core v4?

® Page:Why is the scan stuck in "processing" state on WebScan Ul, when the Core
Processing History shows that it is already finished?

® Page:Why should | upgrade my MetaDefender Core v4?
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Are MetaDefender Core v4 upgrades free?

Yes. Your MetaDefender Core license lets you run the latest version of the product during your
licensed period. In fact, OPSWAT recommends that you upgrade to the latest release as soon
as possible so that you can benefit from new AV engine versions, new features, and bug fixes.

If you are interested in upgrading, please check our Release Notes and our Installation and
Upgrade Guide, which can be found here.

If you are a MetaDefender Core Custom customer, OPSWAT recommends that you contact
OPSWAT Support and let us guide you through the upgrade process. You can contact
OPSWAT Support by logging a support ticket with us.

This article applies to MetaDefender Core v4
This article was last updated on 2019-06-21

Are there any limitations regarding the MetaDefender Core v4 scan
engines?

Some of the custom engines have limitations in regard to OS compatibility and maximum file
size allowed for scanning.

You can see these listed below:

Engine Name File Size Limitation OS Limitations

Antiy 900 MB

QuickHeal 2GB

Symantec Only supported on Windows Server
versions

Windows Defender Limited to Windows Server 2016 and
2019

Note: This list is accurate for the latest packages of custom engines.
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This article applies to MetaDefender Core v4
This article was last updated on 2019-11-12

Can | control access to the RAM disk in MetaDefender Core v47?

Yes, you can set security permissions for the RAM disk just like a regular hard disk. To do so,
right-click on that drive, select Properties, and then navigate to the Security tab to access
security permissions for that drive.

This article applies to MetaDefender Core v4
This article was last updated on 2019-10-06

Does Metadefender Core v4 offer real-time antivirus protection on the
system where it is installed?

Although MetaDefender Core uses a number of antivirus engines that are typically found in anti-
malware products, it does not offer real-time protection for the system it is installed on.

MetaDefender Core only scans files that are submitted to it on demand. We recommend
installing an anti-malware product that provides real-time protection on the MetaDefender Core
server if such protection is needed.

If a real-time protection agent is installed on the MetaDefender Core server, the MetaDefender
Core installation directory and the temporary directory used for scanning need to be excluded
from this protection.

This article applies to MetaDefender Core v4
This article was last updated on 2019-06-21

Does MetaDefender Core v4 Detect the NotPetya Ransomware?

A new ransomware attack that was allegedly first detected in Ukraine is spreading across
Europe and the world. Does OPSWAT technology currently detect this new attack?

At the heart of the solution, the base MetaDefender Core multi-scanning engine uses up to 32
anti-malware engines to scan files for threats. Our detection rate is dependent on the number of
enabled engines, with a higher number of engines increasing malware detection rates.
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Currently, most of the engines used in our MetaDefender Core base packages have
acknowledged the Petya ransomware threat. Below is a package breakdown with the available
information provided from each of the engine vendors.

Please note:

1. Lower packages of MetaDefender Core are a subset of higher packages.

2. Some of our vendors may already be detecting this threat but do not have any official
post about it. These vendors are not listed below but will be included as more information
becomes available.

3. Specific engine detection is based on the most up to date engine definitions. Some
latency may occur due to update frequency, update methods, or network speeds.
Windows:
MetaDefender Core 8:
Avira: https://blog.avira.com/petya-strikes-back/

ESET: hitps://www.eset.com/us/about/newsroom/corporate-blog/petya-ransomware-what-we-
know-now-3/

Bitdefender: https://labs.bitdefender.com/2017/06/massive-goldeneye-ransomware-campaign-
slams-worldwide-users/
https://labs.bitdefender.com/2016/04/low-level-petya-ransomware-gets-bitdefender-vaccine/

Quick Heal: http://blogs.quickheal.com/petya-ransomware-affecting-users-globally-things-can/
VirlTeXplorer: http://www.tgsoft.it/italy/news_archivio.asp?id=843

Total Defense: https://www.totaldefense.com/security-blog/total-defense-products-detect-the-
known-variations-of-the-goldeneye-petya-ransomware

MetaDefender Core 12:

CYREN: https://blog.cyren.com/articles/petya-ransomware-spreading-fast-using-same-
wannacry-exploit

MetaDefender Core 16:
Emsisoft: http://blog.emsisoft.com/2017/06/27/petya-petna-ransomware/

Kaspersky: https://blog.kaspersky.com/new-ransomware-epidemics/17314/
https://blog.kaspersky.com/petya-ransomware/11715/
https://blog.kaspersky.com/petya-decryptor/11819/
https://blog.kaspersky.com/tag/petya/

Zillya!: https://ru.tsn.ua/ukrayina/v-antivirusnoy-kompanii-rasskazali-kto-mozhet-stoyat-za-
hakerskoy-atakoy-petya-a-i-chem-eto-grozit-885812.html

VirusBlokAda: https://blog.fortinet.com/2017/06/27/new-ransomware-follows-wannacry-exploits

v4.17.3 525


https://blog.avira.com/petya-strikes-back/
https://www.eset.com/us/about/newsroom/corporate-blog/petya-ransomware-what-we-know-now-3/
https://www.eset.com/us/about/newsroom/corporate-blog/petya-ransomware-what-we-know-now-3/
https://labs.bitdefender.com/2017/06/massive-goldeneye-ransomware-campaign-slams-worldwide-users/
https://labs.bitdefender.com/2017/06/massive-goldeneye-ransomware-campaign-slams-worldwide-users/
https://labs.bitdefender.com/2016/04/low-level-petya-ransomware-gets-bitdefender-vaccine/
http://blogs.quickheal.com/petya-ransomware-affecting-users-globally-things-can/
http://www.tgsoft.it/italy/news_archivio.asp?id=843
https://www.totaldefense.com/security-blog/total-defense-products-detect-the-known-variations-of-the-goldeneye-petya-ransomware
https://www.totaldefense.com/security-blog/total-defense-products-detect-the-known-variations-of-the-goldeneye-petya-ransomware
https://blog.cyren.com/articles/petya-ransomware-spreading-fast-using-same-wannacry-exploit
https://blog.cyren.com/articles/petya-ransomware-spreading-fast-using-same-wannacry-exploit
http://blog.emsisoft.com/2017/06/27/petya-petna-ransomware/
https://blog.kaspersky.com/new-ransomware-epidemics/17314/
https://blog.kaspersky.com/petya-ransomware/11715/
https://blog.kaspersky.com/petya-decryptor/11819/
https://blog.kaspersky.com/tag/petya/
https://ru.tsn.ua/ukrayina/v-antivirusnoy-kompanii-rasskazali-kto-mozhet-stoyat-za-hakerskoy-atakoy-petya-a-i-chem-eto-grozit-885812.html
https://ru.tsn.ua/ukrayina/v-antivirusnoy-kompanii-rasskazali-kto-mozhet-stoyat-za-hakerskoy-atakoy-petya-a-i-chem-eto-grozit-885812.html
https://blog.fortinet.com/2017/06/27/new-ransomware-follows-wannacry-exploits

MetaDefender Core 20:

McAfee: https://kc.mcafee.com/corporate/index?page=content&id=KB89540
https://securingtomorrow.mcafee.com/mcafee-labs/new-variant-petya-ransomware-spreading-
like-wildfire/

Sophos: https://nakedsecurity.sophos.com/2017/06/27/breaking-news-what-we-know-about-the-
global-ransomware-outbreak/
https://www.sophos.com/en-us/threat-center/threat-analyses/viruses-and-spyware/Troj~Petya-
AQ.aspx

Linux:
MetaDefender Core 5:

Bitdefender: https://labs.bitdefender.com/2017/06/massive-goldeneye-ransomware-campaign-
slams-worldwide-users/
https://labs.bitdefender.com/2016/04/low-level-petya-ransomware-gets-bitdefender-vaccine/

ESET: https://www.eset.com/us/about/newsroom/corporate-blog/petya-ransomware-what-we-
know-now-3/

Total Defense: https://www.totaldefense.com/security-blog/total-defense-products-detect-the-
known-variations-of-the-goldeneye-petya-ransomware

MetaDefender Core 10:
Avira: https://blog.avira.com/petya-strikes-back/

CYREN: https://blog.cyren.com/articles/petya-ransomware-spreading-fast-using-same-
wannacry-exploit

Quick Heal: http://blogs.quickheal.com/petya-ransomware-affecting-users-globally-things-can/

VirusBlokAda: https://blog.fortinet.com/2017/06/27/new-ransomware-follows-wannacry-exploits

This article applies to MetaDefender Core v3 and MetaDefender Core v4
This article was last updated on 2019-10-19

Does the fixing updates for Meltdown and Spectre vulnerabilities
affect any engines in MetaDefender Core v4?

Note. This article is no longer applicable to our current MetaDefender Core customers
since F-Secure is no longer part of our supported AV engines.

On January 3, 2018, Microsoft has identified a compatibility issue with a small number of
antivirus software products.
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The compatibility issue arises when antivirus applications make unsupported calls into
Windows kernel memory. These calls may cause stop errors (also known as blue screen
errors) that make the device unable to boot.

From the tests we conducted on all Windows operating systems we support, we noticed that
the only engine affected by Windows updates is F-secure, on the following operating systems :
1. Windows Server 2012 R2
2. Windows Server 2016
3. Windows 10
4. Windows 8.1

Microsoft has released some patches which fix the issue, and they can be found below :

For Windows Server 2016 and Windows 10: https://www.catalog.update.microsoft.com/Search.
aspx?q=kb4088787

For Windows Server 2012 R2 and Windows 8.1: https://www.catalog.update.microsoft.com
/Search.aspx?q=KB4088879

References:
® https://support.microsoft.com/en-ca/help/4088787/windows-10-update-kb4088787
® https://support.microsoft.com/en-us/help/4088879/windows-81-update-kb4088879
This article was last updated on 2019-12-23

Engine clean-up instructions

Sometimes, during the engines downloading/deployment process, some of them may remain in
"failed" or "permanently failed" status.

In this case, you can perform an engine clean-up by downloading the engine_sweeper tool and
following the next steps:

1. Extract the engine_sweeper.zip package to a temporary location on the server where
MetaDefender Core is installed

2. Open a Command Prompt window as Administrator and navigate to the temporary
folder where you have extracted the archive

3. Run the command ometascan-engine-sweeper.exe -l to display a list of all installed
engines
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ER Administratar CAMindowsySystern32hemd. exe — ] x

[version 18.8.
Corporaticn. All rights reserwed.

c:hvee\engine_sweeper>ometascan-engine-sweeper.exe -1

MetaDefender Core v4 Engine Sweeper.

Data directory detected: “C:/Program Files/OPSWAT/Metadefender Corefdatas"
installed engines in database...

alled en
Z_wind

Bivengine_sweeper:

4. Run the command ometascan-engine-sweeper.exe -e <engine name from above> -c
to clean the engine having the issues
Note: During the cleanup process, the MetaDefender Core and Node services will be
restarted, and the Updates Settings Source will be set to "Manual"
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ER Administratar CAMindowsySystern32hemd. exe — ]

Data directory detected:

Engine to clean:

OPSWAT Metadefender

wWAT Metadefender
wAT Metadefender ~e Node

leaning proce
duplicate connecticn name ‘enginesdb', old connectlon removed.

Lelslt
Dohe

Cleaning engine recor
Cleaning updat

ceed to remove folder:
Done

Cleaning dat
Dohe

Cleaning engine folder...
Done

bling auto-upe

SwAT Metadefender

ng i

“engine_si

Check the engine in Inventory > Modules as it should now be grey. (e.g. Deep CDR in
the following screenshot)
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Modules UPLOAD PACKAGE

Auto update turned off | Edit Update Settings

MODULE LAST UPDATE ACTIVITY ENGINE DATABASE ENABLED

Metascan 9 hours ago 5/5 processing engines are active v

Proactive DLP & % hours ago Active on 1/1 node 2.2.1-1580392154 1582875907-8638 [ @]

Threat Intelligence 9 hours ago Active on 1/1 node 4.0-42 1585094400 [ @)

File-Based

Yulnerahility 9 hours ago Active on 1/1 node 4.2.416.0-108 1585144565 [ @)

Assessment

Utilities ¢ hours ago 3/5 engines are active v

6. Revert your Updates Settings Source from "Manual" to your previous setting and trigger

an update, for the engine to re-deploy successfully

More parameters that can be used with this tool can be found in the next screenshot

EXN Administrator CAMYindowshSystern 32 omd. exe

an-engine-sweeper .exe -7
exe [options]

iz help.
me to clean.

If you have followed all of these steps and your engines are still unusable, please see how to
create a support package, login into OPSWAT Portal and open a ticket with us, having the
support package attached.

This article applies to MetaDefender Core v4 Windows

This article was last updated on 2020-03-27

External scanners in MetaDefender core v4.8.0 and above

(O Disclaimer
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This sample script is provided for illustrative purposes only and is not guaranteed to
be functional in a production environment.

MetaDefender Core V4.8.0 has a new feature "External scanners".

You can define an "External scanner" which can be invoked through a command line
executable or script. This executable/script will be called for each scanned file, after all the
other engines but before the final verdict is decided.

The documentation of this feature can be found here: https://onlinehelp.opswat.com/corev4/3.
10._External_Scanners_And_Post_Actions.html

The script in this sample is a Powershell script, for this script to work properly, we need to call
the Powershell executable in the External Scanners screen of MetaDefender Core:

OPSWAT. @ wpcen . QT

External Scanners

:::::::::

You will need to specify the location from where Powershell is running in your system, followed
by:

® ExecutionPolicy Bypass

® -File TheNameAndPathOfYourScriptFile.ps1
We created a sample Powershell script that attempts to flag suspicious files as False Positive.

The script checks the scan results of the current file, if the file is flagged as infected by only one
engine, the file's hash is then
sent to MetaDefender cloud.

MetaDefender cloud's results are then analyzed:

In case the file is flagged as infected in MetaDefender Cloud by ONLY the same one engine
which flagged the file in MetaDefender Core

OR if the file is found to be clean by MetaDefender Cloud, the file will be copied to a
$false_positive folder for later investigation,

and the verdict will be "Suspicious” (2). and threat_found will be 'Suspected False Positive'.

If the file is flagged by any other engine on MetaDefender Cloud then the verdict will be
"Infected" (1) and threat_found will be "Infected - Probably NOT False Positive ".
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If the file is not flagged by any local engine the script returns the verdict " No Threat Detected"
(0).
It accepts as its input:

1. Itis your responsibility to create and populate the system context variable %

false_positive% with a valid folder name before running the script

2. ltis your responsibility to create and populate the system context variable %apikey% with
your valid MetaDefender cloud license key.

3. The script accepts the currently scanned file location as its last command-line argument,
and stores it in the variable $current_file_path

4. The script expects to find the scan results JSON on STDIN. it is read into the variable
$scan_results
output:
1. The script will add its verdict (based on results from MetaDefender Cloud) to the result
JSON and write it to the STDOUT

2. if only the same engine (or no engine at all) flag the file as malicious the script will copy
the file to the folder $false_positive for later investigation

3. The script has 6 possible return values:

® "0" - Success

® "1"- Input JSON Parse error

® "2" - Copy error

® "3"-file path of the currently scanned file is invalid
® "4" - the destination path of "false positive" is invalid.
® "5" - call to MetaDefender hash lookup failed

® "G" - hash not found on MetaDefender Cloud

The script itself can be found and downloaded from the following link:
external_scanner_sample.ps1

This article applies to MetaDefender Core v4 Windows
This article was last updated on 2019-10-06
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How can | configure the maximum queue size in Metadefender Core

v4 ?

The maximum queue size can be configured in Metadefender Core v4 via REST API, as

follows :

Set scan config {#rest_setscanconfig}

Request Value

Method PUT

URL /admin/config/scan

Request HTTP header parameters:

Name Type Required Value

apikey string true Session id, can be acquired by Login / Create a Session
Request body:
JSON path Type Required Value
max_queue_per_agent int true Max queue size allowed per agent
Example:
{

"max_queue_per_agent": 700

}

An example of a successful response can be found below :

HTTP status code: 200

Response contains information about the modified scan configuration
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{

"max_queue_per _agent": 700

}

In case the configuration change was not correct, an error response like the one below will be
returned :

Internal error

HTTP status code: 500

{
}

err": "Error while nodifying configuration”

This article applies to Metadefender Core v4 product
This article was last updated on 2019-06-28

How can | find a sanitized file scanned with MetaDefender Core v4?

Once a file is scanned by MetaDefender Core and then sanitized, it can be downloaded from
the following link:

http://<MetaDefender>:8008/file/converted/<dataid>?apikey=<apikeyset>

® <MetaDefender> needs to be set to your MetaDefender I.P. location or name
® <dataid> needs to be inserted as per data-id of the file
® <apikey> Only required if REST API keys have been defined

This article applies to MetaDefender Core v4
This article was last updated on 2019-06-21

How can | increase the scaling up performance?

The only reason to increase the scaling up performance is when you have 32-48 CPU cores
and you wish for your file to be processed very fast. In order to increase the scaling up
performance, there are 2 approaches as follows:

v4.17.3 534



Approach A

If you have a Scan Node (formerly known as Agent) connected to Core and the queue is full of
incoming scan requests, they will be denied until there is a free slot.

To change the queue size, you can use the following API call:

PUT on http://<serveraddress>:8008/admin/config/scan
With the following body:

{

"max_queue_per_agent”: 500

}

Note that to use this APl you need an apikey,

apikey can be obtained from the Core Management Console—Settings—User
Management—Admin user

use the apikey in the apikey header.

This works for both Linux and Windows.

Approach B

Another way to better utilize your CPU, if you have 16-32+ cores, is to increase the parallel
number of scans running per engine. This way you can tell the Node how many scans should
run simultaneously per engine. This applies to engines supporting multi-threaded scan.

To change this you have to write in the node's config in the registry:
HKLM/Software/OPSWAT/Metascan Node/internal/parallelcount (or HKLM/Software
/OPSWAT/Metascan Agent/internal/parallelcount in case of versions <= 4.5.1)

If the internal key is not present just create it and then create the new config value. The default
value is 20.

Example:
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B Registry Editor
File Edit View Favorites Help

~ [ Computer
: HKEY_CLASSES_ROCT
HKEY_CURREMT_USER
v . | HKEY_LOCAL_MACHINE
» .| | BCDODDODDDD
HARDWARE
L sAM
L] | SECURITY
v | SOFTWARE
' Classes
Clients
Intel
Microsoft
Mozilla
Motepad++
- ODBC
v | opswaT
N Metadefender Email Security
¢ . | Metascan
: global
logger
Metascan Node
----- logger
i internal

Name Type Data
ab|(Default) REG_SZ (value not set)
:ab| parallelcount REG_SZ 10

After you modified the value, please note that you have to restart the MetaDefender Core

services for the changes to take effect. To restart the services, please open an elevated
command prompt and type the following commands:

® net stop ometascan

® net stop ometascan-node

® net start ometascan

® net start ometascan-node

(use service name ometascan-agent instead of ometascan-node for versions <= 4.5.1)

On Linux, you have to modify Node's startup configuration file /etc/ometascan-node
lometascan-node.conf by adding "[internal] parallelcount=the new config value" and

restart the service.
[1 ogger]
[ gl obal ]

[internal]
par al | el count =20
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This article applies to MetaDefender Core v4 Windows and Linux
This article was last updated on 2019-10-06

How can | run tests to see the different scan results on MetaDefender
Core v4?

The following test cases explain how to obtain the possible scan results from MetaDefender
Core v4.

v4.17.3

No Threat Detected: Test this result by scanning any file you are certain is clean (e.g.,
a newly created text file)

Infected/Known:
1. Download an EICAR test file from https://www.eicar.org/?page id=3950
2. Scan the file.

Suspicious: This result is usually caused by an engine's heuristic algorithm. Since each
engine has its own unique heuristic algorithms, we do not have sample files for each of
the engines

Blacklisted: Test this result by adding the file to be tested, to the blacklist. For
instructions on how to add files to the blacklist, please refer to the MetaDefender Core
Documentation

Whitelisted: Test this result by adding a file by its name or its mime-type to the Skip
option and scanning it. For more instructions on how to whitelist files, please refer to the
MetaDefender Core Documentation

Exceeded Archive Size:

1. Configure "Max total size of extracted files" to a small value (i.e. 5 MB). This
setting can be found on the MetaDefender Core Management Console under
Policies—Workflow Rules—Select Workflow Rule—Archive Tab.

2. Create an archive file with a total size greater than 5 MB (after extraction).
3. Scan the file.
Exceeded Archive File Number:

1. Configure "Max number of files extracted™ with a small value (i.e. 10). This
setting can be found on the MetaDefender Core Management Console under
Policies—Workflow Rules—Select Workflow Rule—Archive Tab.

2. Create an archive file that contains more than 10 files (after extraction).

3. Scan the file.
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® Password encrypted document/archive: Scanning a password protected/encrypted
document will produce this result. Currently, MetaDefender Core does not support
decryption of encrypted files on the Management Console,